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This Transition Guide outlines many of the changes and new content in the fifth
Edition. Use this guide for an easy transition for the new edition.

CHAPTER OUTLINES
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IMPORTANT UPDATES

· Substantial revisions in every chapter, including updates to current topics and examples, new case studies, and new discussion questions
KEY CHAPTER UPDATES

Chapter 1

· New section: Floridi’s Macroethics

Chapter 2

· Revised discussion of libel laws and governance of the internet

· Updated dates and statistics about Internet use

· Updated to include the switch to six numbers (IPu6) instead of four (IPu4) in internet architecture

· New Section: Gate Keepers and Search Engines

· Revised information about the controversy over anonymous social networking

· New information about the Cybercrime Convention Treaty (2001) as an example of difficulty achieving international cooperation

· New Section: Contested Sovereignty in Cyberspace

· New discussion question about Facebook’s policy on anonymity

· New case study “American or Australian Libel Law?”

· New case study: Google: The New Monopolist?

Chapter 3

· New Section: New Censors and Controversies
· New discussion about anonymizer tools

· Added discussion about filters.

· New Section: Government Censorship and the Fate of Political Speech

· New discussion question about social spam

· New case study: Are Video Games Free Speech?     

Chapter 4
· Replaced/revised all content in the Background on Intellectual Property section

· Replaced/revised all content in the Labor-Desert theory section, new title “Locke’s Labor-Desert Theory

· New Section: Proposed Anti-Piracy Legislation

· Revised and added new content about P2P networks

· Added new discussion about recent cases where the courts have sought to limit the scope of the DMCA

· Updated content about Bilski v. Doll to include the court decision

· New Section: Patents and Smartphones

· New discussion of the ACPA’s regulations for registering domain names without commercial motivation, including the case between the Utah Lighthouse Ministry and the Foundation for Apologetic Information and Research

· New discussion question about assessing the Digital Millennium Copyright Act.

· New Case Study: Reader’s Rights, Remixing, and Mashups

· Updated the Patent War on the Web: Amazon v. Barnes & Noble case with 2010 decision information

Chapter 5
· Heavily revised content in Consumer Privacy on the Internet: Privacy-Invasive Technologies section, including coverage of
· Mobilizing data

· Invasive commercial initiatives

· Online surveillance

· Beacon use

· Threat posed by social networking

· Heavily revised content in Consumer Privacy on the Internet: Policy Considerations section, including an updated section on laws that can be targeted to constrain certain technologies 

· New information about a user’s ability to control and monitor cookies in Internet Explorer

· Revised section on Privacy Regulation in the U.S. to include the current legislative philosophy and resistance to comprehensive prescriptive privacy legislation 

· Revised section: “A Prescription for Privacy?” 

· New Case Study: Facebook’s “Unfriendly” Privacy Policies

Chapter 6
· Heavily revised and updated Cybercrime section

· Replaced KaZaA with Lime Wire

· Added megaupload.com

· New information about malware

· New information about Stuxnet

· New information in Trespass, Unauthorized Access, and Hacktivision section about Hactivists belief that it is morally acceptable to intrude on corporate or government networks in protest of laws or policies

· New discussion about Wikileaks

· New discussion question about whether it is morally permissible to use a worm like Stuxnet to disrupt the development of nuclear weapons

· New Case Study: The Lulz Sec Hackers

FOR INSTRUCTORS

· PowerPoint Lecture Outlines
· NEW! Instructor Manual
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