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Ethical Health Informatics: Challenges and Opportu-
nities presents an informed discourse on many
issues arising from the proliferation of informa-
tion technology and biotechnology in the deliv-
ery and funding of health care in the United
States. Ten years have passed since the second
publication of this book, and in that timeframe
the social and ethical concerns confronting
society have expanded. Mapping of the human
genome, homeland security, terrorism, bioter-
rorism, natural disasters, patient safety, medi-
cation errors, medical identity theft, hacking
of data systems, and accessibility of health care
for all have resulted in an increased reliance on
information technology to process the massive
amounts of data generated by these concerns.
However, information technology appears to be
both the answer and a potential problem for
many ethical challenges concerning the privacy,
confidentiality, security, and safety of patient
and provider and government electronic infor-
mation systems.

The societal changes taking place as a result
of the above concerns are especially relevant to
those individuals who generate healthcare data
(doctors, nurses, health practitioners) and those
individuals who manage information and tech-
nology (health information management and
informatics professionals). Today’s challenges
require vigilance concerning the right and wrong
uses of patient information and appropriate and
inappropriate access to it from a much broader
perspective than in the past. This requires

9781284053708_FMxx_i-xxxviii.indd 31
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Foreword

professionals to assume the ethical responsibility
not only to manage, but to protect patient-related
data and information resources in whatever form
it is contained (paper or electronic), and at what-
ever site it may be maintained.

These challenges have been eloquently
brought to light in the third edition. The book
has been expanded to include updated chap-
ters in the areas of professional ethics, uses of
information, electronic health records, sensitive
information, and consumer and professional
informatics. Five new chapters have been added
on important topics related to data analytics,
information governance, longitudinal health
care, information technology and biomedical
instrumentation, and future trends and roles
healthcare professionals may encounter in the
ethical handling of healthcare data and infor-
mation. An excellent cadre of authors has been
brought together to provide an overview and
assessment of the ethical issues raised by the
increased demands for tertiary and secondary
data and information. The authors provide in-
depth theoretical and practical discussions on
a variety of ethical issues. They address theo-
ries and models of ethical practice, along with
ethical case scenarios related to selected prac-
tice venues. Overall, there are 80 case scenarios
to consider along with an eight-step decision-
making matrix. The matrix is a wonderful
learning tool because it guides the reader in
understanding the complexity of problem solv-
ing and ethical decision making.
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The book is an excellent resource for health-
care professionals in a variety of disciplines,
such as clinical medicine, administration, public
health, health information management, infor-
matics, and ethics. This book provides standards
of conduct and ethical practice, thus introducing
the student to the basic ethical principles and val-
ues of whatever discipline they represent. For fac-
ulty, the book serves as a foundation for debate
and discussion that will help weave the ethical
fiber of tomorrow’s practitioners throughout
the educational program. For the practitioner,
it offers a confirmation of the standards of con-
duct and ethical uniformity of practice that sup-
ports the practitioner’s resolve to address ethical
issues in a proactive, effective manner. The prac-
ticality of the book makes it attractive to all who
are drawn into the professional responsibility of
generating, using, or managing health informa-
tion in an ethical manner.

9781284053708 _FMxx_i-xxxviii.indd 32

As the healthcare industry continues to
adjust to the requirements of the Affordable
Healthcare Act (Obamacare), new delivery
modes, cost containment, electronic health
record systems, the sharing of information
between systems, and the use of data for busi-
ness and clinical analytics, there will be a need to
address the ethical handling of healthcare data
and information. I am pleased that Ethical Health
Informatics: Challenges and Opportunities provides
the reader with an awareness and solid founda-
tion for understanding the principles and values
so important for the ethical practice of manag-
ing healthcare data and information.

Melanie S. Brodnik, PhD, RHIA, FAHIMA
Associate Professor Emeritus

Health Information Management & Systems
The Ohio State University

Columbus, Ohio
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There are two characteristics of this book that
make it unique: the content which focuses on
the intersection of health informatics and ethics
and the use of a decision-making matrix to ana-
lyze issues surrounding the appropriate use of
health information. The textbook describes the
ethical challenges and opportunities that arise
from the growing use of data and information
in healthcare. Legal and legislative aspects sur-
rounding the ethics of managing data and infor-
mation are interwoven throughout the book
which serves as a resource for teachers, students
and practitioners. This textbook is written to
reflect a commitment to interdisciplinary col-
laboration because many of the ethical issues
discussed are not limited to just one healthcare
discipline. Overall, the textbook is designed to
assist health informatics and information man-
agement professionals as well as physicians,
nurses, social workers, public health profession-
als, healthcare administrators, health care pro-
fessionals, such as, physical, occupational and
respiratory therapists, and other related disci-
plines. This textbook will assist professionals
who establish standards for ethical competency
and those who want to improve their ethical
decision-making skills.

The preface will answer the following
questions.

® Who are the authors?
® How are the chapters organized?

® What students will benefit from reading
this book?

Preface

® What is the decision-making matrix and
why is it important?

" How can teachers use this book?

® What is the unique value of this book?

Who are the authors?

The authors include faculty, deans, healthcare
professionals from universities and governmen-
tal agencies and consultants with degrees and
credentials across the continuum of healthcare
and health informatics. Each author has identi-
fied ethical issues reflective of their experience
with the topic along with one or more scenarios
to illustrate the issue under discussion.

How are the chapters organized?

This book is divided into six sections: Profes-
sional Ethics; Uses of Information; Electronic
Health Information; Management of Sensitive
Health Information; Consumer and Profes-
sional Informatics; and Looking to the Future.
Chapters from the 2nd edition were updated
and five new chapters were written for this edi-
tion, as noted below.

1. Professional Ethics
1. Professional Values and the Code of
Ethics
2. Ethical Decision-Making Guidelines
and Tools
3. Privacy and Confidentiality

XXXl
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II. Uses of Information

4.

11.

0O XN

Data Analytics (NEW)

Examines the challenges presented
by the vast amount of data available,
based on advances in technology.
Data analysts must consciously attend
to the ethical considerations associ-
ated with the management of big data.
Compliance, Fraud, and Abuse
Coding
Quality Management
Research and Decision Support
Public Health and Informatics
Longitudinal Coordinated Care (NEW)

Describes the implications of a sig-
nificant change in health care as the
patient becomes a member of the care
team across the continuum of the
healthcare system. Patient-centered
medical homes, longitudinal care
and complex care management are
explored.

Clinical Care: End of Life.

III. Electronic Health Information

12.
13.
14.

1S.

16.
17.

Electronic Health Records
Information Security

Information Technology and Biomedi-
cal Instrumentation (NEW)

Describes the burgeoning growth
of information technology and the
increasing adoption of biomedical
instrumentation.

Information Governance and Manage-
ment (NEW)

Clarifies how effective stewardship
(responsible handling of information)
and governance (ground rules for exe-
cution of the information) advances
ethical information management.
Integrated Delivery Systems
Digital Health: Health Information
Technology and Information Exchange

IV. Sensitive Information

18.
19.
20.

Genetic Information

Adoption Information

Substance Abuse, Behavioral Health
and Sexual Information
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V. Consumer and Professional Informatics
21. Digital Health Technologies for Con-
sumers, Patients and Caregivers
22. Management and Leadership
23. Entrepreneurship
24. Vendor Management
25. Advocacy

VI. Looking to the Future
26. Future Challenges and Opportunities
(NEW)

Focuses on potential future pro-
fessional roles and emerging trends,
driven by the explosion of informa-
tion technology in the healthcare and
health information systems and exam-
ines how we can educate ourselves and
future generations to be prepared to
meet these challenges and respond to
the opportunities.

What students will benefit from
reading this book?

Students enrolled in associate, baccalaure-
ate, masters and doctoral programs in many
healthcare related disciplines, including health
informatics, health information management,
medicine, nursing, healthcare professions, pub-
lic health, healthcare administration, business
and information technology.

What is the decision-making
matrix and why is it important?

Ethical issues do not allow the luxury of the
right answer based exclusively on laws, stan-
dards, or rules. To facilitate ethical decision-
making, a matrix has been developed to help
readers evaluate and resolve problems based on
an understanding of values, professional obliga-
tions and multidisciplinary perspectives. The
matrix facilitates a more expansive view of a
problem and the options for making an ethical
decision.

Jacqueline Glover’s chapter, Ethical Decision-
Making Guidelines and Tools, includes an ethical
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SCENARIO ~ What is the problem to be solved?

Steps Information
1. What is the question?
2. What is my “gut” reaction? What is your first reaction to this case on an emotional level?
What assumptions are you making?
What biases do you have?
3. What are the facis? KNOWN TO BE GATHERED
4. What are the values? Patient:
Examine the shared and competing Family:
values, obligations, and interests of .
the many stakeholders in order to HIM Professional(s):
fully understand the complexity of the Healthcare professional(s):
ethical problem(s). -
Administrators:
STAKEHOLDERS .
Society:
Patient, family, HIM professional(s), | .
healthcare professional(s), Others, as appropriate:
administrators, society, and others
appropriate to the issue.
5. What are my options?
6. What should I do?
7. What justifies my choice? JUSTIFIED NOT JUSTIFIED
8. How can | prevent this problem?

decision-making process, which is presented
in the matrix. The textbook includes 80 sce-
narios which have been analyzed using this
martrix.

The ethical decision-making matrix is a tool to
belp you organize complex ethical problems; how-
ever, there is no simple fill-in-the-box approach to
ethical decision making. The objective is to follow
each step of the process and not move from the ques-
tion directly to what should be done or how to pre-
vent it next time. If you skip steps, you will not fully
understand all of the values and options for action.
Also, the matrix provided for each scenario is not the
only way to examine the problem. You can make an
equally compelling ethical argument for a different
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decision—just be sure to follow all the steps of the
Matrix.

How can teachers use this book?

Ethical decision-making cannot be based on the
perspective of one individual. The content in
the chapters and the process for analyzing the
scenarios, using the matrix, requires team dis-
cussions. This textbook can be utilized across-
the-curriculum, in conjunction with all of the
courses in the professional program. For exam-
ple, when teaching quality management, fac-
ulty can have students read the information on
quality management from books, periodicals,
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websites and other resources and have the stu-
dents read the chapter on quality management
in this book. Students can be taught the pro-
fessional content and then discuss the ethi-
cal implications of the decisions that must be
made. Ethics can be interwoven into all courses
so that it can become a standard of practice.
This approach can be used for many courses to
reinforce and integrate ethical considerations
in content areas such as data analytics, clini-
cal decision-making, electronic health record
systems (EHRS), information security and man-
agement and leadership, to name a few of the
courses in professional academic programs.
Ethical scenarios can be coordinated with other
case studies and learning activities to help stu-
dents understand how ethics is interwoven in
all areas of practice and they can build com-
petencies in the process of exploring the ethi-
cal dimensions of professional practice. This
textbook can be used in professional courses as
noted above and/or in a discipline-specific or
multidisciplinary ethics course.

Small group discussions: Most ethics classes
combine lecture/didactic with small group dis-
cussions. Ethical decisions are analyzed and dis-
cussed, using ethical tools and critical thinking.
If there are students from multiple academic
programs, mix the students up into various
groups so that multiple perspectives (personal
and professional) can be heard. Understanding
the diversity of obligations, values and obliga-
tions are essential in the ethical decision-making
process. If it is a multidisciplinary course, fac-
ulty members from several disciplines can lead
the small group discussions. Faculty may also
want to reach out to alumni and other prac-
titioners in the area to lead these small group
discussions.

Small group or homework assignments: Have the
students create the decision-making matrix
making equally compelling counterarguments
or a decision that is different than what is
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presented in the chapter. For example, if the
matrix indicates that information should not
be shared on Facebook, the students can decide
to make a different decision—as long as they use
the 8-step matrix to evaluate the problem and
decide what to do.

What is the unique valve
of this book?

All who work within healthcare and informa-
tion systems must utilize and combine their
technical, professional, and ethical expertise.
The management of health information increas-
ingly requires decisions that cannot be made
only by applying rules, regulations, accredita-
tion standards or legal mandates. Everyone
working in roles that support healthcare and
health information will need to make ethical
decisions. Students and professionals should
consistently expand ethical decision-making
skills. Understanding the language and tools
of ethics, the values embedded in the various
professions and applying knowledge in support
of ethical decisions is a rewarding endeavor. If
someone learns the ethical language and prin-
ciples and how to use the decision-making
matrix, the identification and defense of
multiple perspectives and options for ethical
decision-making is possible.

The chapters in this book should generate
many energized discussions. Ethical decision-
making requires courage. Read the chapters, dis-
cuss the content in groups and celebrate the joy
and power of ethical decision-making.

Laurinda B. Harman
PhD, RHIA, FAHIMA
Temple University

Frances H. Cornelius
PhD, MSN, RN-BC, CNE
Drexel University
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thought provoking questions. Thought provok-
ing questions can spark us think in new and
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ulates the value of stimulating focused thinking
in the following quote:

The very nature of being human means
that we cannot not-think. Every person
sitting in the classroom will be thinking
about something (what others are wear-
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yesterday). Thoughts will always run
around our minds, infuse our emotions,
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The charge is not to ‘make thinking hap-
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question at the right time (p. 331).
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