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for an ethical decision-making process that can 
help HIM and other healthcare professionals 
make decisions and justify a course of action. 
This decision-making matrix is used for the 
analysis of all the scenarios in this book.  Ethical 
 scenarios : “Decision Making for an Adolescent” and 
“Access by Adolescents to Patient  Portals.” Chap-
ter 3 ( Privacy and  Confidentiality )  discusses 
the primary ethical obligation of protecting 
patient  privacy and confidentiality in an era of 
increasing demands for access to health infor-
mation, medical identity theft, and increasing 
use of social media. Related issues raised by the 
Health Insurance Portability and Accountability 
Act (HIPAA) of 1996 and the 2009 Health Infor-
mation Technology for Economic and  Clinical 
Health (HITECH) are explored.  Ethical scenarios:  
“Family and Friends: Should I Tell?” and “Share 
Information on Facebook?”  

 Section I clarifies the importance of ethical 
expertise when managing health information. 
Chapter 1 ( Professional Values and the Code 
of Ethics ) identifies values and obligations of 
the health information management (HIM) 
professional and those who work on behalf of 
patients, including healthcare providers, infor-
mation technology and business professionals, 
administrators, and executive officers. A review 
of the codes of ethics for health information 
management professionals, nurses, and physi-
cians identifies shared values and obligations 
that can serve as a foundation for building an 
ethical health information system that sup-
ports interdisciplinary collaboration. Chapter 2 
 ( Ethical Decision-Making Guidelines and 
Tools ) describes ethical theories, principles, and 
tools that are important when making ethical 
decisions. This chapter introduces a framework 

 SECTION I 

 Professional Ethics 
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 Introduction 
 This chapter describes the importance of 
ethics for the health information management 
(HIM) professional and those who work 
on behalf of patients, including healthcare 
providers, information technology and business 
professionals, administrators, and executive 
officers. Ethical challenges and opportunities 
for improvement are discussed in the context 
of  ethical decision-making  guidelines; 
privacy and confidentiality; data analytics; 
compliance, fraud and abuse; coding; quality 
 management; research and  decision support; 
public health;  longitudinal care; clinical care 
at the end of life; electronic health records; 
information security;  information technology 
and biomedical instrumentation; information 
governance and  management; integrated 
delivery systems; digital health related to health 
information technology and information 
exchange; genetic information; adoption 
information; substance abuse, behavioral 
health and sexual information; digital health 
for consumers, patients, and caregivers; 
management and leadership; entrepreneurs; 
vendor management; advocacy; and future 
information systems. There is an exploration of 
the ethical issues that surface in the paper-based, 
electronic health record systems (EHRS) and 
hybrid (paper and electronic), all of which are 
currently operational in the health information 

 Learning Objectives 
 After completing this chapter, the reader should 
be able to: 

■■ Understand the roles, professional values, 
and ethical obligations of health infor-
mation management (HIM) and health-
care professionals, including healthcare 
providers; chief executive, information, 
or operations officers; vendors; infor-
mation technology and data analytics 
experts; researchers; and public health 
professionals.

■■ Appreciate the complexities for the pro-
tection of patient privacy and confiden-
tial information across the continuum 
of the healthcare and health information 
systems.

■■ Describe ethical challenges and opportuni-
ties for healthcare information systems. 

■■ Understand the importance of the profes-
sional American Health Information Man-
agement Association (AHIMA) Code of 
Ethics and the values that are embedded 
in other Codes, with a focus on HIM and 
nursing.

■■ Identify changes in the information and 
healthcare systems that have resulted in 
ethical issues. 

■■ Appreciate the importance of the intersec-
tion of professional discipline expertise and 
ethics. 

 Professional Values 
and the Code of Ethics 

 Laurinda B. Harman, PhD, RHIA, FAHIMA 
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fully functional EHRS, with direct input and out-
put from multiple electronic applications. Below 
are just a few of the ethical issues that can surface 
in the health information system. 

Coding and Financial Reimbursement
■■ A physician allows a signature stamp to be 

used by nurses and clinical unit assistants 
to complete paper-based medical records, 
which is in clear violation of the hospital’s 
rules and regulations. The medical staff 
leaders and hospital administrators know 
that this is happening, but the HIM pro-
fessional is told to “look the other way” 
because quick completion helps with the 
billing process and the hospital needs the 
money.

■■ The chief financial officer (CFO) allows 
documentation in the medical record that 
does not support the bill that has been 
generated. In a paper-based system, there 
is a pattern by the physicians to do the 
documentation retrospectively (sometimes 
weeks or months after the patient has been 
discharged), which means that the docu-
mentation is of questionable accuracy. 

■■ The coder is asked to upcode, which will 
result in a bill for a higher level of care than 
what was actually provided, inappropriate 
higher payment, and inflated clinical data, 
and to unbundle service codes so that each 
procedure or service is billed separately, 
resulting in inappropriate higher payment 
to the hospital (Chapters 5 and 6). 

Accreditation and Regulation
■■ An HIM student at a small facility observes 

the following: incomplete medical records 
were placed in a rental truck in the parking 
lot during an accreditation survey, and a 
board of trustees member called, asked for, 
and was given patient information about a 
local politician. 

■■ The number of delinquent medical records 
far exceeds the percentage allowed by 
accreditation standards. The chief executive 
officer (CEO) has made it very clear that 
the reported number should not exceed 

system. Based on a review of several professional 
codes of ethics, the chapter presents values and 
obligations that are shared. A framework for 
building an ethical health information system 
that supports interdisciplinary collaboration is 
presented. The summary includes a discussion 
of the importance of the intersection of 
 professional discipline and ethical expertise.

Ethical Dilemmas for the 
HIM Professional
The healthcare environment is complex, con-
stantly changing, and involves many people who 
have both shared and competing professional 
obligations and values. The current health-
care environment creates ethical perplexities, 
and making ethical decisions requires courage. 
An employee could lose a job, be harassed as a 
“whistleblower,” and create conflicts with other 
employees and managers for wanting to do or 
not to do something outside of the norms of 
practice. 

The health information system supports 
the needs of patients, healthcare professionals, 
administrators, financial systems, the commu-
nity, and those involved in research and edu-
cation, and the system is in transition. Some 
consist of handwritten notes, and some are 
designed as highly sophisticated electronic 
health record systems (Amatayakul, 2013). 
Hybrid systems have both handwritten and 
electronic documentation. A patient’s medical 
record, whether handwritten or electronic, is 
the primary communication tool for the entire 
healthcare team. Documentation in the record 
allows those taking care of patients to review 
what they or others have done or are thinking 
about doing on behalf of a patient. As a com-
munication tool, it is both science involving 
facts (test results or vital signs) and art involv-
ing interpretation and the application of a 
professional perspective (progress notes, consul-
tations, or differential diagnoses).

The busy health information management 
(HIM) professional must be able to quickly, yet 
carefully, assess complex ethical situations. Some 
of these issues are more likely to surface in paper-
based systems, and others in hybrid systems or a 
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is requested, and this documentation con-
tains sensitive information related to a psy-
chiatric disorder and alcohol abuse, which 
did not affect the appendectomy. 

■■ A patient’s genetic information is released 
in response to a valid request. The informa-
tion is then used to discriminate against 
the patient with regard to employment and 
health insurance. 

Research
■■ A principal investigator (PI) of a major 

research project is also a practicing physi-
cian. This researcher has gained access to 
clinical patient information that is not part 
of the research study and wants to place 
research outcomes in the patient’s medical 
record and the clinical database for the hos-
pital. The patients are not being contacted 
for their authorization for release of the 
information in either of these instances. 

The HIM professional is responsible for the 
system that supports documentation on behalf 
of patients. The general public trusts that the sys-
tem will protect their privacy. That trust requires 
careful consideration of both professional and 
ethical expertise for all members of the health-
care team. Their duty to patients requires trust 
and adherence to ethical standards. 

The Health Information System: 
Then and Now
An overview of the health information system—
past and present—will help to frame some of the 
ethical issues. This section includes a review of 
the U.S. healthcare system, documentation prac-
tices, access and security, coding and reimburse-
ment, and the use of technology as the changes 
have influenced health information and health-
care systems.

The Healthcare System
In the past, most health care was rendered in 
the patient’s home, and the physician made 
“house calls” or performed examinations in a 
small private physician’s office. With this type 

the allowed delinquency rate, and that the 
HIM professional will be fired if the correct 
number is reported. 

■■ A surgeon begins the dictation of an opera-
tive report with “Please type the date of 
dictation to be the same as the date of the 
surgery.” The surgeon makes this request to 
ensure compliance with accreditation stan-
dards and hospital policy; however, the report 
was dictated one week after the operation. 

■■ Regulatory required quality-audit data are 
not favorable to the facility, and are admin-
istratively and politically unpopular. It has 
been made clear that the job of the quality 
management director is in jeopardy if the 
true outcomes are disclosed. 

Vendors and Software Applications
■■ A request for proposal (RFP) will be sent 

to several vendors in a few months. One of 
the vendors who will be submitting a pro-
posal offers an expensive gift that is needed 
by the department, and the director of the 
department is also offered a trip to the cor-
porate headquarters, which is across the 
country in San Diego.

■■ New software has not been fully tested and 
has proven to be unreliable, yet the chief 
information officer (CIO) is demanding 
implementation of the new system.

■■ Dictated histories, physicals, and discharge 
summaries are being outsourced through 
telecommunication to a foreign country for 
transcription. The contract has no guar-
antees for language and medical terminol-
ogy expertise, patient privacy, and employee 
competencies. The original vendor out-
sourced the contract to another vendor, 
without notifying the hospital. The hospi-
tal finds out about these transactions when 
an employee from the foreign country calls 
and says, “I won’t release your reports until 
I get a raise.”

Sensitive Information 
■■ The insurance company requests patient 

information in order to pay for an appen-
dectomy. A copy of the history and physical 
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■■ Education of healthcare professionals
■■ Research
■■ Public health monitoring
■■ Planning and marketing of healthcare 

services

Core health information management issues 
include what information should be collected, 
how it should be stored, who should have access 
to it and under what conditions, and how and 
why it should be given to others. The protection of 
patient privacy is central to all of these decisions.

These core issues exist in every documenta-
tion system. The system must have policies and 
procedures to assure the accurate, timely, and 
complete recording of information in order to 
provide patient information to many stakehold-
ers, including for clinical care, coding, quality 
management, and financial decision-making. 
Retrospective documentation is viewed as a fail-
ure of the system. Today, hybrid systems exist in 
many healthcare settings, as the integration of 
electronic systems with paper documentation 
creates a mixed document that can create confu-
sion about the location of clinical documenta-
tion. As vendor applications are developed and 
government programs encourage implementa-
tion, the transition to electronic systems will 
accelerate. The fully electronic system is real-
time, interactive, and efficient. It provides for a 
dynamic documentation and retrieval process 
that supports patient care, maximizes revenues, 
and increases patient safety. The quality of the 
information is key to providing information 
that supports access, costs, and quality of care. 
Such information also supports strategic plan-
ning, marketing, and staffing functions and aids 
in the evaluation of healthcare services.

Access to Information
In a paper-based system, all medical records 
were handwritten and considered a repository of 
information. These records were rarely accessed 
by anyone, except for follow-up care or research. 
For inpatient admissions, the discharge sum-
mary and final diagnoses could be finished sev-
eral weeks or months after discharge, and the 
completed medical record was often put into a 
“permanent file” in a basement or some other 

of personalized service, lawsuits were extremely 
rare. A transition occurred in the 1940s that 
shifted care almost exclusively into hospitals, 
multi-physician offices, or nursing homes. Sep-
arate medical records were compiled over the 
span of a patient’s life, from birth to death, and 
were maintained in the various locations where 
they were generated; however, these records were 
not linked in any way. A patient could not be 
guaranteed that important information would 
be available for a particular provider from the 
various locations. A common example was that 
physician’s office documentation was rarely 
available if the patient was hospitalized. 

Patients were admitted to the hospital even if 
they were not necessarily ill. A physician could 
admit a patient for an annual physical examina-
tion (which could take a week and the patient 
was not ill, just getting tests) or other diagnostic 
workup, such as, an upper gastrointestinal test 
(UGI). A stay in the hospital was routinely sev-
eral days in length, regardless of the problem. 

Today, care is rendered increasingly in non-
acute settings, such as psychiatric, substance 
abuse, and physical rehabilitation units; long-
term care facilities; and ambulatory settings, 
such as urgent care, ambulatory surgery, and 
emergency centers, and care can now again be 
provided in patients’ homes. Patients admit-
ted to a hospital are extremely ill and cannot 
be treated at a lower level of care, resulting in 
the length of stay being carefully monitored by 
hospitals, insurance companies, and the gov-
ernment. Patients increasingly pursue litigation 
against providers of care, healthcare facilities, 
and vendors who provide products and services.

Healthcare Documentation
Although the primary purpose of healthcare 
documentation is patient care, this informa-
tion is also used for the following purposes 
(Cofer, 1994):

■■ Review of the appropriateness, adequacy, 
and quality of care

■■ Financial reimbursement for the care 
provided

■■ Legal protection for patients, providers of 
care, and healthcare facilities

6 Chapter 1  Professional Values and the Code of Ethics 
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other documentation related to the diagnosis 
or procedure performed. Now, insurance com-
panies and other requesters get detailed clinical 
information beyond the need-to-know criterion. 
They often receive not only information to pro-
cess a claim, but also additional information 
that can violate patient privacy. For example, the 
history and physical includes family and social 
information (behaviors, risk factors, genetic 
conditions) that may have nothing to do with 
the surgery performed or care rendered and may 
be used in discriminatory ways in employment 
and insurance. Today, insurance companies can 
have patients sign an authorization upon enroll-
ment for release of information for all future 
care and do not get an authorization for each 
event (Chapter 3). 

The amount of information being collected, 
the number of requesters, and the amount and 
types of information being released all challenge 
the HIM professional’s ability to protect patient 
privacy. HIM professionals serve many different 
requesters who seek access to health informa-
tion, and they must constantly balance patients’ 
 privacy rights and confidentiality with demands 
for access. Patients are often unaware that their 
personal medical information has been released.

Release of information is often beyond the 
control of the HIM professional when other 
people, such as nurses or residents, provide 
information to patients and/or family members, 
often without proper authorizations. Health 
information management professionals do not 
treat patients, and healthcare professionals 
should not release information. These are not 
interchangeable competencies, but others often 
release information without contacting an HIM 
professional. Potential invasions of privacy also 
exist when information is given to a legitimate 
requestor, who in turn releases the information 
to others without following the proper laws, 
rules, and regulations for release. 

Today, many stakeholders seek information 
about patients, and the HIM system is the infor-
mation hub of the healthcare system. The valid-
ity and quality of the health information are 
under scrutiny by government and insurance 
agencies. Informed consumers access the Inter-
net and patient portals for diagnoses, pharma-
ceutical information, surgical options, and other 

remote storage area and rarely seen again. The 
bill was submitted when the medical record 
was complete—that is, all forms and signatures 
were in the record. This could take months. The 
security of medical records in the early years 
was facilitated by the physical location of the 
medical records department, which was often 
in the basement, due to the weight of the paper 
records. The hospital was reimbursed for the bill 
that was submitted, so there was no incentive 
for improving the documentation completion 
process. 

Patients rarely, if ever, looked at their medi-
cal records. In fact, most were unaware of the 
extent of the documentation that was collected 
on their behalf. If a patient wanted to review his 
or her own medical record, the physician autho-
rized the review, and it was done in the pres-
ence of the credentialed medical record or other 
healthcare professional.

Release of Information
Release of information from a patient’s med-
ical record was initiated when a valid request 
and authorization signed by the patient was 
received. The information released was based 
on a “need-to-know” criterion. In a paper-based 
system, the medical record was abstracted by  
a medical record professional based on the 
information wanted. For example, if surgery had 
been performed, the HIM professional reviewed 
the medical record and confirmed the diagno-
sis, the procedure, the pathology report results, 
and the admission and discharge dates. Insur-
ance companies were given enough information 
so that they could legitimately pay the bill, but 
information was never given beyond what was 
needed or appropriate. 

Technological advances introduced copy-
ing into the release-of-information process—an 
innovation at the time that radically changed 
the need-to-know criterion for releasing infor-
mation. Instead of requiring the credentialed 
HIM professional to review and abstract a 
medical record and give the requester what was 
wanted and appropriate, most healthcare orga-
nizations began to copy portions of the record, 
such as the history and physical, discharge sum-
mary, operative report, laboratory results, and 
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Technology
For many years, the most advanced technol-
ogy used was the duplicating machines for 
the release of information requests. Today, the 
EHRS must facilitate simultaneous, multiple 
access to information for clinical and adminis-
trative purposes. Although some health informa-
tion is still handwritten, paper documentation 
is no longer the primary means of communica-
tion, as most health information systems have 
at least some electronic applications. The EHRS 
can capture documentation in real time, such as 
electronic laboratory data, and can include docu-
ments and information from other sources (e.g., 
hospitalization at another facility, diagnostic 
data from ambulatory clinics, and consultations 
from providers in many different settings). 

Table 1-1 shows a brief summary of the char-
acteristics of the paper-based medical records 
in comparison with the electronic health record 
system for inpatient hospitalizations. 

Role of the HIM Professional
The HIM professional needs to be able to read 
and understand all the documentation in the 
information system in order to make decisions 
about coding, release of information, quality 
management, and other activities. Graduates 
of accredited HIM programs are professionals 
and need to have an educational background 
in anatomy and physiology, biostatistics, medi-
cal terminology, microbiology, pathophysiol-
ogy, pharmacology, quality, risk management, 
and other related subjects in order to support 
the information needs of many stakeholders. 
Whereas some healthcare providers can focus 
expertise on one body system, the HIM profes-
sional is held accountable for understanding 
and interpreting health information across the 
full spectrum of body systems, diagnoses, and 
procedures (CAHIIM 2015).

Health information can consist of large 
databases that provide overall statistics of 
populations, but it also includes individual 
patients’ sacred stories with information shared 
that must be protected and secured, no mat-
ter the setting in which it is collected and/or 
stored. Each member of the clinical team adds 

information that will facilitate their healthcare 
decision making. Patients place value on the 
information compiled in their medical records 
and on their privacy. With the increasing use of 
EHRS, patients are able to receive either paper 
or electronic copies of their medical informa-
tion, in some cases at the end of an office visit. 
Patients are increasingly getting upset about the 
many stakeholders who are gaining access to 
their health information. 

Coding and Reimbursement 
Coding of diagnoses and procedures was previ-
ously performed to support medical education, 
statistics, and clinical research but not for finan-
cial reimbursement. Reimbursement was based 
on the actual cost of care, and there were limited 
consequences for overspending. Reimbursement 
was almost exclusively based on fee for service, 
and hospitals and physicians were reimbursed for 
what they said it cost them to provide the care—
that is, the usual, customary, and reasonable costs 
so there was no incentive to control costs.

Today, coded data are used for financial 
reimbursement, which has created pressure on 
coders to expedite the coding process to within 
a few days of discharge. Inpatient reimburse-
ment is based on the patient’s illness and or 
procedure, his or her co-morbid conditions, 
and other situations that occur during the 
patient’s stay, and on the resources used, not 
the characteristics of the hospital or the medi-
cal staff. In the past, a hospital with residents 
would get more money for the appendectomy 
than the community hospital without resi-
dents. Today, the healthcare system consists of 
a myriad of financing mechanisms, provider 
types, fee schedules, and reimbursement meth-
odologies. Healthcare funding and reimburse-
ment methodologies are major items on the 
health policy agenda for federal, state, and local 
governments. There is increased importance 
regarding the funding of care for the uninsured, 
those with high-cost diagnoses and with long-
term disabilities or chronic  conditions—all in 
the context of diminishing funds for health 
care (Shi & Singh, 2015). In addition, there is 
increased scrutiny for detecting fraud and abuse 
by healthcare providers. 
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and classification systems; policies, rules, and 
regulations of multiple healthcare delivery sites; 
quality, financial, and human resource manage-
ment; and the legal aspects of health informa-
tion systems, including the laws and regulations 
governing the release of health information to 
healthcare providers, researchers, educators, 
third-party payers, and regulatory and accred-
iting agencies (Commission on  Accreditation 
for Health Informatics and Information 

additional information to complete a story that 
defines an individual. 

Currently, HIM professionals are responsible 
for designing and maintaining the systems that 
facilitate the collection, use, and dissemination 
of health and medical information. They have 
expertise in the complexity of the healthcare 
delivery system; clinical medicine; information 
technology, electronic health records, and data-
base management; clinical vocabularies; coding 

TABLE 1-1 Paper-Based Medical Record Versus Electronic Health Record System

Paper-Based Medical Record Electronic Health Record System

Access by providers Rare, except for follow-up care or research 

One person at a time could review the 
documentation Repository (storage) of 
information with retrospective documentation, 
based on weekly or monthly visits by physicians

Multiple, simultaneous access by many 
stakeholders and reviewers

Access by patients Rare; most patients unaware of the medical record

Must be authorized by physician

Review done in presence of HIM or other 
healthcare professional

Patients review and get copies of their medical 
record, through paper-copying processes or 
electronic patient portals

Patients maintain a personal health record (PHR), 
consisting of clinical documentation based on 
healthcare visits and Internet downloads for 
diagnostic and preventive information

Completion of medical 
record after discharge

One month to two years Documentation is completed and scanned at 
discharge or within a few days to a few months

Electronic systems facilitate direct input of 
completed information

Availability and legibility Lost records common

Delays in care experienced due to unavailability 
of information

Filing backlogs for laboratory, radiology, 
consultation, operative, and other types of reports

Often illegible

Records are immediately available due to scanning 
and other electronic storage technology, including 
the electronic health record system

Some paper documents scanned into the system 
can still be illegible

Electronic templates are always legible

Reimbursement Whatever it cost: usual, customary,  
and reasonable costs

Based on formulas, such as Diagnosis Related 
Groups (DRGs) for Medicare and Medicaid

Government denies payment for some services 

Financial incentives and sanctions

Government involvement Medicare and Medicaid

Affordable Care Act

Involved with passing legislation that requires 
documentation and review processes. 

 Role of the HIM Professional 9
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professionals. Because of their expertise, the 
opinions and judgments of professionals are 
highly sought after. Professionals, by their des-
ignation, are allowed a significant amount of 
autonomy in making decisions and exercising 
judgment, and they are held to a high standard 
of ethical behavior.

To fulfill their work responsibilities, HIM 
professionals must demonstrate “behavior that 
reflects integrity, supports objectivity, and fos-
ters trust in professional activities” (Huffman, 
1972, p. 126). An understanding of ethics is 
essential when confronting problems at work. 
As noted by Glover:

“Ethics is the formal process of inten-
tionally and critically analyzing, with 
clarity and consistency, the basis for 
one’s moral judgments. It is important 
for HIM and healthcare professionals to 
engage in this process, because they are 
accountable for their actions as profes-
sionals, not just personally, as individ-
uals. Ethical reasoning is necessary to 
resolve the potential tensions between 
personal values and professional values 
and among professional values . . . [An 
ethical decision making model and an 
understanding of ethical theories and 
approaches] can help HIM professionals 
identify ethical issues, work with other 
members of the team to identify and 
analyze choices, decide on a course of 
action and justify that choice.” 

Glover presents two scenarios and ethical 
decision-making matrices (Glover, Chapter  2): 
the importance of ethical decision making for 
an adolescent, and access by adolescents to 
patient portals.

Ethical challenges and dilemmas happen in 
all aspects of the health information systems 
and for all those who work on behalf of patients, 
including health information, healthcare and 
information technology, and business profes-
sionals. An understanding of the ethical founda-
tions of a profession, based on the professional 
Code of Ethics, is critical to ensure that health-
care and the information system continues to 
be trusted to support quality information and 
safety for all persons. 

Management Education [CAHIIM], 2015; 
 Harman, 2000, 2013a, 2013b;  Abdelhak &  
 Hanken,  2015;  Rinehart-Thompson  &  
Harman, 2006). To fulfill their work responsi-
bilities, HIM professionals must demonstrate 
 “behavior that reflects integrity, supports objec-
tivity, and  fosters trust in professional activities” 
 (Huffman, 1972, p. 126).

Several characteristics are common to all profes-
sionals (Spinello, 1997), and professionals within 
the healthcare system are slated as such. First, pro-
fessionals undergo extensive and specific training 
to master a complex body of knowledge and must 
have the ability to apply that knowledge. In this 
respect, HIM professionals are similar to nurses, 
social workers, occupational and physical thera-
pists, and health services administrators.

Another common characteristic of profession-
als is the importance of the contribution that 
they make to society through the services they 
provide. The value of these services is frequently 
recognized through licensing, registration, or cer-
tification requirements that prohibit entry into 
the profession unless certain qualifications are 
met. The services provided by HIM professionals 
with regard to information stewardship, access 
oversight, and the maintenance of the security 
and confidentiality of information are meaning-
ful contributions to  society-at-large and are rec-
ognized through a national certification process.

Professional designation also provides for 
lifetime learning and continuing education. In 
order to continue with the certification, HIM 
professionals are required to earn continuing 
education credit in specified areas on a bian-
nual basis for each earned credential, such as 
Registered Health Information Administrator 
(RHIA), Registered Health Information Techni-
cian (RHIT), or Clinical Coding Specialist (CCS). 
Those with multiple credentials must meet the 
requirements for each credential. Professional 
discipline expertise, though necessary, is insuf-
ficient expertise for the complex dilemmas faced 
by HIM professionals today. It is imperative that 
HIM professionals also understand ethical prin-
ciples and the American Health Information 
Management Association (AHIMA) Code of 
Ethics to guide their actions.

Autonomy over judgment in the work envi-
ronment is another common characteristic of 
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and some statements were added to reinforce 
the importance of ethical conduct. The amended 
1935 pledge incorporated the following stan-
dards for conduct (Huffman, 1972, p. 136):

RECOGNIZING that the  AMERICAN 
ASSOCIATION OF MEDIC AL 
RECORD LIBRARIANS seeks to develop 
and enforce the highest standards of 
work among its members, I hereby 
pledge myself, as a condition of member-
ship, to conduct myself in accordance 
with all its principles and regulations.

IN PARTICULAR, I pledge myself to 
pursue the practice of my profession 
in a spirit of unselfishness, and of loy-
alty to the Association and to the insti-
tution which I am called to serve; to 
bear always in mind a keen realization 
of my responsibility; to seek constantly 
a wider knowledge of my profession 
through serious study, through instruc-
tion by competent approved teachers, 
throughout interchange of opinion 
among associates, and by attendance at 
meetings of this and of allied associa-
tions; to regard scrupulously the inter-
ests and rights of my fellow-members, 
and to seek counsel among them when 
in doubt of my own judgment.

MOREOVER, I pledge myself to give 
out no information concerning a patient 
from any clinical record placed in my 
charge, or from any other source, to any 
person whatsoever, except upon order 
from the chief executive officer of the 
institution which I may be serving; and to 
avoid all commercialization of my work.

FINALLY, I pledge myself to cooper-
ate in advancing and extending by every 
lawful means within my power, the 
influence of the  AMERICAN ASSO-
CIATION OF MEDICAL RECORD 
LIBRARIANS.

Source: Pledge reprinted courtesy of 
 American Health Information Management 
Association, Chicago, Illinois.

This 1934 pledge statement with the code of 
conduct formed the basis of a more formalized 

HIM Profession  
and Ethical Pledge
The HIM profession emerged in the late 1920s 
when the American College of Surgeons required 
the review of medical records generated by those 
seeking admittance to the organization. At that 
time, medical records were inadequate and could 
not support initiatives for standardization and 
residency approval. The Clinical Congress of 
the American College of Surgeons devoted their 
entire session in 1928 to the medical record 
and invited medical record workers from the 
United States and Canada to attend the confer-
ence. Grace Whiting Myers, librarian emeritus of 
Massachusetts General Hospital, organized the 
activities for the conference and was appointed 
as the first president of the Association of Record 
Librarians of North America (ARLNA) (Huffman, 
1963). This conference elevated the standards for 
medical records by addressing the content, avail-
ability, and preservation of the medical record. 

The responsibility to protect privacy was 
clearly defined in the 1934 pledge of the Ameri-
can Association of Medical Record Librarians 
(AAMRL). This pledge was written and read by 
Grace Whiting Myers at the first annual profes-
sional association meeting in Boston:

I pledge myself to give out no informa-
tion from any clinical record placed in 
my charge, or from any other source 
to any person whatsoever, except upon 
order from the chief executive officer 
of the institution which I may be serv-
ing. (Huffman, 1972, p. 135)

Reprinted with permission from the American Health 
Information Management Association. Copyright 
© 2015 by the American Health Information Man-
agement Association. All rights reserved. No part 
of this may be reproduced, reprinted, stored in a 
retrieval system, or transmitted, in any form or by 
any means, electronic, photocopying, recording, or 
otherwise, without the prior written permission of the 
association.

This is a clear ethical obligation: Do not give 
any patient information to anyone, except as 
authorized. The pledge was expanded in 1935 
when the association’s emblem was approved, 
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a pledge that defined a code of conduct. The 
first official code of ethics was passed in 1957 
by the AAMRL House of Delegates. Most codes 
evolve over time due to changes in the health-
care environment, as well as cultural and histori-
cal dynamics. Several revisions to the codes have 
been approved by the American Health Informa-
tion Management Association (AHIMA) House of 
Delegates (HOD) over the years, including 1977, 
1988, 1998, 2004, and 2011. Three of these codes 
are included in the appendix so that you can see 
the changes in language over the years [see Appen-
dixes 1-A (1957), 1-B (1998), and 1-C (2011)].

As noted by Flite & Harman (2013), the Code 
is developed within the context of the health-
care environment and world events. Consider 
the examples given in Table 1-2. 

Since the profession’s inception, HIM profes-
sionals have had a clear, definitive ethical obli-
gation to protect patient privacy and have been 
a strong ethical voice for the correct course of 
action as they have assigned the correct diagnos-
tic and procedural codes based on the care that 
was rendered, released information on behalf 
of patients, and reliably and accurately reported 
data secured from the information system. In 
today’s complex healthcare environment, the 
HIM professional cannot function without a 
clear understanding of ethical principles within 
an ethical decision-making context. The follow-
ing preamble is taken directly from the 2011 
AHIMA Code (AHIMA, 2011). 

Preamble
The ethical obligations of the health 
information management (HIM) profes-
sional include the safeguarding of pri-
vacy and security of health information; 
disclosure of health information; devel-
opment, use, and maintenance of health 
information systems and health infor-
mation; and ensuring the accessibility 
and integrity of health information.

Healthcare consumers are increas-
ingly concerned about security and the 
potential loss of privacy and the inabil-
ity to control how their personal health 
information is used and disclosed. Core 
health information issues include what 

structure of a code of ethics, and the first code 
of ethics was published in 1957 (Appendix 1-A). 

Professional Codes of Ethics
Most professions are regulated by a set of behav-
ioral standards commonly called a code of 
ethics or code of conduct. Although each has 
elements that are specifically related to their 
specialty (e.g., nurses, physicians, HIM profes-
sionals), there are common themes and values. 
Healthcare professionals share values, includ-
ing accountability, advancement, advocacy, 
autonomy in decision making, collaboration, 
 commitment, compassion, competency (both 
individual and  professional), protection of 
 privacy and  confidentiality, continuing educa-
tion,  dedication,  educational development, 
honesty, honor, human dignity, human relation-
ship, integrity, justice, importance of mentoring, 
 precision and accuracy in caring, respect, respon-
sibility, security of information, service, sym-
pathy, trust, truth, worthiness, and wholeness. 
These values help to define a profession’s roles 
and ethical duties. That,  coupled with the real-
ity that no profession within the contemporary 
healthcare arena practices in isolation, under-
scores the need to acknowledge shared values 
and beliefs and interdisciplinary collaboration. 

In today’s complex healthcare environment, it 
is incumbent that all members of the healthcare 
team, both clinical and nonclinical, be obligated 
to work collaboratively as an interdisciplinary 
team to achieve a desired outcome. Each mem-
ber of the team brings a valued perspective that 
ultimately focuses on the protection of privacy 
and confidentiality, quality, and patient safety. 
It is in this collaborative environment that the 
public, from individual patients to entire com-
munities, is able to maintain trust in the health-
care and information systems. Nonclinical 
professionals have the obligation to maintain 
the public’s trust through their understanding 
of these core values, whether or not there are 
professional codes of ethics that they follow. 

AHIMA Code of Ethics
As early as 1934, the American Association of 
Medical Record Librarians (AAMRL) recorded 
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TABLE 1-2 Historical Environment of the AHIMA Codes of Ethics

Year Environment and Events

1930s The 1930s were marked by the Depression, unemployment, and a lack of healthcare coverage. This period ushered in 
the beginning of insurance, marked by the beginning of private (prepaid hospital) insurance by Blue Cross. The Social 
Security Act of 1935 was passed without a health insurance component.

1950s–1960s The healthcare industry advanced with computerization in billing functions and advancement in health technology, 
such as the introduction of the pacemaker in 1952, the introduction of the heart-lung machine in 1953, and the first 
successful kidney transplant in 1954.a Ultrasound scanning was pioneered in Scotland; the Asian flu pandemic caused 
more than one million deaths worldwide.b The first nuclear reactor plant opened in Pennsylvania, exposing people to 
the risk of radiation and making people vulnerable to manufactured forces beyond their control. Individuals could 
control purchases, such as a home, food, or gas, but they could not control the forces of politics, nature, or technology. 
As globalization progressed and communication technologies allowed people to become more aware of what was 
happening to others on an immediate basis, pressure increased to protect potentially vulnerable individuals in the 
health information system through the ways information was collected, used, and disseminated. 

1970s Cost containment in health care became a focus. The federal Health Maintenance Organization (HMO) Act of 
1973 was passed to encourage employers to develop and seek HMO initiatives. The first baby conceived through 
assisted reproductive technology (in vitro fertilization) was born in England. Sweden became the first nation to ban 
aerosol sprays that were thought to damage earth’s protective ozone layer. Britain launched the Motability program to 
provide cars for disabled people.c 

1980s The 1980s were a time of regulation and deregulation as the federal government increased regulation on health 
reimbursement. The implementation of diagnosis-related groups (DRGs) in 1983 changed the nature and importance 
of the medical record professional’s role in a highly regulated government environment. The first laser eye 
surgery was performed in the United States. Crack (a derivative of cocaine) became available to the public. The 
antidepressant Prozac was introduced and quickly became the market leader for treating depression. Computer 
viruses started to surface.d

1990s Beginning in 1994, a series of Physicians at Teaching Hospitals (PATH) audits were conducted by the federal 
government to investigate improper billing by teaching hospitals and physicians. In December 1995, the University of 
Pennsylvania settled for $30 million with the Department of Justice for questionable billing practices. Major privacy and 
security legislation, the Health Insurance Portability and Accountability Act (HIPAA), was enacted in 1996. The Institute 
of Medicine report To Err Is Human: Building a Safer Health System was released in 1999.

2004 In 2003, the government implemented the Medicare Prescription Drug, Improvement, and Modernization Act of 
2003 (MMA). 

2009–2011 In 2009, the Health Information Technology for Economic and Clinical Health (HITECH) Act, part of American Recovery 
and Reinvestment Act of 2009 (ARRA), included provisions to advance the use of health information technology by 
including privacy, security, and electronic health record incentives.

Data from Flite, C. A., & Harman, L. B. (2013, Winter). Code of ethics: Principles for ethical leadership. Perspectives in Health Information.  
Chicago, IL: AHIMA.
a Garber, K. M. “Eight Decades of Health Care: Hospitals & Health Networks: 80th Anniversary. The 1980s.” Hospitals & Health Networks 81,  
no. 7 (2007): 12–15.
b The People History. “The Year 1957 from the People History.” Available at http://www.thepeoplehistory.com/1957.html (accessed  
March 11, 2012).
c The People History. “The Year 1977 from the People History.” Available at http://www.thepeoplehistory.com/1977.html (accessed  
March 11, 2012).
d The People History. “The Year 1988 from the People History.” Available at http://www.thepeoplehistory.com/1988.html (accessed March 11, 2012).
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information (e.g., genetic Chapter 18), 
adoption (Chapter 19), drug, alcohol, 
sexual, and behavioral information 
(Chapter 20) requires special attention to 
prevent misuse of the information. In the 
world of business and interactions with 
consumers, expertise in the protection of 
the information is required.

Ethical obligations are central to the 
professional’s responsibility, regardless 
of the employment site or the method 
of collection, storage, and security of 
health information. 

The 2011 AHIMA Code of Ethics (App-
endix  1-C) incorporates values, principles, and 
professional standards that acknowledge the 

information should be collected; how 
the information should be handled, 
who should have access to the infor-
mation, under what conditions the 
information should be disclosed, how 
the information is retained and when 
it is no longer needed, and how is it dis-
posed of in a confidential manner. All 
of the core health information issues 
are performed in compliance with state 
and federal regulations, and employer 
policies and procedures.

Ethical obligations are central to the 
professional’s responsibility, regardless 
of the employment site or the method 
of collection, storage, and security of 
health information. In addition, sensitive 

CODE OF ETHICS 2011 ETHICAL PRINCIPLES
Ethical Principles: The following ethical principles are based on the core values of the American Health Information Management 
Association and apply to all AHIMA members and certificants.

A health information management professional shall:

1. Advocate, uphold, and defend the individual’s right to privacy and the doctrine of confidentiality in the use and disclosure of 
information. 

2. Put service and the health and welfare of persons before self-interest and conduct oneself in the practice of the profession so 
as to bring honor to oneself, their peers, and to the health information management profession. 

3. Preserve, protect, and secure personal health information in any form or medium and hold in the highest regards health 
information and other information of a confidential nature obtained in an official capacity, taking into account the applicable 
statutes and regulations. 

4. Refuse to participate in or conceal unethical practices or procedures and report such practices. 

5. Advance health information management knowledge and practice through continuing education, research, publications, and 
presentations. 

6. Recruit and mentor students, peers and colleagues to develop and strengthen professional workforce. 

7. Represent the profession to the public in a positive manner. 

8. Perform honorably health information management association responsibilities, either appointed or elected, and preserve the 
confidentiality of any privileged information made known in any official capacity. 

9. State truthfully and accurately one’s credentials, professional education, and experiences. 

10. Facilitate interdisciplinary collaboration in situations supporting health information practice. 

11. Respect the inherent dignity and worth of every person.

Reprinted with permission from the American Health Information Management Association. Copyright © 2011 by the American Health Information 
Management Association. All rights reserved. No part of this may be reproduced, reprinted, stored in a retrieval system, or transmitted, in any  
form or by any means, electronic, photocopying, recording, or otherwise, without the prior written permission of the association. Adapted with 
permission from the Code of Ethics of the National Association of Social Workers.

EXHIBIT 1-1 AHIMA 2011 Ethical Principles
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health and medical information, but also 
social information that requires special 
attention. Requests for health and medical 
information of a patient come from mul-
tiple entities. Although an individual may 
not want an employer to know that a cho-
lecystectomy was performed, that informa-
tion would pale in comparison to some of 
the social and family history information, 
such as smoking, drinking, hobbies, genetic 
conditions, or health of family members. 
The protection of social and risk-factor 
information, including genetic informa-
tion, requires constant diligence, as discrim-
ination against certain groups can occur. 

■■ Promote confidentiality. The responsi-
bility to protect confidential information 
includes teaching others about this core 
principle. It is not sufficient for HIM pro-
fessionals to value confidentiality. The 
responsibility transcends personal com-
mitment and requires that others, includ-
ing other members of the healthcare team 
and the many stakeholders who gain access 
to patient information, fully understand 
“right and wrong” in this arena.

■■ Preserve and secure health informa-
tion. Privileged health information that 
is accessed in the capacity of work must 
be held in absolute confidence. As EHRS 
become more prevalent and access to records 
increases, the need for information security 
increases. In addition, there are numerous 
databases, detailed secondary records, reg-
istries, and quality and regulatory informa-
tion that must also be protected.

■■ Promote the quality and advancement 
of health care. Education of the HIM 
professional has always included clinical 
medicine, pharmacology, biostatistics, and 
quality improvement methodologies. HIM 
professionals must be able to read and 
interpret all clinical information and work 
with all members of the healthcare team to 
constantly improve the healthcare system. 
HIM professionals must support research 
that will improve quality of care.

■■ Report data with integrity and accuracy. 
This is an extremely important focus for 
HIM professionals. Although they can-
not conceal unethical practice and must 

importance of the many parties that are served 
by the HIM professional: patients and the health-
care team, the public interest, the employer, the 
professional association, and the individual HIM 
professional. These values should be revisited 
often and used when the HIM professional is 
confronted with difficult ethical choices because 
the values embedded in the Code will assist with 
decision making. Based on a review of the Codes 
over the years, the primary ethical obligations 
include the following (Harman, 2001, 2006).

Patients and the Healthcare Team
Regardless of the employment site (e.g., acute 
care hospital, long-term care facility, physi-
cian’s office, research organization, government 
agency, law firm, pharmaceutical company, ven-
dor, etc.), the patient must be the focus of the 
services provided. The HIM professional has the 
primary responsibility to protect the patient’s 
privacy and confidential information. The val-
ues, as identified in the Code over the years, sup-
port this ethical imperative: 

■■ Provide service. The primary role of the 
HIM professional is to provide service to 
others with regard to clinical information. 
Core values include placing service and the 
honor of the profession before personal 
advantage, and the health and welfare of 
patients before personal and financial inter-
ests. Those served include patients, providers 
of care, administrators, researchers, insur-
ers and government agencies, vendors, and 
others who have a legitimate need to access 
information from the clinical information 
system. In the early years of the profession, 
the patient was almost exclusively the focus 
of the decisions made. Now, of course, many 
stakeholders have an interest in accessing 
information, and the competing interests 
can be in direct conflict with the protection 
of privacy. In today’s work environment, 
these requesters must be considered, but the 
HIM professional cannot abdicate the core 
responsibilities of protecting the patient’s 
privacy and providing service.

■■ Protect medical and social information. 
It is increasingly apparent that the health 
information system contains not only 
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behavior. HIM professionals change jobs 
for various and sundry reasons; however, 
the professional’s ethical duty includes tell-
ing the employer in advance of the tran-
sition. If it becomes necessary to leave an 
employer, this responsibility includes giv-
ing notice of the impending resignation. 
It is unethical to abandon a job given the 
responsibilities to the many people who 
depend on the HIM professional. This is 
more important today than ever, given the 
mobility of our society and the shortage of 
HIM professionals. 

■■ Protect committee deliberations. Profes-
sional medical staff and health service com-
mittees are the mechanism by which the 
problems related to patient care, organi-
zational policies, procedures, and risks are 
discussed and resolved. The results of these 
deliberations must be kept private. 

■■ Comply with laws, regulations, and poli-
cies. The HIM professional must know and 
comply with all of the laws, rules, regula-
tions, and other standards that affect the 
health information system, including federal, 
state, and local laws; accrediting and licens-
ing standards; and employer policies and 
procedures. Compliance is a necessary but 
insufficient guideline for ethical behavior. An 
action can be legal but not ethical. For exam-
ple, a small employer group could ask for a 
printout of pharmaceutical costs. Although 
no patient names would be revealed, the 
employer might be able to quickly determine 
who has AIDS or cancer or some other major 
disease that would require high pharmaceu-
tical costs. Legally, the employer may be enti-
tled to this information. Ethically, however, 
this action could violate patient privacy. If 
the laws, regulations, and policies are not in 
the best interests of the patients, the HIM 
professional should become an advocate for 
changing them.

■■ Recognize the authority and power of 
the HIM position. Both the authority 
and the power to protect and secure health 
information are given to HIM profession-
als. They must act to prevent inappropriate 
access to health information that would 
be detrimental to patients and others. 

report unethical behavior on the part of 
others, HIM professionals cannot assume 
the right to make determinations in pro-
fessional areas outside the scope of HIM 
practice. The reporting of potential clinical 
wrongdoing rests with clinical personnel. 
Such personnel are better able to judge the 
quality or appropriateness of the care or 
services rendered. The HIM professional’s 
responsibility is to provide accurate data 
for review and investigation. If a physician 
is found to be incompetent through audit 
results (documentation of drug abuse, 
repeated missed diagnoses or misinter-
pretation of test results, or other similar 
outcomes), the data must be reported accu-
rately and with integrity. If the information 
is ignored, the HIM professional should 
continue to report the findings, some-
times again and again. This responsibility 
requires engaging core values of truth tell-
ing and courage.

■■ Promote interdisciplinary cooperation 
and collaboration. The HIM professional 
works with all members of the healthcare 
and administrative teams. The HIM pro-
fessional respects and understands the 
responsibilities of these individuals and 
facilitates collaboration and objective docu-
mentation practices that will improve care 
and services that are rendered. This respon-
sibility includes respecting the dignity of all 
individuals. 

Employer
Today, HIM professionals work in various set-
tings in and outside traditional healthcare envi-
ronments. The Code’s language ensures that 
the HIM professional’s values related to an 
employer help to keep an upstanding profes-
sional reputation. Some responsibilities include:

■■ Demonstrate loyalty to the employer. 
HIM professionals will show respect for 
the employer by following policies, rules, 
and regulations, unless they are illegal or 
unethical. Demonstrating loyalty to the 
employer by honorably discharging duties 
and responsibilities is an essential ethical 
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procedure, or any other similar categoriza-
tion. HIM professionals must behave in an 
ethical manner and do what is right, not 
what is easy; certainly they must not do 
anything that would harm another. They 
cannot conceal the illegal, incompetent, 
or unethical behaviors of individuals or 
organizations. 

■■ Report violations of practice standards 
to the proper authorities. Once a viola-
tion of practice standards has been iden-
tified (through quality audits or other 
data-collection process), the results must be 
reported—but only to the proper authori-
ties. Violations can include those related to 
external standards, employer policies and 
procedures, or professional practice stan-
dards. For example, quality assurance or 
other audit results may indicate that an 
individual physician, institution, insurer, 
or other agency is doing something inap-
propriate, such as discriminating against 
employees due to clinical information. The 
HIM professional’s responsibility includes 
bringing the potential or actual problem to 
the attention of those responsible for the 
delivery and assessment of care and services.

Professional Associations and Peers
Another important constituent for any HIM 
professional is the professional organizations 
that they are members of, including AHIMA. 
The HIM professional should do the following:

■■ Be honest. Truth and accuracy are core 
ethical principles. HIM professionals must 
always be truthful in reporting their cre-
dentials, degrees, certifications, and work 
experiences. Truth and accuracy also 
include honest disclosure of duality of 
interests, such as working for a healthcare 
facility and a vendor. In these two capaci-
ties, proprietary information may become 
available that would place one employer 
in jeopardy in relationship to the second. 
Such dualities must be disclosed.

■■ Bring honor to oneself, peers, and the 
profession. The professional conduct of 
the HIM professional should bring honor 

This authority and power must be taken 
very seriously, and the entrusted duties 
and responsibilities require conscientious 
attention.

■■ Accept compensation only in relation-
ship to responsibilities. Monetary com-
pensation in the workplace should be what 
is customary and lawful for the services 
rendered. The HIM professional should 
consider this ethical tenet when confronted 
with an invitation for unlawful compen-
sation. Some people or organizations may 
want access to information collected about 
a patient, a physician, or other healthcare 
provider. They may even be willing to pay 
for that information. It would be unethi-
cal behavior for the HIM professional 
to receive money in exchange for such 
information.

Public Interest
HIM professionals must act in the public’s best 
interest. Often, the public does not know that 
HIM professionals are on their team, but these 
professionals must constantly work on the pub-
lic’s behalf. Responsibilities related to the public 
include the following:

■■ Advocate for change. Today’s HIM profes-
sional must lead initiatives to change laws, 
rules, and regulations that do not protect 
patient privacy and confidentiality. Advo-
cacy includes actions to protect patients, 
the healthcare team, the organization, the 
professional association, peers, and one-
self. State and national policy and advocacy 
activities support this ethical obligation. 

■■ Refuse to participate in or to conceal 
unethical practices. The sacred stories 
involving patients and those who provided 
the care are embedded in a health infor-
mation system—the decisions that helped, 
the decisions that harmed, random conse-
quences, and acts of nature. HIM profes-
sionals, given their responsibility to review 
the documentation for accuracy and com-
pleteness, are held accountable to notice 
the trends and potential problems in rela-
tionship to a care provider, a diagnosis, a 
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confusion. The association’s mission, guid-
ing principles, and values must be sup-
ported when dealing with the public and 
the teams. 

■■ Promote and participate in research. HIM 
professionals do not have a long-standing 
tradition of professional practice research; 
rather, they have mostly assisted other mem-
bers of the healthcare team with clinical 
research. As professionals acquire advanced 
degrees, more specific health informa-
tion research is being conducted. Like all 
researchers, HIM professionals should act 
with integrity and avoid conflicts of interest.

Accountability to the AHIMA Code of Ethics
Upon being awarded any of the various creden-
tials authorized by AHIMA, the HIM profes-
sional agrees to follow the principles and values 
from the Code of Ethics and to base all profes-
sional actions and decisions on those principles 
and values. Even if federal or state laws did not 
require the protection of patient privacy, the 
HIM professional would be responsible for pro-
tecting it according to the AHIMA Code of Eth-
ics (LaTour, Eichenwald-Maki, & Oachs, 2013; 
Flite & Harman, 2013).

As with any professional Code of Ethics, 
there must be a system in place that promotes 
accountability to all persons commanded by the 
Code. Any code is a dynamic document that can, 
in some cases, be interpreted to reflect the read-
er’s value system. When a code is not upheld to 
its highest standards, it is weakened and creates 
the ability for a professional to operate outside 
the professional standards. 

Codes specify a duty that each professional act 
in an ethical manner at all times and to report 
any activity outside the limits of the Code. These 
values and the method of accountability provide 
that the professional values will continue to fos-
ter the highest standards. Since its founding, 
AHIMA has maintained that strict adherence 
to the Code of Ethics provides a foundation for 
the highest values as it relates to confidential-
ity, privacy, security, data integrity, and quality 
information to each of its constituents. 

The AHIMA Code of Ethics is supplanted by 
companion documents for coding and clinical 
documentation professionals that are used to 

to oneself and those served. The health and 
welfare of the patients should come before 
all personal or financial interests.

■■ Commit to continuing education and 
lifelong learning. HIM professionals are 
expected to be lifelong learners, ensuring 
expertise and application of current knowl-
edge. The HIM professional must be com-
mitted to maximizing personal competence 
as well as contributing to the improvement 
of the quality of the services rendered. Health 
information management is a practice-ori-
ented career, and advanced graduate degrees 
and research are required to improve pro-
fessional contributions. The Code requires 
action and commitment to degree attain-
ment, continuing education, currency with 
the professional literature, self-assessment, 
the design of personal educational programs, 
and dialogue with peers about solutions to 
problems. Competency through self-improve-
ment is an important directive that ensures 
the continuance of the profession.

■■ Discharge association duties honorably. 
HIM professionals can volunteer for local, 
state, national, and international associa-
tion positions or be appointed or elected 
to them. Just as clinical information must 
be protected, the information learned in an 
official capacity while working on behalf of 
the professional associations must also be 
protected. Sometimes “secrets” are discov-
ered at these levels, and it is important to 
protect this information.

■■ Strengthen professional membership. 
All HIM professionals are responsible for 
recruiting and training the next genera-
tion of professionals. Professional practice 
standards require constant recruitment of 
new students into the profession so that 
existing professionals can share their exper-
tise and help to continue the profession by 
mentoring the next generation.

■■ Represent the profession to the pub-
lic. This standard requires education of 
the public regarding the HIM profession-
al’s role and responsibilities. If the public 
or other members of the healthcare team 
are confused about what HIM profession-
als do on their behalf, HIM professionals 
should accept some responsibility for this 
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for internal initiated investigations based on 
information gleaned from other sources, such as 
print and video mediums or reports on related 
websites (“AHIMA Advantage,” 2013).

The policy and procedure spells out the 
duties and responsibilities of PEC members and 
processes for reporting, investigation, privacy, 
appeals, and potential consequences of iden-
tified violations. It also describes the interac-
tion with the Commission on Accreditation for 
Health Informatics and Information Manage-
ment Education (CAHIIM), whose mission is 
to establish and enforce quality accreditation 
standards for educational programs. 

Ethical Tools 
Though not specified in the policy and proce-
dure, the PEC is also charged with providing 
information and teaching opportunities relat-
ing to the Code. One tool located on the AHIMA 
website is a Code of Ethics Self-Assessment, and 
all credentialed members are expected to com-
plete this review. It is available on the general 
website and can be used to assess the knowledge 
and understanding of the Code. Additionally, 
10 case studies have been developed to assist 
with this assessment. The case studies intend to 
help AHIMA members, credentialed HIM pro-
fessionals, students, and others learn how to 
examine and resolve ethical issues they may con-
front in their own organizations. In addition, 
ethical questions/quizzes have been inserted 
into the Journal of the American Health Information 
Management Association (JAHIMA) (Burton, 2014; 
“AHIMA Advantage,” 2012a, 2012b). The quiz-
zes describe changes to the Code in addition to 
case scenarios dealing with ethical situations 
and potential solutions. Each of these tools 
provides additional educational opportunities 
for both members and non-members to use the 
Code as a basis for decision-making. 

Consequences of Unethical Behavior
No code of ethics can be successful without the 
use of consequences arising from noncompli-
ance. Although deliberations and specific cases 
from the PEC are confidential, general themes 
of cases and consequences emerge. There are 
cases where members have forged or misused an 

provide more specificity on ethical behaviors for 
these specialties. In the current environment, 
these two specialty areas are targeted for poten-
tial fraud and abuse, and there is a need for ethi-
cal behaviors. These standards are modeled in 
language and design after the AHIMA Code of 
Ethics. The Standards of Ethical Coding and the 
Standards for Clinical Documentation Improve-
ment are used in conjunction with the AHIMA 
Code, but provide needed specificity in these 
areas (AHIMA, 2008; AHIMA, 2010). 

AHIMA has encouraged its members to 
remain vigilant to areas where the Code is not 
being followed and provides the membership 
with an avenue to report suspected violations to 
the Code. Those potential violations are reported 
to the Professional Ethics Committee (PEC). The 
committee’s charge is to improve members’ and 
certificants’ professional position by developing 
and maintaining high ethical standards through 
education, training, and use of the ethics viola-
tion review process. Potential violations to the 
Code can be received from employers, consum-
ers, regulatory agencies, and general sources of 
information, such as newspaper articles. The PEC 
helps to preserve the relevance and applicability 
of the Code of Ethics by continued review and 
revision based on the changing environment. 

The PEC is recognized by AHIMA with mem-
bership appointed by the elected president of the 
association. Its composition consists of AHIMA 
members and others with interest and exper-
tise in ethical issues. The PEC is supported by 
AHIMA with administrative management and 
technical support. The committee meets on a reg-
ular basis and can be called together on an ad hoc 
basis for issues that require immediate attention.

Policy and Procedure
The AHIMA policy and procedure for the PEC 
(Appendix 1-D) is posted on the AHIMA web-
site (AHIMA.org), where it describes the process 
and provides a standardized form (Appendix 1-E) 
by which constituents can report potential viola-
tions of the Code. Because the policy is located 
on the general website, it is open to anyone who 
accesses the site, thus showing a strong sense of 
transparency in the process and the ability for 
anyone, even the general public, to report cases 
of potential misconduct. The policy also provides 
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autonomy, altruism, and social justice (Butts &  
Rich, 2015; Fahrenwald, Bassett, Tschetter, 
 Carson, White, & Winterboer, 2005). In a world-
wide context, the nursing profession shares 
common ethical values that also mandate pro-
tection of human dignity and respect for patients  
(International Council of Nurses, 2006; Butts &  
Rich, 2015). Key themes that have been noted 
include “human dignity, privacy, justice, auton-
omy in decision making, precision and accuracy 
in caring, commitment, human relationship, 
sympathy, honesty, and individual and profes-
sional competency” (Shahriari, Mohammadi, 
Abbaszadeh, & Bahrami, 2013, p. 1). These val-
ues seem universal, but it is important to note 
that sociocultural factors may influence how 
terms are defined and put into practice. 

In the United States, the American Nurses 
Association’s (ANA) Code of Ethics for Nurses 
“establishes the ethical standards for the pro-
fession and provides a guide for nurses to use 
in ethical analysis and decision-making” (ANA, 
2014, p. vii). This provides a non-negotiable 
foundation for nursing action that is the basis 
for nursing practice across all settings. These 
broad provisions are listed in Exhibit 1-2.

AHIMA credential and membership was either 
suspended for a time or revoked. A few cases 
have been brought forth against faculty mem-
bers from an accredited HIM program and the 
outcomes of these cases have varied depending 
on the case. In addition, there are many ques-
tions and concerns regarding coding and clini-
cal documentation compliance and issues that 
require the use of the AHIMA Standards for Eth-
ical Coding and the AHIMA Ethical Standards 
for Clinical Documentation Improvement Pro-
fessionals. The PEC’s deliberations and actions 
are important to the profession and the profes-
sional, as they are another means to engender 
public trust.

American Nurses Association Code of Ethics
The ethical values identified for the HIM profes-
sion coincide with those of nursing. Nursing 
also embraces the values that protect patients’ 
privacy and confidential information, ensuring 
that the information is accurate and available 
in a timely manner to ensure quality care and 
optimal patient outcomes. In addition, core 
nursing values include human dignity, integrity, 

Provision 1  The nurse practices with compassion and respect for the inherent dignity, worth, and unique attributes of every person.

Provision 2  The nurse’s primary commitment is to the patient, whether an individual, family, group, community, or population.

Provision 3 The nurse promotes, advocates for, and protects the rights, health, and safety of the patient.

Provision 4  The nurse has the authority, accountability, and responsibility for nursing practice; makes decisions; and takes action 
consistent with the obligation to promote health and to provide optimal care.

Provision 5  The nurse owes the same duties to self as to others, including the responsibility to promote health and safety, pre-
serve wholeness of character and integrity, maintain competence, and continue personal and professional growth.

Provision 6  The nurse, through individual and collective effort, establishes, maintains, and improves the ethical environment of 
the work setting and conditions of employment that are conducive to safe, quality health care.

Provision 7  The nurse, in all roles and settings, advances the profession through research and scholarly inquiry, professional 
standards development, and the generation of both nursing and health policy.

Provision 8  The nurse collaborates with other health professionals and the public to protect human rights, promote health diplo-
macy, and reduce health disparities.

Provision 9  The profession of nursing, collectively through its professional organizations, must articulate nursing values, maintain 
the integrity of the profession, and integrate principles of social justice into nursing and health policy.

Reprinted from American Nurses Association. (2014). Code of Ethics for Nurses with Interpretive Statements. The American Nurses Association, Inc.

EXHIBIT 1-2 Nursing Code of Ethics
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Within the Nursing Code of Ethics, Provi-
sions 1, 3, and 6 specifically address ethical stan-
dards that relate to the issues likely encountered 
when dealing with health information technol-
ogy (HIT). Within the Nursing Code of Ethics, 
Provisions 1, 3, and 6 specifically address ethical 
standards that relate to the issues likely encoun-
tered when dealing with HIT which are shared 
across disciplines.

Upon review, it is evident that there are 
commonalities across disciplines. Provision 
1 of the Nursing Code of Ethics specifically 
advocates for the individual’s right to self-
determination—a key value shared with the 
HIM professional. Provision 3 outlines the 
nurse’s responsibility to ensure the protection 
of patients’ rights, health, and safety—par-
ticularly focusing on the right to privacy and 
confidentiality, creation of a culture of safety, 
and the responsibility to act on question-
able practice. Provision 6 indicates that it is 
the nurse’s responsibility to work individually 

and collaboratively to create, maintain, and 
improve the ethical environment in which care 
is being delivered. Nurses and the HIM profes-
sional have many shared values that can serve 
as a starting point to support interdisciplinary 
collaboration. 

Principles of Medical Ethics for Physicians
In 2001, the American Medical Association 
(AMA) updated and adopted the revised Princi-
ples of Medical Ethics. These principles  establish 
the AMA’s standards of conduct that define the 
essentials of honorable behavior for the physi-
cian (Exhibit 1-3). As with the Nursing Code of 
Ethics, these standards demonstrate a commit-
ment to ethical values similar to those of the 
HIM professional, particularly the respect for 
human dignity and rights, the safeguarding of 
patient confidences and privacy, and making 
relevant information available to patients, col-
leagues, and the public. 

I. A physician shall be dedicated to providing competent medical care, with compassion and respect for human dignity and 
rights.

II. A physician shall uphold the standards of professionalism, be honest in all professional interactions, and strive to report physi-
cians deficient in character or competence, or engaging in fraud or deception, to appropriate entities.

III. A physician shall respect the law and also recognize a responsibility to seek changes in those requirements which are contrary 
to the best interests of the patient.

IV. A physician shall respect the rights of patients, colleagues, and other health professionals, and shall safeguard patient 
confidences and privacy within the constraints of the law.

V. A physician shall continue to study, apply, and advance scientific knowledge, maintain a commitment to medical education, 
make relevant information available to patients, colleagues, and the public, obtain consultation, and use the talents of other 
health professionals when indicated.

VI. A physician shall, in the provision of appropriate patient care, except in emergencies, be free to choose whom to serve, with 
whom to associate, and the environment in which to provide medical care.

VII. A physician shall recognize a responsibility to participate in activities contributing to the improvement of the community and 
the betterment of public health.

VIII. A physician shall, while caring for a patient, regard responsibility to the patient as paramount.

IX. A physician shall support access to medical care for all people.

Reprinted from American Medical Association. (2001). Code of Medical Ethics, Available from http://www.ama-assn.org/go/code. Copyright 1995–2015 
American Medical Association. All rights reserved.

EXHIBIT 1-3 American Medical Association Principles of Medical Ethics
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These ethical principles are deeply embed-
ded within the medical profession and clearly 
correlate with those of the HIM. The American 
Medical Association’s Principles of Medical Eth-
ics include a shared respect for human dignity 
and rights, and espouse the responsibility to 
safeguard patient confidences and privacy and 
to work collaboratively with other professions. 
These shared values provide a strong foundation 
for collaboration in today’s complex healthcare 
environment and will be further discussed in the 
next section. 

Shared Professional Values
Similar to professional codes of ethics, there are 
commonalities across disciplines in their pro-
fessional values as well. There are shared ethi-
cal values of the HIM professional, physician, 
and nurse that are important for interprofes-
sional and interdisciplinary collaboration 
competencies.

When reviewing the codes for HIM profes-
sionals, nurses, and physicians, there are val-
ues with direct commonality. These include 
collaboration, confidentiality, continuing edu-
cation, integrity, respect, and trust. Although 
each code stands alone, these common val-
ues show that interaction and collaboration 
among different professions are based on an 
ethical framework that underlies their duties 
and responsibilities to their constituent. The 
common ethical values taken from these codes 
are listed in Table 1-3. The text is drawn, with 
slight adaptations, from the respective profes-
sional Codes of Ethics.

Interprofessional Collaboration 
Competencies
There is growing interest in and value placed 
upon interprofessional collaboration. Health-
care organizations are recognizing that inter-
professional teams that can work collaboratively 
can improve the value of health care through 
integrated and coordinated processes that lead 
to improved patient outcomes (Mitchell, Wynia, 
Golden, McNellis, Okun, Webb, Rohrbach, & 
Von Kohorn, 2012). 

The terms “interprofessional” and “interdis-
ciplinary” are frequently confused, which is not 
surprising because they are often used inter-
changeably. To clarify these two terms, it is first 
important to understand the difference between 
“profession” and “discipline.” Generally, a pro-
fession is described as a “vocation requiring spe-
cialized knowledge and skills, and often long 
and intensive academic preparation. Professions 
are generally autonomous and self- regulated.” 
(Oregon Health & Science University, n.d., p. 1). 
For example, physicians and nurses are profes-
sionals that are self-regulated. A discipline is a 
specialized field of study or branch of knowl-
edge, and a profession can have multiple disci-
plines. For example, in health care, both nursing 
and medicine have disciplines within specialty 
areas such as obstetrics, pediatrics, and geron-
tology (Alberto & Herth, 2009; Oregon Health & 
Science University, n.d.).

In 2011, the Interprofessional Education 
Collaborative Expert Panel (IECEP), composed 
of representatives from the American Associa-
tion of Colleges of Nursing (AACN), the Amer-
ican Association of Colleges of Osteopathic 
Medicine (AACOM), the American Association 
of Colleges of Pharmacy (AACP), the Amer-
ican Dental Education Association (ADEA), 
the Association of American Medical Colleges 
(AAMC), and the Association of Schools of 
Public Health (ASPH), issued a report support-
ing interprofessional education to facilitate 
this important shift in the practice setting. 
The panel identified four domains of profes-
sional competency, and these are relevant for 
discussions of key stakeholders’ perspectives 
(Exhibit 1-4). 

Values for Interprofessional Practice
Of particular relevance is Competency Domain 
1: Values/Ethics for Interprofessional Practice, 
which sets the expectation that healthcare pro-
fessionals “work with individuals of other pro-
fessions to maintain a climate of mutual respect 
and shared values” (IECEP, p. 19). The spe-
cific values and competencies are presented in 
Exhibit 1-5. The panel underscored the impor-
tance of these shared values in the following 
statement:
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TABLE 1-3 Common Ethical Values from Professional Codes of Ethics

Value HIM Professionals Physicians Nurses

Collaboration Facilitate interdisciplinary 
collaboration in situations supporting 
health information practice.

Use the talents of other health 
professionals when indicated.

Collaborate with other 
health professionals. 

Confidentiality Advocate, uphold, and defend the 
individual’s right to privacy and the 
doctrine of confidentiality; preserve, 
protect, and secure personal health 
information in any form or medium 
and hold in the highest regard health 
information and other information of 
a confidential nature obtained in an 
official capacity, taking into account 
the applicable statutes and regulations.

Safeguard patient confidences and privacy 
within the constraints of the law.

Advocate for and protect 
the rights, health, and 
safety of the patient.

Continuing 
education

Advance health information 
management knowledge and practice 
through continuing education, 
research, publications, and 
presentations.

Continue to study, apply, and advance 
scientific knowledge; maintain a 
commitment to medical education; make 
relevant information available to patients, 
colleagues, and the public; obtain 
consultation; and use the talents of other 
health professionals when indicated.

Advance the profession 
through research and 
scholarly inquiry, 
professional standards 
development, and the 
generation of both nursing 
and health policy.

Integrity Refuse to participate in or conceal 
unethical practices or procedures and 
report such practices.

Uphold the standards of professionalism, 
are honest in all professional interactions, 
and strive to report physicians deficient in 
character or competence, or engaging in 
fraud or deception, to appropriate entities.

Establish, maintain, 
and improve the ethical 
environment of the work 
setting; maintain the 
integrity of the profession.

Respect Respect the inherent dignity and 
worth of every person.

Show respect for human dignity and 
rights.

Show respect for the 
inherent dignity, worth, 
and unique attributes of 
every person.

Trust Put service and the health and 
welfare of persons before self-interest 
and conduct oneself in the practice of 
the profession so as to bring honor 
to oneself, peers, and to the health 
information management profession.

Participate in activities contributing to 
the improvement of the community and 
the betterment of public health; regard 
responsibility to the patient as paramount 
(support access to care for all people).

Have a primary 
commitment to the patient, 
whether an individual, 
family, group, community, 
or population. 

Interprofessional values and related 
ethics are an important, new part of 
crafting a professional identity, one 
that is both professional and inter-
professional in nature. These values 
and ethics are patient centered with 
a community/population orienta-
tion, grounded in a sense of shared 

purpose to support the common 
good in health care, and ref lect a 
shared commitment to creating safer, 
more efficient, and more effective 
systems of care. They build on a sep-
arate, profession-specific, core compe-
tency in patient- centeredness. (IECEP, 
2011, p. 17)
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there is more interest in identifying those 
factors that contribute to success.  Mitchell 
et al. (2012), adding to work done by the Inter-
professional Education Collaborative Expert 
Panel in 2011, identified five personal values 
that characterize the most effective mem-
bers of high-functioning teams in health 
care (Exhibit 1-7). Springboarding off these 
identified personal values, the Principles of 
Team-Based Health Care were formulated 
(Exhibit 1-8). 

Building an Ethical Health 
Information System
The following are suggestions for incorporating 
the values and professional practice standards 
from the Code into your professional life and 
work environment (Harman & Mullen, 2006).

1. Further your education. Build ethics-
related courses into your professional plans 
for continuing education, when taking on 
new roles and as an ongoing process for a 

The nature of health care and the patient-
centered focus sets the stage for shared profes-
sional values. In 2006, the Chief Executives of 
the Regulatory Bodies in the United Kingdom 
put forth a statement that clearly articulated 
these shared values (Exhibit 1-6). 

With the focus on improving patient out-
comes via interprofessional healthcare teams, 

Competency Domain 1: Values/Ethics for Interprofessional 
Practice

Competency Domain 2: Roles/Responsibilities

Competency Domain 3: Interprofessional Communication

Competency Domain 4: Teams and Teamwork

Reprinted from Interprofessional Education Collaborative Expert 
Panel. (2011). Core competencies for interprofessional col-
laborative practice: Report of an expert panel. Washington,  
D.C.: Interprofessional Education Collaborative. p. 16.

EXHIBIT 1-4 Interprofessional Collaborative 
Practice Competency Domains

General Competency Statement: Work with individuals of other professions to maintain a climate of mutual respect and 
shared values.

Specific Values/Ethics Competencies:

I. Place the interests of patients and populations at the center of interprofessional health care delivery.

II. Respect the dignity and privacy of patients while maintaining confidentiality in the delivery of team-based care.

III. Embrace the cultural diversity and individual differences that characterize patients, populations, and the health care team.

IV. Respect the unique cultures, values, roles/responsibilities, and expertise of other health professions.

V. Work in cooperation with those who receive care, those who provide care, and others who contribute to or support the 
delivery of prevention and health services.

VI. Develop a trusting relationship with patients, families, and other team members (CIHC, 2010).

VII. Demonstrate high standards of ethical conduct and quality of care in one’s contributions to team-based care.

VIII. Manage ethical dilemmas specific to interprofessional patient/population centered care situations.

IX. Act with honesty and integrity in relationships with patients, families, and other team members.

X. Maintain competence in one’s own profession appropriate to scope.

Reprinted from Interprofessional Education Collaborative Expert Panel. (2011). Core competencies for interprofessional collaborative practice: 
Report of an expert panel. Washington, D.C.: Interprofessional Education Collaborative, p. 19. 

EXHIBIT 1-5 Interprofessional Collaborative Practice Competency Domain 1: Values/Ethics for Interprofessional Practicel 
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VALUES OF HEALTH CARE PROFESSIONALS
All health care professionals are personally accountable for their actions and must be able to explain and justify their decisions. 
Health care professionals work in many different types of practice. They all have a duty to protect and promote the needs of their 
patients and clients.

To do this they must:

Be Open with Patients and Clients and Show Respect for Their Dignity, Individuality and Privacy:
■■ Listen to patients and clients;
■■ Keep information about patients and clients confidential;
■■ Make sure their beliefs and values do not prejudice their patients’ or clients’ care.

Respect Patients’ and Clients’ Right to Be Involved in Decisions about Their Treatment and Health Care:
■■ Provide information about patients’ and clients’ conditions and treatment options in a way they can understand;
■■ Obtain appropriate consent before investigating conditions and providing treatment;
■■ Ensure that patients have easy access to their health records.

Justify Public Trust and Confidence by Being Honest and Trustworthy:
■■ Act with integrity and never abuse their professional standing;
■■ Never ask for, nor accept any inducement, gift, hospitality or referral which may affect, or be seen to affect, their 

judgment;
■■ Recommend the use of particular products or services only on the basis of clinical judgment and not commercial gain;
■■ Declare any personal interests to those who may be affected. 

Provide a Good Standard of Practice and Care:
■■ Recognize and work within the limits of their knowledge, skills and experience;
■■ Maintain and improve their professional knowledge, skills and performance;
■■ Make records promptly and include all relevant information in a clear and legible form. 

Act Quickly to Protect Patients, Clients and Colleagues from Risk of Harm:
■■ If either their own, or another health care worker’s conduct, health or performance may place patients, clients or 

colleagues at risk;
■■ If there are risks of infection or other dangers in the environment. 

Co-operate with Colleagues from Their Own and Other Professions:
■■ Respect and encourage the skills and contributions which others bring to the care of patients and clients;
■■ Within their work environment, support professional colleagues in developing professional knowledge, skills and 

performance;
■■ Not require colleagues to take on responsibilities that are beyond their level of knowledge, skills and experience. 

Reprinted from Chief Executives of the Regulatory Bodies (2006) Common Values Statement by the Chief Executives Group of the Health Care 
Regulators on professional values, Available from https://www.professionalstandards.org.uk/docs/scrutiny-quality/common-values-statement- 
.pdf?sfvrsn=0 

EXHIBIT 1-6 Common Values Statement by the Chief Executives Group of the Health Care Regulators  
on Professional Values (as Agreed by the Chief Executives of the Regulatory Bodies in 2006)
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Honesty: Team members put a high value on effective communication within the team, including transparency about aims, 
 decisions, uncertainty, and mistakes. Honesty is critical to continued improvement and for maintaining the mutual trust necessary 
for a high-functioning team. 

Discipline: Team members carry out their roles and responsibilities with discipline, even when it seems inconvenient. At the same 
time, team members are disciplined in seeking out and sharing new information to improve individual and team functioning, even 
when doing so may be uncomfortable. Such discipline allows teams to develop and stick to their standards and protocols even as 
they seek ways to improve. 

Creativity: Team members are excited by the possibility of tackling new or emerging problems creatively. They see even errors 
and unanticipated bad outcomes as potential opportunities to learn and improve. 

Humility: Team members recognize differences in training but do not believe that one type of training or perspective is uniformly 
superior to the training of others. They also recognize that they are human and will make mistakes. Hence, a key value of working 
in a team is that fellow team members can rely on each other to help recognize and avert failures, regardless of where they are in 
the hierarchy. 

Curiosity: Team members are dedicated to reflecting upon the lessons learned in the course of their daily activities and using 
those insights for continuous improvement of their own work and the functioning of the team. 

Reproduced from Mitchell, P., Wynia, M., Golden, R., McNellis, B., Okun, S., Webb, C. E., Rohrbach, V. and Von Kohorn, I. (2012) Core principles 
& values of effective team-based health care. Discussion Paper, Institute of Medicine, Washington, DC. www.iom.edu/tbc. p. 5. Reproduced with 
permission by The National Academy of Sciences, Courtesy of National Academies Press, Washington, D.C.

EXHIBIT 1-7 Personal Values of Most Effective Members of High-Functioning Teams 

Shared goals: The team—including the patient and, where appropriate, family members or other sup-port persons—works 
to establish shared goals that reflect patient and family priorities, and can be clearly articulated, understood, and supported by all 
team members. 

Clear roles: There are clear expectations for each team member’s functions, responsibilities, and accountabilities, which optimize 
the team’s efficiency and often make it possible for the team to take ad-vantage of division of labor, thereby accomplishing more 
than the sum of its parts. 

Mutual trust: Team members earn each other’s trust, creating strong norms of reciprocity and greater opportunities for shared 
achievement. 

Effective communication: The team prioritizes and continuously refines its communication skills. It has consistent channels for 
candid and complete communication, which are accessed and used by all team members across all settings. 

Measurable processes and outcomes: The team agrees on and implements reliable and timely feedback on successes and 
failures in both the functioning of the team and achievement of the team’s goals. These are used to track and improve performance 
immediately and over time.

Mitchell, P., Wynia, M., Golden, R., McNellis, B., Okun, S., Webb, C. E., Rohrbach, V. and Von Kohorn, I. (2012). Core principles & values of effec-
tive team-based health care. Discussion Paper, Institute of Medicine, Washington, DC. www.iom.edu/tbc. p. 6. Reproduced with permission by The 
National Academy of Sciences, Courtesy of National Academies Press, Washington, D.C. 

EXHIBIT 1-8 Principles of Team-Based Health Care 
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continuing role at work. Develop a lifelong 
learning plan regardless of the degrees or 
credentials that you currently hold. Ethical 
actions include: 

■■ Know and understand the profes-
sional Code of Ethics and how it 
specifically affects your professional 
area of expertise. Understand ethical 
principles and values to guide your 
decision-making. 

■■ Understand your personal values and 
how these influence decisions, given 
that values are deeply embedded in the 
decision-making process.

■■ Understand the need to draw on both 
professional discipline and ethical 
expertise when making decisions.

■■ Include ethical sessions in your continu-
ing education program. 

2. Consult with the ethics committee. Do 
not just limit the participation of  ethicists 
and the ethics committee to official 
 institutional review board (IRB) (research-
based) problems. Over the years, there have 
been many ethical issues related to research 
(Harman & Nielson,  2008). Although 
 facility-wide ethics committees typically 
deal with clinical bioethical decisions, 
members of these committees are experts 
who are well positioned to help create the 
arguments and counterarguments for HIM 
issues such as releasing information, shar-
ing data in relational databases, dealing 
with fraud and abuse issues, and analyzing 
issues related to problems with computer-
ized software and security. HIM profession-
als are encouraged to take such issues to 
the ethics committees and to colleagues 
for consultation. The full clinical team 
must be involved in resolving such issues; 
otherwise, the solitary voice of the HIM 
professional will not be powerful enough 
to adequately protect patient privacy and 
confidentiality. If you feel uncomfort-
able about a decision, it most likely has an 
ethical component. In that case, you need 
advice and should get it. 

3. Change the organizational culture. Help 
to change the organizational structure, 

systems, policies, and procedures if they 
do not support ethical behavior and 
ensure patient privacy. Comply with 
laws, rules, and regulations, but not at 
the expense of ethical behavior. Organi-
zational integrity is needed to enable 
professionals to be ethical. If there is 
disagreement between what is legal and 
what is ethical, work with colleagues to 
make the necessary changes in the system. 
Be an advocate for patients, the health-
care teams, and those who work on their 
behalf, either in direct patient care or 
through administrative responsibilities. 

4. Be a role model. Students and practitio-
ners need to understand and use ethical 
principles and values in their work environ-
ment. Clinical practice experiences are cho-
sen so that students can interact with good 
role models. It is important to both “talk 
and walk” ethics. Students learn to incor-
porate the professional values they observe 
in others facing difficult decisions. Dem-
onstrate integrity and be a role model for 
students by teaching them the complexi-
ties of the issues—not only the rules and 
regulations, but also the range of choices 
that must be considered. Be honorable at 
all times. Help the next generation of pro-
fessionals learn to have courage in the face 
of ethical dilemmas. There is no greater gift 
to those who represent the future of the 
profession.

Conclusion
There are many who work in the health infor-
mation and healthcare systems, including 
healthcare providers; chief executive, informa-
tion, or operations officers; business profession-
als; vendors; information technology and data 
analytics experts; researchers; public health pro-
fessionals; and many others. In addition to their 
own professional expertise, these experts must 
understand the roles, professional values, and 
ethical obligations of the health information 
management professional. The complex chal-
lenges related to documentation and access to 
and use of information do not allow the luxury 
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agencies, and patients must work together to 
establish ethical standards and hold all account-
able to meet those standards. This will require 
respectful interdisciplinary collaboration. 

As the visionary founders of the HIM profes-
sion recognized in 1928, those who work in the 
health information system must have informa-
tion management expertise, have courage, and 
be ethical. The founders of the HIM profession 
recognized the importance of protecting patient 
privacy, competency, integrity, truth-telling, 
trust, compassion, dedication to others, and 
courage in carrying out responsibilities. These 
values are more important now than ever before. 

KEY TERMS
AHIMA Code of Ethics
Appropriateness
Collaboration
Disclose
Disclosure
Ethical decision-making
Health information management (HIM) 

professional
Health maintenance organization (HMO)
Interprofessional collaboration
Profession
Professional
Trust
Values

CHAPTER SUMMARY 
■■ HIM and healthcare professionals must 

have both professional discipline and ethi-
cal expertise due to the complexity of the 
issues they face in contemporary health-
care and regulatory environments, docu-
mentation requirements, access and release 
of information requirements, coding and 
reimbursement systems, and technology.

■■ Professionals have many constituents, 
including patients and the entire health-
care team, the employer, the public, oneself, 
and professional associations.

■■ The professional’s obligations to patients 
and the healthcare team are to provide 
service, to protect medical and social 

of the “right answer” based exclusively on laws 
and required standards, even if precedence has 
been set. There are many stakeholders who 
must know what happens to the documenta-
tion once it is entered into a medical record or 
EHRS, and they must become much more pub-
lic in their role as protectors of privacy and con-
fidentiality. The question of patient access to 
information, and the ethical implications, must 
also be considered (Harman, Miller, Moore, & 
Winkelstein, 2013). 

The protection of privacy and confidential-
ity and the assurance of secure systems must be 
honored. In order to ensure and maintain the 
public trust regarding privacy, confidentiality, 
and quality care, there must be an understand-
ing of the ethical foundations of the various 
professions. The challenges encountered require 
interdisciplinary collaboration, an under-
standing of professional values, and an ethical 
decision-making process. All teams will be sup-
ported by the professional values embedded in 
the various codes of ethics. 

The codes of ethics need to be included and 
integrated throughout the educational process 
for those who work on behalf of patients in 
both clinical and nonclinical roles. We can no 
longer afford to be educated and to work in iso-
lated professional silos. Every professional must 
be comfortable with asking ethical questions 
within the context of the clinical and health 
information systems and challenge others to do 
the same. 

HIM professionals, nurses, physicians, and 
information technology experts, as well as oth-
ers, need to examine and live by the current 
Code of Ethics, using it as a decision-making 
framework to guide the professional’s decisions 
and actions. Interdisciplinary team members 
must act as organizational change agents, lead-
ing initiatives to support systems that guaran-
tee compliance with the laws and principles for 
privacy and confidentiality. These professionals 
should be leaders who are technically compe-
tent, innovative, energetic, courageous, and able 
to envision future challenges and opportuni-
ties for improvement. HIM professionals, care 
providers, administrators, health information 
technology specialists, business professionals, 
ethicists, lawyers, policy makers, accreditation 
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to foster interprofessional collaboration 
in the design and operations of health-
care systems. Educational programs at an 
institution of higher learning or within 
a healthcare system can prioritize these 
approaches, and local entities/facilities can 
adopt team-approached practices.

■■ Appendix 1-G provides brief summaries of 
Chapters 1 through 26. The reader will be 
able to review the Appendix and find detailed 
information and scenarios on each subject. 
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7. Accept only those fees that are customary 
and lawful in the area for services rendered 
in his official capacity.

8. Avoid encroachment on the professional 
responsibilities of the medical and other 
paramedical professions, and under no 
circumstances assume or give the appear-
ance of assuming the right to make deter-
minations in professional areas outside the 
scope of his assigned responsibilities.

9. Strive to advance the knowledge and 
practice of medical record science, 
including continued self-improvement in 
order to contribute to the best possible 
medical care.

10. Participate appropriately in developing 
and strengthening professional manpower 
and in representing the profession to the 
public.

11. Discharge honorably the responsibilities of 
any Association post to which appointed or 
elected, and preserve the confidentiality of 
any privileged information made known to 
him in his official capacity.

12. State truthfully and accurately his creden-
tials, professional education, and experi-
ences in any official transaction with the 
American Association of Medical Record 
Librarians and with any employer or pro-
spective employer.

Reprinted with permission from the American Health 
Information Management Association. Copyright 
© 1957 by the American Health Information Man-
agement Association. All rights reserved. No part 
of this may be reproduced, reprinted, stored in a 
retrieval system, or transmitted, in any form or by 
any means, electronic, photocopying, recording, or 
otherwise, without the prior written permission of the 
association. 

[Note: Gender-neutral language was not used in 
the 1950s, so the male pronoun should be read 
as “he or she.”]

As a member of one of the paramedical pro-
fessions he shall:

1. Place service before material gain, the 
honor of the profession before personal 
advantage, the health and welfare of 
patients above all personal and financial 
interests, and conduct himself in the prac-
tice of this profession so as to bring honor 
to himself, his associates, and to the medi-
cal record profession.

2. Preserve and protect the medical records 
in his custody and hold inviolate the privi-
leged contents of the records and any 
other information of a confidential nature 
obtained in his official capacity, taking due 
account of the applicable statutes and of 
regulations and policies of his employer.

3. Serve his employer loyally, honorably dis-
charging the duties and responsibilities 
entrusted to him, and give due consider-
ation to the nature of these responsibilities 
in giving his employer notice of intent to 
resign his position.

4. Refuse to participate in or conceal unethi-
cal practices or procedures.

5. Report to the proper authorities but dis-
close to no one else any evidence of con-
duct or practice revealed in the medical 
records in his custody that indicates pos-
sible violation of established rules and reg-
ulations of the employer or of professional 
practice.

6. Preserve the confidential nature of profes-
sional determinations made by the staff 
committee which he serves.

1957 Code of Ethics for the Practice  
of Medical Record Science

APPENDIX 1-A
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VI. Health information management profes-
sionals promote and protect the confiden-
tiality and security of health records and 
health information.

VII. Health information management pro-
fessionals strive to provide accurate and 
timely information.

VIII. Health information management profes-
sionals promote high standards for health 
information management practice, educa-
tion, and research.

IX. Health information management pro-
fessionals act with integrity and avoid 
conf licts of interest in the perfor-
mance of their professional and AHIMA 
responsibilities.

Revised & adopted by AHIMA House of 
 Delegates—October 4, 1998.

Reprinted with permission from the American Health 
Information Management Association. Copyright 
© 1999 by the American Health Information Man-
agement Association. All rights reserved. No part 
of this may be reproduced, reprinted, stored in a 
retrieval system, or transmitted, in any form or by 
any means, electronic, photocopying, recording, or 
otherwise, without the prior written permission of the 
association.

1998 American Health Information  
Management Association Code of Ethics 

APPENDIX 1-B 

Preamble 
This Code of Ethics sets forth ethical principles for 
the health information management profession. 
Members of this profession are responsible for 
maintaining and promoting ethical practices. This 
Code of Ethics, adopted by the American Health 
Information Management Association, shall be 
binding on health information management pro-
fessionals who are members of the Association and 
all individuals who hold an AHIMA credential. 

I. Health information management profes-
sionals respect the rights and dignity of all 
individuals.

II. Health information management profes-
sionals comply with all laws, regulations, and 
standards governing the practice of health 
information management.

III. Health information management profes-
sionals strive for professional excellence 
through self-assessment and continuing 
education.

IV. Health information management profes-
sionals truthfully and accurately represent 
their professional credentials, education, 
and experience.

V. Health information management profes-
sionals adhere to the vision, mission, and 
values of the Association.
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Health Information Management Associa-
tion (AHIMA) Code of Ethics sets forth these 
values and principles to guide conduct. (See 
also  AHIMA Vision, Mission, Values) The code 
is relevant to all AHIMA members and CCHIIM 
credentialed HIM professionals [hereafter 
referred to as certificants], regardless of their 
professional functions, the settings in which 
they work, or the populations they serve. These 
purposes strengthen the HIM professional’s 
efforts to improve overall quality of healthcare.

The AHIMA Code of Ethics serves seven 
purposes:

■■ Promotes high standards of HIM practice.
■■ Identifies core values on which the HIM 

mission is based.
■■ Summarizes broad ethical principles that 

reflect the profession's core values.
■■ Establishes a set of ethical principles to be 

used to guide decision-making and actions.
■■ Establishes a framework for professional 

behavior and responsibilities when profes-
sional obligations conflict or ethical uncer-
tainties arise.

■■ Provides ethical principles by which the 
general public can hold the HIM profes-
sional accountable.

■■ Mentors practitioners new to the field to 
HIM’s mission, values, and ethical principles.

The code includes principles and guidelines 
that are both enforceable and aspirational. The 
extent to which each principle is enforceable is a 
matter of professional judgment to be exercised 
by those responsible for reviewing alleged viola-
tions of ethical principles.

The Code of Ethics and How 
to Interpret the Code of Ethics
Principles and Guidelines
The following ethical principles are based on the 
core values of the American Health Information 

Preamble
The ethical obligations of the health informa-
tion management (HIM) professional include 
the safeguarding of privacy and security of 
health information; disclosure of health infor-
mation; development, use, and maintenance of 
health information systems and health informa-
tion; and ensuring the accessibility and integrity 
of health information.

Healthcare consumers are increasingly con-
cerned about security and the potential loss of 
privacy and the inability to control how their per-
sonal health information is used and disclosed. 
Core health information issues include what 
information should be collected; how the informa-
tion should be handled, who should have access to 
the information, under what conditions the infor-
mation should be disclosed, how the information 
is retained and when it is no longer needed, and 
how is it disposed of in a confidential manner. 
All of the core health information issues are per-
formed in compliance with state and federal regu-
lations, and employer policies and procedures.

Ethical obligations are central to the profes-
sional's responsibility, regardless of the employ-
ment site or the method of collection, storage, 
and security of health information. In addition, 
sensitive information (e.g., genetic, adoption, 
drug, alcohol, sexual, health, and behavioral 
information) requires special attention to 
prevent misuse. In the world of business and 
interactions with consumers, expertise in the 
protection of the information is required.

Purpose of the American Health 
Information Management 
Association Code of Ethics
The HIM professional has an obligation to 
demonstrate actions that reflect values, ethical 
principles, and ethical guidelines. The American 

2011 American Health Information  
Management Association Code of Ethics

APPENDIX 1-C 
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 1.6. Respond promptly and appropriately 
to patient requests to exercise their 
privacy rights (e.g., access, amend-
ments, restriction, confidential com-
munication, etc.). Answer truthfully 
all patients’ questions concerning 
their rights to review and annotate 
their personal biomedical data and 
seek to facilitate patients’ legitimate 
right to exercise those rights.

II. Put service and the health and welfare of per-
sons before self-interest and conduct oneself 
in the practice of the profession so as to bring 
honor to oneself, peers, and to the health 
information management profession.

A health information management 
professional shall:

 2.1. Act with integrity, behave in a trust-
worthy manner, elevate service to oth-
ers above self-interest, and promote 
high standards of practice in every 
setting.

 2.2. Be aware of the profession's mis-
sion, values, and ethical principles, 
and practice in a manner consistent 
with them by acting honestly and 
responsibly.

 2.3. Anticipate, clarify, and avoid any 
conflict of interest, to all parties con-
cerned, when dealing with consum-
ers, consulting with competitors, in 
providing services requiring poten-
tially conflicting roles (for example, 
finding out information about one 
facility that would help a competitor), 
or serving the Association in a volun-
teer capacity. The conflicting roles or 
responsibilities must be clarified and 
appropriate action taken to minimize 
any conflict of interest.

 2.4. Ensure that the working environ-
ment is consistent and encourages 
compliance with the AHIMA Code 
of Ethics, taking reasonable steps 
to eliminate any conditions in their 
organizations that violate, interfere 
with, or discourage compliance with 
the code.

 2.5. Take responsibility and credit, includ-
ing authorship credit, only for work 
they actually perform or to which they 

Management Association and apply to all 
AHIMA members and certificants. Guidelines 
included for each ethical principle are a non-
inclusive list of behaviors and situations that 
can help to clarify the principle. They are not 
meant to be a comprehensive list of all situa-
tions that can occur.

I. Advocate, uphold, and defend the individ-
ual's right to privacy and the doctrine of 
confidentiality in the use and disclosure of 
information.

A health information management 
professional shall:

 1.1. Safeguard all confidential patient 
information to include, but not lim-
ited to, personal, health, financial, 
genetic, and outcome information.

 1.2. Engage in social and political action 
that supports the protection of pri-
vacy and confidentiality, and be aware 
of the impact of the political arena on 
the health information issues for the 
healthcare industry.

 1.3. Advocate for changes in policy and leg-
islation to ensure protection of privacy 
and confidentiality, compliance, and 
other issues that surface as advocacy 
issues and facilitate informed partici-
pation by the public on these issues.

 1.4. Protect the confidentiality of all 
information obtained in the course 
of professional service. Disclose only 
information that is directly relevant 
or necessary to achieve the purpose 
of disclosure. Release information 
only with valid authorization from a 
patient or a person legally authorized 
to consent on behalf of a patient or as 
authorized by federal or state regula-
tions. The minimum necessary stan-
dard is essential when releasing health 
information for disclosure activities.

 1.5. Promote the obligation to respect pri-
vacy by respecting confidential infor-
mation shared among colleagues, while 
responding to requests from the legal 
profession, the media, or other non-
healthcare related individuals, during 
presentations or teaching and in situa-
tions that could cause harm to persons.

 The Code of Ethics and How to Interpret the Code of Ethics 35
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 4.2. Take adequate measures to discour-
age, prevent, expose, and correct the 
unethical conduct of colleagues. If 
needed, utilize the Professional Ethics 
Committee Policies and Procedures for 
potential ethics complaints.

 4.3. Be knowledgeable about established 
policies and procedures for handling 
concerns about colleagues' unethical 
behavior. These include policies and 
procedures created by AHIMA, licens-
ing and regulatory bodies, employers, 
supervisors, agencies, and other pro-
fessional organizations.

 4.4. Seek resolution if there is a belief that 
a colleague has acted unethically or 
if there is a belief of incompetence or 
impairment by discussing one’s con-
cerns with the colleague when feasible 
and when such discussion is likely to 
be productive.

 4.5. Consult with a colleague when fea-
sible and assist the colleague in taking 
remedial action when there is direct 
knowledge of a health information 
management colleague's incompe-
tence or impairment.

 4.6. Take action through appropriate for-
mal channels, such as contacting an 
accreditation or regulatory body and/
or the AHIMA Professional Ethics 
Committee if needed.

 4.7. Cooperate with lawful authorities as 
appropriate.

A health information management pro-
fessional shall not:

 4.8. Participate in, condone, or be asso-
ciated with dishonesty, fraud and 
abuse, or deception. A non-inclusive 
list of examples includes:

■■ Allowing patterns of optimizing 
or minimizing documentation 
and/or coding to impact payment

■■ Assigning codes without physician 
documentation

■■ Coding when documentation does 
not justify the diagnoses or proce-
dures that have been billed

■■ Coding an inappropriate level of 
service

contribute. Honestly acknowledge the 
work of and the contributions made 
by others verbally or written, such as 
in publication.

A health information management 
professional shall not:

 2.6. Permit one’s private conduct to inter-
fere with the ability to fulfill one’s 
professional responsibilities.

 2.7. Take unfair advantage of any profes-
sional relationship or exploit others 
to further one’s own personal, reli-
gious, political, or business interests.

III. Preserve, protect, and secure personal health 
information in any form or medium and hold 
in the highest regards health information and 
other information of a confidential nature 
obtained in an official capacity, taking into 
account the applicable statutes and regulations.

A health information management 
professional shall:

 3.1. Safeguard the privacy and security of 
written and electronic health infor-
mation and other sensitive informa-
tion. Take reasonable steps to ensure 
that health information is stored 
securely and that patients' data is 
not available to others who are not 
authorized to have access. Prevent 
inappropriate disclosure of individu-
ally identifiable information.

 3.2. Take precautions to ensure and main-
tain the confidentiality of informa-
tion transmitted, transferred, or 
disposed of in the event of termina-
tion, incapacitation, or death of a 
healthcare provider to other parties 
through the use of any media.

 3.3. Inform recipients of the limitations 
and risks associated with providing 
services via electronic or social media 
(e.g., computer, telephone, fax, radio, 
and television).

IV. Refuse to participate in or conceal unethi-
cal practices or procedures and report such 
practices.

A health information management 
professional shall:

 4.1. Act in a professional and ethical man-
ner at all times.
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testimony, advocacy, presentations in 
the community, and participation in 
professional organizations.

 5.4. Engage in evaluation and research 
that ensures the confidentiality of 
participants and of the data obtained 
from them by following guidelines 
developed for the participants in con-
sultation with appropriate institu-
tional review boards.

 5.5. Report evaluation and research find-
ings accurately and take steps to 
correct any errors later found in pub-
lished data using standard publica-
tion methods.

 5.6. Design or conduct evaluation  
or research that is in conformance 
with applicable federal or state laws.

 5.7. Take reasonable steps to provide or 
arrange for continuing education and 
staff development, addressing current 
knowledge and emerging develop-
ments related to health information 
management practice and ethics.

VI. Recruit and mentor students, staff, peers, 
and colleagues to develop and strengthen pro-
fessional workforce.

A health information management 
professional shall:

 6.1. Provide directed practice opportuni-
ties for students.

 6.2. Be a mentor for students, peers, and 
new health information manage-
ment professionals to develop and 
strengthen skills.

 6.3. Be responsible for setting clear, 
appropriate, and culturally sensitive 
boundaries for students, staff, peers, 
colleagues, and members within pro-
fessional organizations.

 6.4. Evaluate students’ performance in 
a manner that is fair and respectful 
when functioning as educators or 
clinical internship supervisors.

 6.5. Evaluate staff’s performance in a man-
ner that is fair and respectful when 
functioning in a supervisory capacity.

 6.6. Serve an active role in developing HIM 
faculty or actively recruiting HIM 
professionals.

■■ Miscoding to avoid conflict with 
others

■■ Engaging in negligent coding 
practices

■■ Hiding or ignoring review out-
comes, such as performance data

■■ Failing to report licensure status 
for a physician through the appro-
priate channels

■■ Recording inaccurate data for 
accreditation purposes

■■ Allowing inappropriate access 
to genetic, adoption, health, or 
behavioral health information

■■ Misusing sensitive information 
about a competitor

■■ Violating the privacy of individuals
Refer to the AHIMA Standards for Ethi-

cal Coding for additional guidance.
 4.9. Engage in any relationships with 

a patient where there is a risk of 
exploitation or potential harm to the 
patient.

V. Advance health information management 
knowledge and practice through continu-
ing education, research, publications, and 
presentations.

A health information management 
professional shall:

 5.1. Develop and enhance continually pro-
fessional expertise, knowledge, and 
skills (including appropriate educa-
tion, research, training, consultation, 
and supervision). Contribute to the 
knowledge base of health information 
management and share one’s knowl-
edge related to practice, research, and 
ethics.

 5.2. Base practice decisions on recognized 
knowledge, including empirically 
based knowledge relevant to health 
information management and health 
information management ethics.

 5.3. Contribute time and professional 
expertise to activities that promote 
respect for the value, integrity, and 
competence of the health information 
management profession. These activi-
ties may include teaching, research, 
consultation, service, legislative 
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third party, for-profit entity that com-
petes with AHIMA products and ser-
vices. Care should  also  be exercised 
in endorsing any other products and 
services.

IX. State truthfully and accurately one’s creden-
tials, professional education, and experiences.

A health information management 
professional shall:

 9.1. Make clear distinctions between state-
ments made and actions engaged in 
as a private individual and as a rep-
resentative of the health information 
management profession, a profes-
sional health information association, 
or one’s employer.

 9.2. Claim and ensure that representation 
to patients, agencies, and the public 
of professional qualifications, creden-
tials, education, competence, affili-
ations, services provided, training, 
certification, consultation received, 
supervised experience, and other rel-
evant professional experience are 
accurate.

 9.3. Claim only those relevant profes-
sional credentials actually possessed 
and correct any inaccuracies occurring 
regarding credentials.

 9.4. Report only those continuing edu-
cation units actually earned for the 
recertification cycle and correct any 
inaccuracies occurring regarding 
CEUs.

X. Facilitate interdisciplinary collaboration 
in situations supporting health information 
practice.

A health information management 
professional shall:

 10.1. Participate in and contribute to 
decisions that affect the well-being 
of patients by drawing on the per-
spectives, values, and experiences of 
those involved in decisions related to 
patients.

 10.2. Facilitate interdisciplinary collabora-
tion in situations supporting health 
information practice.

 10.3. Establish clearly professional 
and ethical obligations of the 

A health information management pro-
fessional shall not:

 6.7. Engage in any relationships with a 
person (e.g. students, staff, peers, or 
colleagues) where there is a risk of 
exploitation or potential harm to that 
other person.

VII. Represent the profession to the public in a 
positive manner.

A health information management 
professional shall:

 7.1. Be an advocate for the profession in 
all settings and participate in activi-
ties that promote and explain the 
mission, values, and principles of the 
profession to the public.

VIII. Perform honorably health information man-
agement association responsibilities, either 
appointed or elected, and preserve the con-
fidentiality of any privileged information 
made known in any official capacity.

A health information management 
professional shall:

 8.1. Perform responsibly all duties as 
assigned by the professional associa-
tion operating within the bylaws and 
policies and procedures of the associa-
tion and any pertinent laws.

 8.2. Uphold the decisions made by the 
association.

 8.3. Speak on behalf of the health infor-
mation management profession and 
association, only while serving in the 
role, accurately representing the offi-
cial and authorized positions of the 
association.

 8.4. Disclose any real or perceived con-
flicts of interest.

 8.5. Relinquish association information 
upon ending appointed or elected 
responsibilities.

 8.6. Resign from an association position 
if unable to perform the assigned 
responsibilities with competence.

 8.7. Avoid lending the prestige of the 
association to advance or appear to 
advance the private interests of oth-
ers by endorsing any product or ser-
vice in return for remuneration. Avoid 
endorsing products or services of a 
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to include personal, health, financial, genetic, 
and outcome information.”

A code of ethics cannot guarantee ethical 
behavior. Moreover, a code of ethics cannot 
resolve all ethical issues or disputes or capture 
the richness and complexity involved in striv-
ing to make responsible choices within a moral 
community. Rather, a code of ethics sets forth 
values and ethical principles, and offers ethical 
guidelines to which an HIM professional can 
aspire and by which actions can be judged. Ethi-
cal behaviors result from a personal commit-
ment to engage in ethical practice.

Professional responsibilities often require an 
individual to move beyond personal values. For 
example, an individual might demonstrate behav-
iors that are based on the values of honesty, pro-
viding service to others, or demonstrating loyalty. 
In addition to these, professional values might 
require promoting confidentiality, facilitating 
interdisciplinary collaboration, and refusing to 
participate or conceal unethical practices. Profes-
sional values could require a more comprehensive 
set of values than what an individual needs to be 
an ethical agent in one’s own personal life.

The AHIMA Code of Ethics is to be used by 
AHIMA members and certificants, consum-
ers, agencies, organizations, and bodies (such as 
licensing and regulatory boards, insurance provid-
ers, courts of law, government agencies, and other 
professional groups) that choose to adopt it or 
use it as a frame of reference. The AHIMA Code of 
Ethics reflects the commitment of all to uphold 
the profession's values and to act ethically. Indi-
viduals of good character who discern moral ques-
tions and, in good faith, seek to make reliable 
ethical judgments, must apply ethical principles.

The code does not provide a set of rules that 
prescribe how to act in all situations. Specific 
applications of the code must take into account 
the context in which it is being considered and 
the possibility of conflicts among the code's 
values, principles, and guidelines. Ethical 
responsibilities flow from all human relation-
ships, from the personal and familial to the 
social and professional. Further, the AHIMA 
Code of Ethics does not specify which values, 
principles, and guidelines are the most impor-
tant and ought to outweigh others in instances 
when they conflict.

interdisciplinary team as a whole 
and of its individual members.

 10.4. Foster trust among group mem-
bers and adjust behavior in order to 
establish relationships with teams.

XI. Respect the inherent dignity and worth of 
every person.

A health information management 
professional shall:

 11.1. Treat each person in a respectful 
fashion, being mindful of individual 
differences and cultural and ethnic 
diversity.

 11.2. Promote the value of self-determina-
tion for each individual.

 11.3. Value all kinds and classes of people 
equitably, deal effectively with all races, 
cultures, disabilities, ages and genders.

 11.4. Ensure all voices are listened to and 
respected.

The Use of the Code
Violation of principles in this code does not 
automatically imply legal liability or violation of 
the law. Such determination can only be made 
in the context of legal and judicial proceedings. 
Alleged violations of the code would be sub-
ject to a peer review process. Such processes are 
generally separate from legal or administrative 
procedures and insulated from legal review or 
proceedings to allow the profession to coun-
sel and discipline its own members although in 
some situations, violations of the code would 
constitute unlawful conduct subject to legal 
process.

Guidelines for ethical and unethical behavior 
are provided in this code. The terms “shall and 
shall not” are used as a basis for setting high 
 standards for behavior. This does not imply 
that everyone “shall or shall not” do everything 
that is listed. This concept is true for the entire 
code. If someone does the stated activities, ethi-
cal behavior is the standard. The guidelines are 
not a comprehensive list. For example, the state-
ment “safeguard all confidential patient infor-
mation to include, but not limited to, personal, 
health, financial, genetic and outcome informa-
tion” can also be interpreted as “shall not fail to 
safeguard all confidential patient information 
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8. Perform honorably health information 
management association responsibili-
ties, either appointed or elected, and pre-
serve the confidentiality of any privileged 
information made known in any official 
capacity.

9. State truthfully and accurately one’s cre-
dentials, professional education, and 
experiences.

10. Facilitate interdisciplinary collaboration in 
situations supporting health information 
practice.

11. Respect the inherent dignity and worth of 
every person. 

Reprinted with permission from the American Health 
Information Management Association. Copyright  
© 2011 by the American Health Information Manage-
ment Association. All rights reserved. No part of this 
may be reproduced, reprinted, stored in a retrieval 
system, or transmitted, in any form or by any means, 
electronic, photocopying, recording, or otherwise, 
without the prior written permission of the associa-
tion. Adapted with permission from the Code of Eth-
ics of the National Association of Social Workers.
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Code of Ethics 2011 Ethical 
Principles
Ethical Principles: The following ethical prin-
ciples are based on the core values of the 
American Health Information Management 
Association and apply to all AHIMA members 
and certificants.

A health information management profes-
sional shall:

1. Advocate, uphold, and defend the individ-
ual’s right to privacy and the doctrine of 
confidentiality in the use and disclosure of 
information.

2. Put service and the health and welfare of 
persons before self-interest and conduct 
oneself in the practice of the profession so 
as to bring honor to oneself, their peers, 
and to the health information manage-
ment profession.

3. Preserve, protect, and secure personal 
health information in any form or medium 
and hold in the highest regards health 
information and other information of a 
confidential nature obtained in an official 
capacity, taking into account the applica-
ble statutes and regulations.

4. Refuse to participate in or conceal unethi-
cal practices or procedures and report such 
practices.

5. Advance health information management 
knowledge and practice through continu-
ing education, research, publications, and 
presentations.

6. Recruit and mentor students, peers and 
colleagues to develop and strengthen pro-
fessional workforce.

7. Represent the profession to the public in a 
positive manner.
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Common Values Statement by the Chief Execu-
tives Group of the Health Care Regulators on 
professional values (as agreed by the Chief Exec-
utives of the Regulatory Bodies in 2006)

Values of Health Care 
Professionals
All health care professionals are personally 
accountable for their actions and must be able 
to explain and justify their decisions. Health 
care professionals work in many different types 
of practice. They all have a duty to protect and 
promote the needs of their patients and clients.

To do this they must:
Be open with patients and clients and show 

respect for their dignity, individuality and privacy:

■■ Listen to patients and clients;
■■ Keep information about patients and cli-

ents confidential;
■■ Make sure their beliefs and values do not 

prejudice their patients’ or clients’ care. 

Respect patients’ and clients’ right to be 
involved in decisions about their treatment and 
health care:

■■ Provide information about patients’ and 
clients’ conditions and treatment options 
in a way they can understand;

■■ Obtain appropriate consent before investi-
gating conditions and providing treatment;

■■ Ensure that patients have easy access to 
their health records. 

Justify public trust and confidence by being 
honest and trustworthy:

■■ Act with integrity and never abuse their 
professional standing;

■■ Never ask for, nor accept any inducement, 
gift, hospitality or referral which may 
affect, or be seen to affect, their judgment;

Common Values of Health  
Care Regulators

APPENDIX 1-D 

■■ Recommend the use of particular prod-
ucts or services only on the basis of clinical 
judgment and not commercial gain;

■■ Declare any personal interests to those who 
may be affected. 

Provide a good standard of practice and care:

■■ Recognize and work within the limits of 
their knowledge, skills and experience;

■■ Maintain and improve their professional 
knowledge, skills and performance;

■■ Make records promptly and include all rele-
vant information in a clear and legible form. 

Act quickly to protect patients, clients and 
colleagues from risk of harm:

■■ If either their own, or another health care 
worker’s conduct, health or performance 
may place patients, clients or colleagues 
at risk;

■■ If there are risks of infection or other dan-
gers in the environment. 

Co-operate with colleagues from their own 
and other professions:

■■ Respect and encourage the skills and con-
tributions which others bring to the care of 
patients and clients;

■■ Within their work environment, sup-
port professional colleagues in develop-
ing professional knowledge, skills and 
performance;

■■ Not require colleagues to take on responsi-
bilities that are beyond their level of knowl-
edge, skills and experience.

Reprinted from Chief Executives of the Regulatory 
Bodies (2006) Common Values Statement by the 
Chief Executives Group of the Health Care Regulators 
on professional values, Available from https://www 
.professionalstandards.org.uk/docs/scrutiny-quality/
common-values-statement-.pdf?sfvrsn=0
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process, because they are accountable for their 
actions as professionals, not just personally, but 
as individuals. Ethical reasoning is necessary to 
resolve the potential tensions between personal 
values and professional values and among pro-
fessional values. This chapter presents a model 
for ethical decision making and outlines ethi-
cal theories and approaches that can help HIM 
professionals identify ethical issues, work with 
other members of the team to identify and ana-
lyze choices, decide on a course of action. and 
justify that choice (Glover, J. L.). Two scenarios 
and ethical decision-making matrices are pre-
sented: “Decision Making for an Adolescent”; 
“Access by Adolescents to Patient Portals.” 

Chapter 3: Privacy and Confidentiality
Privacy is the right to be let alone or the right to 
decide what information is released to others. 
Confidential information is compiled during 
the course of caring for a patient and must be 
protected by providers of care, HIM profession-
als, and all others who have legitimate access to 
information. This chapter explores the primary 
ethical obligation of the HIM professional to 
protect the privacy of information compiled in 
a health information system. The complexity 
of balancing privacy and confidentiality against 
the need to respond to legitimate requests 
for information is discussed, particularly in 
light of the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) privacy rule 
and changes per the 2009 Health Information 
Technology for Economic and Clinical Health 
(HITECH) Act. Authorization requirements are 
also discussed. Both patient and professional 
concerns about privacy and confidentiality are 
identified, with a focus on medical identity 
theft, the use of electronic health records and 
mobile devices, and social media challenges 
(Rinehart-Thompson, L. & Harman, L. B.). Two 

There are many ethical challenges and oppor-
tunities for improvement for the health infor-
mation system. The chapter abstracts for these 
issues gives readers a general overview of the 
ethical issues that we face today as well as some 
that are emerging and will be problematic in the 
future.

Professional Ethics
Chapter 1: Professional Values  
and the Code of Ethics
This chapter describes the importance of ethics 
for the health information management (HIM) 
professional and those who work on behalf of 
patients, including health care providers, infor-
mation technology and business professionals, 
administrators, and executive officers. Ethical 
challenges and opportunities for improvement 
are discussed in the context of ethical decision-
making. There is an exploration of the ethical 
issues that surface in the paper-based, hybrid, 
and electronic health record systems (EHRS) 
and hybrid (paper and electronic), all of which 
are currently operational in the health informa-
tion system. Based on a review of several pro-
fessional codes of ethics, the chapter presents 
values and obligations that are shared. A frame-
work for building an ethical health information 
system that supports interdisciplinary collabo-
ration is presented. There is a discussion of the 
importance of the intersection of professional 
discipline and ethical expertise.

Chapter 2: Ethical Decision-Making 
Guidelines and Tools
Ethics is the formal process of intentionally and 
critically analyzing, with clarity and consistency, 
the basis for one’s moral judgments. It is impor-
tant for HIM professionals to engage in this 

Ethical Challenges Chapter Abstracts

APPENDIX 1-E 
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scenarios and ethical decision-making matrices 
are presented: “Family and Friends: Should I 
Tell?”; “Share Information on Facebook?” 

Uses of Information
The uses of health information are increasing 
in complexity and raise ethical issues for data 
analytics; compliance, fraud, and abuse; coding; 
quality management; research and decision sup-
port; public health; longitudinal coordinated 
care; and clinical care at the end of life.

Chapter 4: Data Analytics 
Advances in technology have enabled the medi-
cal community to generate and capture more 
data than ever before. The availability of health-
care data can improve patient health and out-
comes, help prevent and detect diseases, and 
diagnose diseases with more accuracy. It is 
important to have data analysts that can effec-
tively and reliably analyze this tremendous 
amount of health data so that healthcare provid-
ers make the best decisions for the patients they 
treat. Much of the data generated comes from a 
patient’s medical record. This chapter explains 
current practices of data collection and manage-
ment of health information and how that can 
inform care delivery particularly as the medi-
cal record transitions into the EMR. The value 
of EMRs as a primary source of data for the 
EHR and the big data housed within will be dis-
cussed. The ethical issues that surround EMRs 
and EHRs are also examined (Anderson,  B. &   
Hardin, J. M.). Two scenarios and ethical 
decision- making matrices are presented: “Read-
mission Predictive Model Project, Part 1: Right 
Skills?”; “Readmission Predictive Model Project, 
Part 2: Impact of Bad Data.”

Chapter 5: Compliance, Fraud, and Abuse
The HIM professional is a key player in the pro-
cess that begins with the delivery of care to a 
patient and leads to the submission of a bill 
for reimbursement for services provided. One 
of the HIM professional’s major responsibili-
ties is facilitating the collection of appropriate 

information needed to properly assign the cor-
rect clinical classification codes to the care pro-
vided. This process and responsibility sounds 
straightforward, but through either dishonest 
motivations to collect more money than prop-
erly owed or sloppy procedures and failure to 
accept responsibility for staying current and 
informed, the HIM professional can become 
involved in, and responsible for, submission of 
a false claim. The penalties are real and expen-
sive and can include prison. The HIM profes-
sional must have knowledge of the applicable 
guidelines and an appreciation and understand-
ing of the requisite compliance programs for 
hospitals, physicians, home health agencies, 
long-term care facilities, laboratories, and 
third-party payers. This chapter outlines the 
laws, penalties, and preventive programs that 
an HIM professional should be familiar with 
(Rinehart-Thompson, L. A.). Four scenarios and 
ethical decision-making matrices are presented: 
“Documentation Does Not Justify Billed Pro-
cedure”; “Accepting Money for Information”; 
“Retrospective Documentation to Avoid Sus-
pension”; “Coder Assigns Code Without Physi-
cian’s Documentation.”

Chapter 6: Coding 
Given the competing demands and interests of 
the many stakeholders in health care, ethical 
issues are inherent in coding. Regardless of their 
place of practice, coders must anticipate assess-
ing and responding to ethically challenging 
situations, whether related to documentation, 
workplace pressures, cases of outright fraud 
and abuse, or other quandaries. Guided by and 
in accordance with applicable legal mandates, 
professional standards and ethical codes, repu-
table sources for coding guidelines, and their 
own personal and professional integrity, coders 
need to be able to determine, justify, and defend 
the most appropriate course of action, cogni-
zant of the potential consequences. This chap-
ter cites key coding mandates, guidelines, and 
directives that inform ethical decision making, 
illustrates a variety of ethical challenges coders 
may encounter, and offers a guided approach to 
resolving them (Holtzman, L. & Holtzman, R.).  
Three scenarios and ethical decision-making 
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ethical considerations with regard to informa-
tional privacy and data integrity. The purpose of 
this chapter is to discuss how these ethical con-
siderations have expanded and what new chal-
lenges face these professionals given the current 
advances in the use of information technologies 
(White, S. & Hardin, J. M.). Two scenarios and 
ethical decision- making matrices are presented: 
“Designing a Survey to Bias the Results”; “The 
Impact of Sample Selection Bias.”

Chapter 9: Public Health
Government access to, and use of, patient infor-
mation is critical for protecting the public’s 
health. At the same time, it raises ethical chal-
lenges to doctor–patient confidentiality and 
respect for the individual’s privacy. This chapter 
explores the use of patient data to assess and 
protect the health of the population at local, 
state, national, and international levels. It raises 
the difficult question of when the government’s 
need to know should prevail over the interests of 
the individual and his or her desire to keep per-
sonal information solely within the  provider–
patient relationship. A theoretical framework is 
provided for addressing difficult policy choices 
about when patient information ought to be 
reported to health authorities. The chapter 
also explores emerging issues in global health 
and the use of social media in public health 
activities(Neuberger, B. J. & Swirsky, E. S.). Two 
scenarios and ethical decision-making matri-
ces are presented: “Gun Control and Reporting 
Mental Health Status”; “Conflicting Personal 
and Public Duties.”

Chapter 10: Longitudinal Coordinated Care 
A most significant change is occurring in health 
care: the patient is now at the center not only as 
a patient but also, more importantly, as a per-
son and as a member of the care team. In fact, 
there is a new emphasis on the care team itself 
as one that changes in response to the needs and 
expectations of the patient. The shift to inte-
grated care over the continuum has been named 
“longitudinal care.” This chapter will explore 
the ethical issues in longitudinal care. However, 
in order to do that, the chapter will begin with 

matrices are presented: “Blood Loss Anemia”; 
“Thoracic Aortogram”; “Revise the Analysis?” 

Chapter 7: Quality Management
Today’s rapidly changing healthcare environ-
ment is creating new ethical issues for health-
care professionals who have quality management 
responsibilities. Rising costs, scarce resources, 
the hierarchical nature of healthcare organiza-
tions, and conflicting values are introducing 
both challenges and opportunities into the work-
place. This chapter draws on current literature 
and case studies depicting typical ethical dilem-
mas faced by healthcare professionals involved 
in quality management activities. The scenarios 
and the standards for ethical decision making 
explored in this chapter are intended to help pro-
fessionals sort out the ethical issues that they 
may have to deal with during the performance 
of quality management activities (Spath, P. L. & 
Leonard, F. B.). Five scenarios and ethical decision-
making matrices are presented: “Inaccurate Pub-
licly Reported Performance Data”; “Audit Results 
Indicate Inappropriate Health Care”; “Reporting 
Hospital-Acquired Conditions”; “Disclosure of 
an Unanticipated Outcome”; “Failure to Check 
Physician’s Licensure Status.”

Chapter 8: Research and Decision Support
The roles of research specialists (RSs) and 
decision support specialists (DSSs) are inti-
mately related to the use of various informa-
tion technologies that gather and store data 
and perform sophisticated analyses. These roles 
are sometimes imbedded in job titles such as 
health data analyst or data quality manager. 
The incorporation of new technologies to sup-
port the work of these specialists, particularly 
growth of electronic health records, makes it 
easy to track individuals, identify their char-
acteristics, and pinpoint their preferences, 
inclinations, and medical conditions. Further-
more, the massive increase of information col-
lection, storage, and retrieval associated with 
new technologies and industry demands for 
more information introduces a greater likeli-
hood of data integrity concerns. RSs and DSSs 
have always been challenged in their work by 
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Chapter 12: Electronic Health Records
The increasing implementation of EHR systems 
and the increasing sophistication of these sys-
tems have raised new ethical issues with regard 
to the potential for compromising data integ-
rity and confidentiality for the sake of greater 
business efficiency, better system performance, 
or more convenient and timely access to data. 
Although EHR systems include security fea-
tures, technological solutions alone are not 
adequate to protect the integrity and confiden-
tiality of patient information. This chapter pres-
ents ethical dilemmas typically raised during 
system planning, when working with alliance 
partners to link organizations’ EHRs, and fol-
lowing the implementation of EHR systems. 
This chapter explores how these dilemmas can 
be addressed by HIM professionals (Hanken, 
M. A. & Murphy, G.). Three scenarios and ethi-
cal decision-making matrices are presented: 
“Patient Record Integrity and Access”; “Parent 
Access to Child’s Health Information”; “Differ-
ences When Linking EHR Systems.”

Chapter 13: Information Security
Traditionally, the security of paper-based sys-
tems consisted of a repository of information 
typically stored in the basement or at an off-
site location where access was limited to one 
person at a time, and was controlled by mech-
anisms like doors, locks, identification cards, 
and tedious sign-out procedures for authorized 
users. Unauthorized access to patient infor-
mation triggered no alerts, nor was it known 
what information had been viewed. (Harman, 
Flite & Bond, p712). Paper-based systems, 
flawed by filing backlogs; lost records; and illeg-
ible  handwriting caused delays in care due to 
unavailability of crucial information. Today, 
however, healthcare organizations create, trans-
mit, maintain, and store information electroni-
cally. The movement toward health information 
exchanges (HIEs) and a Nationwide Health 
Information Network (NwHIN) have led to 
more confidential patient information being 
transmitted electronically. This explosion of 
available information and the technology uti-
lized to ensure confidentiality and security 

a discussion of the changes in health care lead-
ing to the shift to longitudinal care and the 
elements necessary to sustain the transforma-
tion. This will be followed by an introduction to 
patient-centered medical homes, longitudinal 
care, and its subgroup, complex care manage-
ment. Finally, ethical considerations and some 
of the ethical issues that may occur in longitu-
dinal care will be analyzed (Schick, I.C.). Two 
scenarios and ethical decision-making matrices 
are presented: “Competing Stakeholder Agendas 
in a Community ACO”; “Patient Transfer.”

Chapter 11: Clinical Care: End of Life
Dying a “good death” is a universal need. 
However, achieving this goal can be elusive. 
Advances in medical care have added years to 
the life expectancy of individuals with advanced 
chronic and terminal illnesses. However, 
many  Americans continue to have difficult 
 experiences caring for a dying family member 
or a dear friend (IOM, 2014). Efforts to make 
informed treatment decisions may be compli-
cated by significant frailty, hearing and vision 
loss, and cognitive impairment. In addition val-
ues, cultural beliefs, family dynamics, and life 
experiences add to the complexities of end-of-
life discussions. This chapter presents the role 
of information exchange in scenarios commonly 
encountered among older adults with advanced 
illnesses. These scenarios reveal the challenges 
healthcare providers face as they address end-
of-life topics in an effort to support their 
patients across a fragmented healthcare con-
tinuum (Mandi, D., Silverman, M.A., Tischler, 
J.F., Golden, A. G.). Four scenarios and ethical 
decision-making matrices are presented: “Bad 
News”; “Treatment Choices”; “Advance Care 
Planning”; “Palliative Care.”

Electronic Health Information
Electronic health information supports or is 
supported by: electronic health records, infor-
mation security, information technology and 
biomedical instrumentation, information gov-
ernance and management, integrated delivery 
systems, and digital health (health information 
technology and information exchange).
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conflicting interests (Fenton, S. H. & Cornelius, 
F.H.). Three scenarios and ethical decision-making 
matrices are presented: “Lack of Interoperabil-
ity”; “Data Interface Decisions”; “Data Interface 
Quality.”

Chapter 15: Information Governance 
and Management 
Health care is rapidly replacing paper medical 
records with electronic health record systems 
and other types of information and commu-
nications technologies. These technologies are 
impacting every aspect of healthcare delivery, 
including how patients interact with provid-
ers. In addition, digital patient data are aggre-
gated for population health and a range of 
other important uses. Despite rapid adoption 
of technologies and exploitation of digital data, 
the foundations for effective stewardship and 
governance of digital healthcare information 
are generally underdeveloped. Stewardship is 
an ethic relating to the responsible handling 
of information, and governance sets forth the 
ground rules for execution of this responsibil-
ity. In the absence of deliberate stewardship 
and clear ground rules, information assets are 
vulnerable to inappropriate, even unethical 
practices and their value is diminished. Health 
information management practice, too, is pro-
foundly altered by technology, yet the best prac-
tices of traditional medical record management 
have yet to be fully adapted to the new world 
of health information management. Beyond 
the rapid advances of the healthcare system, 
patient-generated information about health 
and wellness is emerging as a major lever for 
change. With smartphones and wearable sen-
sors, people are using apps to monitor activ-
ity levels, heart rate, stress, and sleep patterns. 
When linked with location and other data, this 
personal information offers great potential for 
gaining a better understanding of the impor-
tant impact of social determinants on health. 
At present there is no stewardship infrastruc-
ture or ground rules for safeguarding personal 
health data that is beyond the scope of existing 
privacy and security laws and regulations. The 
focus on governance of data and information 
has increased across all information-intensive 

presents challenges. EHRS, the Internet, email, 
personal health records (PHR), and social media 
must all be secure in the information system. 
Although security standards are not new to 
health care, the adoption of the Health Insur-
ance Portability and Accountability Act of 
1996 and the recent updates to HIPAA regula-
tions under the Health Information Technol-
ogy for Economic and Clinical Health of 2009 
have introduced a host of security mandates 
that pertain to the electronic protection of pro-
tected health information (PHI). This chapter 
will focus on security standards and provide 
a framework for establishing a viable health-
care security program. The ethical issues and 
good business practices facing HIM and IT pro-
fessionals as they strive to deal with security 
will be addressed (Czirr, K. & West, E.). Three 
scenarios and ethical decision-making matri-
ces are presented: “A Curious Human Resource 
Employee”; “Failure to Log Off of the System”; 
“Storing Data on a Laptop Computer.”

Chapter 14: Information Technology 
and Biomedical Instrumentation 
Development and implementation of health 
information technology (HIT) such as electronic 
health records (EHRs) and the use of biomedical 
instrumentation in healthcare organizations is 
a multidisciplinary undertaking. The various 
professionals involved will have differing opin-
ions and needs. Because health informatics (HI) 
and information management (HIM) profes-
sionals have a major role in this development 
and implementation, they must decide how to 
resolve conflicting requests from stakeholders 
in ways that conform to various professional 
codes of ethics, are compatible with established 
standards, and meet the needs of their organiza-
tion. As the drive for meaningful use intensifies, 
interoperability of biomedical instrumentation 
moves to the forefront as key stakeholders begin 
to see the immense potential that full integra-
tion can bring to health care. With this, how-
ever, comes a myriad of challenges. This chapter 
explores typical conflicts among stakehold-
ers, offers possible solutions to such conflicts, 
and presents a collaborative model for making 
decisions by integrating input and reconciling 
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Chapter 17: Digital Health:  
Health Information Technology 
and Information Exchange
Health information technology has been identi-
fied as essential for improvements in health and 
the healthcare system to make the system safer 
and more efficient. Such HIT systems include: 
EHRs, PHRs, mobile health (mHealth), tele-
health, telemedicine, patient portals, electronic 
prescribing (eRX), HIE, computerized provider 
order entry (CPOE), and clinical decision sup-
port (CDS). CPOE entails the provider’s use of 
computer assistance to directly enter medica-
tion orders from a computer or mobile device. 
The order is also documented or captured in a 
digital, structured, and computable format for 
use in improving safety and organization. CDS 
provides clinicians, staff, patients, or other indi-
viduals with knowledge and person-specific 
information, intelligently filtered or presented 
at appropriate times, to enhance health and 
health care. CDS encompasses a variety of tools 
to enhance decision-making in the clinical work-
flow. These tools include computerized alerts and 
reminders to care providers and patients, clinical 
guidelines, condition-specific order sets, focused 
patient data reports and summaries, documen-
tation templates, diagnostic support, and con-
textually relevant reference information. These 
systems are widely seen as central to controlling 
costs, increasing efficiency, reducing errors, and 
improving quality. Many stakeholders, includ-
ing clinicians, providers, patients, and consumers, 
researchers, educators, academicians, regulators, 
entrepreneurs, policy makers, and health infor-
matics and information management profession-
als are critical to the ongoing success of these 
efforts. More widespread adoption of HIT and 
HIE will help ensure that health and healthcare 
decisions are based on timely, relevant, accurate, 
and complete data and information. Stakehold-
ers need to closely examine and monitor poten-
tial ethical implications that will arise from the 
continued implementation of HIT and HIE along 
with the diverse and widespread uses and users of 
health data and information (Bloomrosen, M.). 
One scenario and ethical decision-making matri-
ces is presented: “Health Informatics and Infor-
mation Management (HIIM) Professionals’ Role.” 

industries paralleling the adoption of informa-
tion and communications technologies. For-
mal governance and well-adapted management 
practices are essential for ethical stewardship of 
healthcare information. This chapter explores 
these challenges and opportunities, illustrates 
the range of ethical questions they raise, and 
offers insights about how organizations are 
approaching these imperatives to mitigate 
unintended consequences (Kloss, L.  L.) Four 
scenarios and ethical decision- making  matrices 
are presented: “Stewardship Literacy for Com-
munity Health Improvement”;  “Managing 
Patient Identification as Master Data”; “Big 
Data Analytics and Stewardship”; “EHR 
 Integrity Management.”

Chapter 16: Integrated Delivery Systems
HIM professionals must deal with complex 
issues related to their responsibilities for 
ensuring the security of electronic informa-
tion and the privacy and quality of patient 
information. For HIM professionals work-
ing in an integrated delivery system (IDS), the 
complexities of these issues are multiplied. Pri-
vacy, security, and data quality policies and 
procedures must be developed and monitored 
for the IDS as a whole. In addition, individual 
entities may have their own policies and regu-
lations. HIM professionals need to balance the 
needs of the IDS with the autonomous needs 
of the individual healthcare entities. Due to 
the business drivers in the healthcare environ-
ment, it is difficult to find a hospital or pro-
vider that is not in the process of joining an 
integrated delivery system. Although this is 
due to many reasons, financially it is difficult 
for providers to remain solo with the regula-
tions associated with compliance, electronic 
records, and insurance. This chapter explores 
the special issues that HIM professionals must 
consider in carrying out their responsibilities 
within an IDS and the skills that such tasks 
require (Olson, B. & Grant, K. G.). Three sce-
narios and ethical decision-making matrices 
are presented: “Scheduling Clerk Has Access to 
Clinical Information”; “Vulnerabilities in the 
Electronic Health Record”; “Inconsistencies in 
the Patient Identity Management System.”
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a framework from which to confront the emerg-
ing issues for children and families created in 
these nontraditional ways. HIM profession-
als will be increasingly confronted with issues 
related to access to medical information, and 
adoption provides a useful framework for con-
sidering them (Jones, M. L.) Three scenarios and 
ethical decision-making matrices are presented: 
“Seeking Information Many Years Later”; “An 
Adoptee Seeks Information on Her Biological 
Family”; “A Birth Mother Seeks Information on 
Her Biological Son.”

Chapter 20: Substance Abuse, Behavioral 
Health, and Sexual Information
Certain health information, such as information 
about substance abuse and treatment, mental 
illnesses (also referred to as psychiatric illnesses) 
(e.g., schizophrenia or bipolar disease), and 
sexually transmitted diseases (e.g., venereal dis-
ease, HIV/AIDS), is highly sensitive and there-
fore receives special legal protections because 
its disclosure can have unfortunate legal, stig-
matic, and discriminatory consequences. The 
AHIMA Code of Ethics (2011, Principles 1, 3 
and 11) emphasizes this principle by identify-
ing substance abuse, behavioral health, and sex-
ual information as sensitive information that 
requires special attention to prevent misuse. 
However, this same information that requires 
special protection may also be requested for 
law enforcement purposes or for the protection 
of others. HIM professionals working in the 
behavioral health and substance abuse/treat-
ment fields, or with information pertaining to 
sexually transmitted diseases (including HIV/
AIDS), are likely to encounter ethical challenges 
above and beyond those experienced by individ-
uals working in other healthcare settings. This 
chapter describes several difficult situations 
that HIM professionals may face and explores 
the legal and ethical aspects of those situations 
(Rinehart-Thompson, L. A. & Randolph, S.J.). 
Eight scenarios and ethical decision-making 
matrices are presented: “The Arrest Warrant: Is 
This Person in Your Facility?”; “Safety of a Citi-
zen Versus Privacy of a Patient”; “Patient Con-
fesses to a Psychiatrist”; “Patient Confesses to 
the Nurse’s Aide”; “Verifying Admission Can 

Sensitive Health Information
The management of sensitive health infor-
mation requires special attention, given the 
availability of genetic information; adoption 
information; and substance abuse, behavioral 
health, and sexual information. 

Chapter 18: Genetic Information
As now defined by law, genetic information 
includes the genetic testing results of an indi-
vidual and individual’s family members, as well 
as family health history. Genetic information 
can be used to diagnose disease, make treatment 
decisions, and take preventive measures against 
conditions for which one has increased risk. As 
the uses of genetic information increase, so does 
the importance of managing that information 
properly. Rapid advances in genetic research and 
the emerging applications for clinical practice 
have heightened public sensitivity about who 
will have access to genetic information and how 
it will be used. This chapter discusses the man-
agement of genetic information in the clinical 
realm, as well as the federal and state laws that 
address privacy and confidentiality with regard 
to genetic information. It also describes special 
considerations related to the emerging fields of 
translational science and precision medicine. It 
discusses the responsibility of HIM profession-
als with regard to this information. One sce-
nario and ethical decision-making matrices is 
presented: “Genetic Privacy.”

Chapter 19: Adoption
Adoption is an arena in which traditional 
assumptions regarding access to health infor-
mation among relatives are being reconsidered. 
Previous reliance on legal secrecy in these rela-
tionships has been challenged as more impor-
tance is placed on the right of individuals to 
know their biological heritage. Furthermore, 
families in which children are not biologically 
related to one or either parent are increasingly 
being created through the use of assisted repro-
ductive technologies (ART). The legal, ethical, 
and research experience with adoption provides 
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Chapter 22: Management and Leadership
This chapter explores ethical issues facing HIM 
professionals and discusses the importance of 
moral awareness, rationalization, socialization, 
moral muteness, and the consequences of ethical 
failures. This chapter will explore stages of moral 
development as a guide for managerial decision 
making and review several reasons why ethical 
management decisions are not always congru-
ent with organizational policy. This chapter 
focuses on the professional values that challenge 
managers to increase moral awareness and nur-
ture an ethical work environment (Flite, C. A. & 
Johns, M. L.). Five scenarios and ethical decision-
making matrices are presented: “Lateness and 
Absenteeism—Fire the Employee”; “Lateness and 
Absenteeism—Do Not Fire the Employee”; “Tele-
commuting”; “Avoiding an Employee Who Will 
Be Fired”; “Failure to Document Poor Work Per-
formance for a Friendly Employee.”

Chapter 23: Entrepreneurship
Entrepreneurship (taking advantage of market 
opportunities to develop a business) and intra-
preneurship (applies the style of new business 
development within an established company) 
are growing trends among HIM professionals. 
Although both offer exciting opportunities, they 
also involve unique ethical challenges. To deal 
with these challenges, HIM professionals need 
to know about business ethics as well as the code 
of ethics for the HIM profession. This chapter 
describes ethical dilemmas typically encountered 
in consulting and contracting and discusses prin-
ciples and practice standards by which they may 
be resolved (Gardenier, M. & Olenik, K.). Four 
scenarios and ethical decision-making matri-
ces are presented: “Competing Constituencies”; 
“Negotiating Contracts”; “Unrealistic Client 
Expectations”; “Discovering Sensitive Informa-
tion About a Client, Competitor, or Colleague.”

Chapter 24: Vendor Management
Vendors perform important roles in their relation-
ship with HIM professionals. Both the vendor and 
the HIM professional may contribute to the success 
or failure of these crucial business relationships. 

Violate Privacy”; “A Prisoner Who May Have 
AIDS”; “Workers’ Compensation Case”; “Chil-
dren’s Protective Services.”

Consumer and Professional 
Informatics
Consumer and professional informatics involves 
digital health technologies for consumers, 
patients, and caregivers; management and lead-
ership; entrepreneurship; vendor management; 
and advocacy.

Chapter 21: Digital Health Technologies 
for Consumers, Patients, and Caregivers
Digital health technologies support consum-
ers, patients, and caregivers in many health 
information and management activities that 
will change in form and function over time. 
These technologies currently enable searching 
for health information and advice, monitoring 
various aspects of health in real time, access-
ing personal health data from providers, creat-
ing and maintaining personal health records, 
and conducting virtual consultations with care 
providers. As helpful as these activities can 
be, they also represent a shift in the interac-
tion among HIM and other professionals, and 
where and how these interactions will occur. 
Therefore, the use of digital health technolo-
gies raises a number of ethical issues for HIM 
professionals because of their increasingly fre-
quent and direct interactions with consumers, 
patients, and caregivers as partners in health 
information management. HIM profession-
als inside and outside the healthcare delivery 
system may be called on to facilitate and navi-
gate uncharted territory in health information 
access and management as healthcare organiza-
tions develop their digital health capacities and 
technology companies offer tools directly to the 
public. This chapter explores several of the ethi-
cal issues raised by digital health technologies 
(Baur, C. & Deering, M. J.). Two scenarios and 
ethical decision-making matrices are presented: 
“Plain Language and Health Information Pri-
vacy Policies”; “Ensuring Privacy Protections for 
Digital Health Technologies.”
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management (HIM), health information tech-
nology (HIT), all healthcare professionals, public 
health and business professionals may encoun-
ter. The uses of information are reviewed, includ-
ing for clinical care (substance abuse, behavioral 
health and sexual information, longitudinal 
coordinated care) and end of life, family deci-
sions (adoption and genetics), and data analy-
sis (quality management, research and decision 
support, data analytics, information governance 
and management, and public health). Poten-
tial future professional roles are examined for 
management and leadership, entrepreneurship 
and intrapreneurship, vendor management, 
and advocacy. Emerging trends are explored, 
including technology explosion; digital health; 
health information technology and information 
exchange; digital health technologies for con-
sumers, patients, and caregivers; electronic health 
records; integrated delivery systems; biomedi-
cal instrumentation and interoperability; growth 
for healthcare expenditures; and growth for 
health information technology. This section con-
cludes with an exploration of the challenges and 
opportunities that are likely in the future. The 
challenges relate to the changes and responses 
needed for the clinical and legal systems; privacy 
and confidentiality; coding, fraud, and abuse; 
technology; information security; cyberintel-
ligence and cybersecurity; security breaches; 
interoperability, terminology and standards; 
big data/data analytics; surveillance; and cloud 
computing (Cornelius, F. H., Harman, L. B. &  
Mullen, V. L.). Opportunities include interdisci-
plinary education, interdisciplinary collaboration, 
and incorporating ethics as a standard of practice. 
Strategies to prepare current and future genera-
tions of health information, healthcare, and busi-
ness professionals are discussed.

In order to communicate effectively with vendors, 
HIM professionals must recognize common ethical 
dilemmas. This chapter will describe skills needed 
to communicate with vendors as well as how to 
select vendors, manage vendor relationships, cre-
ate requests for proposals (RFPs), and negotiate 
contracts and monitor contracts, if unethical prac-
tices surface after the contract has been signed 
(Olenik, K). Six scenarios and ethical decision-
making matrices are presented: “Vendor Request”; 
“Vendors as Friends”; “Gifts”; “Preferred Vendors”; 
“Negotiating”; “Unethical Behavior.”

Chapter 25: Advocacy
Advocacy is ethics in action—choosing to take a 
stand for and speak out for the rights or needs of 
a person, group, organization, or community. All 
healthcare workers have many opportunities to 
advocate for patients, peers, the staff with whom 
they work or supervise, the organization for which 
they work, themselves, and the larger community 
and society in which they live. Health information 
advocacy involves tensions and risks, and it can 
produce benefits both personally and profession-
ally as well as for all those involved (Helbig, S.). Six 
scenarios and ethical decision-making matrices 
are presented: “Violating the Privacy of a Promi-
nent Citizen”; “Compassion in Action for an 
Alcoholic Peer”; “Cockroaches in the HIM Depart-
ment”; “Unfair Treatment of Part-Time Work-
ers”; “Small Print on a Consent Form”; “The Data 
Warehouse Wants to Sell Patient Information.”

Chapter 26: Future Challenges  
and Opportunities
This chapter explores the future challenges 
and opportunities that health information 
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