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Dedication

This book is dedicated to the information technology professionals working day after day ®
in and on behalf of healthcare organizations across the country without whose work,
nothing described in this book would be possible.
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Preface

We simply have to look around at our immediate surroundings to see how our world is evolving due to the introduction
of disruptive technologies, practically before our very eyes. Health care, the practice of medicine, public health, and
health in the lives of individuals are no different—and information technologies (IT) have a lot to do with these
changes. This text addresses health information systems (HIS) and technology, and it is intended to take the mys-
tery out of this subject, which can be daunting to even the most knowledgeable and talented around us—healthcare
experts, physicians, nurses, and public health professionals alike. Why? Because unless something that appears foreign @
or complex or unusual has been carefully and simply explained to us, it remains a mystery, and we tend to avoid the
subject, which prompts us to sidestep taking the dive into the world of health information systems and technology.

But what a loss, to avoid one of the most interesting, creative, ever-changing topics on the planet! No healthcare
professional in any discipline can do her or his work without health information systems and technology. In this text,
we dig in and explore together the simple truths and principles about this technical and disruptive subject. When
we break it down into basics and principles that apply to any technology or any situation, suddenly what can be an
intimidating, seemingly complex subject becomes much clearer.

What qualifies me to write about this topic? I have spent my career in the fields of health care, medical records
science, health information systems and technology, innovation, and public health. As a chief information officer
(CIO) for 20 years in two large, complex health systems, I learned tough lessons about health information technol-
ogy, planning and managing systems, people, and change, and introducing disruptive technologies into healthcare
organizations in a variety of markets across the United States. I learned how to develop HIS strategic plans, negotiate
with and manage IT vendors, and implement new systems. In pursuing my PhD, I have learned the art and science
of research; as an educator for the past 7 years, I have learned to teach graduate students pursuing their master of
public health (MPH), master of science (MS), or PhD in health policy and management degrees. A good deal of my
career has been spent explaining health information systems and technology to healthcare professionals, people, and
students—those proficient in elements of technology as well as those completely unfamiliar with HIS and technology
but expert in their chosen domain of health care such as nursing, medicine, management, quality, laboratory science,
finance, or other disciplines.

My favorite discipline has always been the clinical side of health care, because, well, that is what health care is
all about—caring for people who at a point in their lives find themselves vulnerable and in need of support, care,
therapy, and maybe a little education about how to better take care of themselves. This is my bias. As my dear mentor,
Dr. Paul Torrens, taught us at UCLA in the introductory course on the U.S. healthcare system, everyone has a bias,
and it is important to state what that is at the outset of a conversation, writing, or lecture, so that people can take that
perspective into consideration. The clinical side of health care is why healthcare organizations exist; the prevention
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ﬂ Preface

of disease and harm is the mission of public health. Such organizations do not exist to provide fabulous billing services to the
world or terrific strategic plans as a product. These functions in healthcare organizations are important, but they are support
roles, intrinsic to success but ancillary to the real purpose of healthcare organizations and public health—namely, to provide
high-quality health care to patients in the practice of medicine as well as public health services to citizens and populations in
the pursuit of health.

This text, then, is about HIS and technology for health care and public health. It is also about making this complex,
potentially overwhelming topic simple. Because curricula in universities and training programs for the health sciences, medi-
cine, nursing, computer science, and other disciplines that lead to careers in health care, medicine, and public health have
not included information technology courses until very recently, most people working in healthcare organizations and public
health institutions today had absolutely no education or formal training in HIS. And yet, these are exactly the same people who
are being asked to make the transformative change using HIS—to take the big leap into implementing disruptive technologies
into their clinical and business environments, all while taking care of sick and injured people. This is a tall order, and it can be
very stress inducing without proper support and clarification along the way of “what we are doing and why we are doing it.”
In fact, computerization of healthcare organizations and public health entities does not need to be a mystery, nor does it need
to be as high risk as is it when those entering the process do so without education in the fundamentals of planning, selecting,
implementing, using, and reaping the benefits of HIS and the data, information, and knowledge it can produce. My goal in this
text is to give you a fundamentals playbook, thereby making HIS and technology more than the “black box” that it seems to so
many otherwise highly qualified healthcare professionals or students whose goal it is to understand and work in health care,
health policy and management, and public health someday.

This text is also intended for those new students who are just preparing for their careers, as they launch into whatever
orbits their professional life takes them. Younger students, of course, have the advantage of having grown up with technology
as part of their everyday existence, which definitely gives them a leg up in learning about it. But readers should not think that
just because smart phones or laptop computers are easy and intuitive for them to use, they do not need to learn the funda-
mentals of planning, selecting, implementing, managing, and using the large HIS that guide organizations small and large. The
disciplines of HIS, informatics, and data management are essentials of healthcare management, the new practice of medicine,
and public health initiatives, and these are quite different from using personal computing devices whose applications and func-
tions are integrated at the factory. We are counting on you! Young people starting out in their careers—along with experienced
professionals broadening their perspectives, knowledge, and marketability—can carry the day into a better, more cost-effective
healthcare and public health future. This future will be enabled by innovative uses of HIS and emerging health technologies
that can help us take care of patients more effectively in our hospitals, clinics, and physician practices, and help people stay
healthier and safer in their daily lives.

Industry by industry, segment by segment, and organization by organization, the key principles of HIS strategy, planning,
management, and implementation (and key principles for computer systems) are very nearly the same, no matter which types
of systems or technologies or organizations are involved. By focusing on fundamentals, guiding principles, management issues,
and proven methods, you will be well equipped to deal with HIS selection and implementation projects in your department or
organization. My goal is for you to feel confident with your grasp of this subject—HIS—and the health information systems
and technology aspects of your professional role. Whether HIS is your primary focus or is secondary to your role, you will
need it to do any job in health care and public health. The firmer your command of the basics of HIS and technology, the more
qualified you will be for any new job or opportunity in which you find yourself and that ignites your professional passion. This
is true regardless of the specialty, domain, department, function, or type of healthcare organization in which you work.

The truth is that no matter which area of healthcare practice you enter—such as project management, nursing, medicine,
finance, operations, public health programs and outreach, health education and health promotion, policy, or another role—
your job will include health information systems—based and technology-related responsibilities. It will be incumbent upon you to
implement systems in your department, function, or organization throughout your career. It is much better to have a handle on
the basics and key principles of HIS, so that you will be confident and proficient in those duties. By knowing these principles,
you will be able to volunteer for the next HIS implementation project in your organization with conviction—and know that by
understanding the basics of technology, you will be able to quickly pick up the technology specifics relevant to each new project.
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Some readers may become so enamored with HIS at this level that they are spurred to go further and specialize in this
area. I am here to share a simple message: You can do it! With emerging education and training programs in IT and a growing
number of programs specializing in HIS, plus growing numbers and types of professional and entrepreneurial opportunities,
you can make this your career if you so choose. The sky is the limit. Opportunities abound for productive, exciting, and well-
paying careers in HIS for the long haul. In whatever area you choose to invest your education and training, HIS and technology
will simply make you more proficient in that discipline, better able to innovate compete and reinvent yourself, more valuable
to the organization, and more qualified for a wider range of opportunities and responsibilities. The more you know about HIS
and technology, the better.

Now that you've had this heartfelt pep-talk, we will move on to a quick review of the key topics of Essentials of Health
Information Systems and Technology.

ORGANIZATION OF THIS TEXT

This text is organized into sections that follow the HIS model presented in the HIS Scope, Definition, and Conceptual Model
chapter and used throughout the text as a conceptual model for framing and organizing the materials and principles intro-
duced. With a picture in your mind of how the various pieces and principles fit together, you will gain confidence in your
overall understanding of the many facets of HIS and technology, which in turn will make a lifetime of learning about this area
much easier for you from this point forward. I guarantee you will understand something that the majority of people in your
organization do not, which provides you with a tremendous opportunity to be a leader in your healthcare career no matter
where it takes you.

The first section, Understanding Health Information Systems and Technology, begins with the Alignment: Health Information
Systems and Technology and Current Challenges in Health Care chapter, which explains why HIS and technology matter so much
in health care and public health today. Topics include HIS’s relationship to primary issues in health care today, health care cost
and quality, motivations for today’s emphasis on HIS, the role of the U.S. government in HIS in health care and public health
today, changing consumer expectations, uses in other countries, opportunities for research and policy making, and relevance
to the public’s health. The HIS Scope, Definition, and Conceptual Model chapter presents the HIS model and lays out the types
of settings in which HIS and technology are used.

The second section, Systems and Management (the first sphere of the HIS model), addresses planning, managing, and
implementing HIS and technology. It begins with the Health Information System Strategic Planning chapter, which presents a
conceptual HIS planning framework. I had the good fortune to be introduced to this planning tool early in my career, thanks
to the transformative work of Jay McCutcheon and Bart Neuman, pioneers in HIS planning and strategy. I have used this HIS
planning framework during my entire career, including now as I teach what I have learned over the years. It seldom fails to
make the proverbial light bulb come on for my students, as I explain it and their eyes brighten and they smile, which tells me
they now grasp a clarifying construct for understanding how all these different types of systems and technologies fit together,
just as I did when I learned this timeless concept early in my career.

The HIS Application Systems and Technology chapter walks you through the basics of software systems and technology. It
was written by the skillful hand of James Brady, a stellar expert in the technology and security of HIS. This chapter covering
the basics of technology may seem a bit daunting but take a deep breath and jump in—you will gain so much by doing so.

The Managing HIS and Technology Services: Delivering the Goods chapter teaches you about managing people, projects, and
processes of HIS and technology. The Implementation chapter introduces you to the exciting and challenging world of selecting
and implementing systems—a topic essential to anyone who actually wants to put these new systems to work in an operational
environment. Implementation is exciting work, but definitely not for the faint of heart; it is rewarding because you will use
everything you have ever learned every single day of an implementation project.

The last chapter in this section is Leadership and Adoption of HIS and Technology, in which you are introduced to HIS lead-
ership methods and roles, and the interesting tale of adoption of new technologies in health care and generally in organizations
of any type.

The third section, Understanding Health Informatics, begins with the Health Informatics chapter. This chapter familiarizes
you with various types of health informatics and roles for informaticists, such as in medicine and nursing; relates HIS and
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ﬂ Preface

technology to Donabedian’s health care quality framework including structure, process, and outcomes; and delves into the
unsettling but important topic of unintended consequences of implementing HIS in healthcare organizations.

Penned by the pragmatic and knowledgeable Ric Speaker, the Data chapter explores the vital world of data, and discusses
sources and characteristics of data, “Big Data,” data stewardship and management, data challenges, and data security and pro-
tection. The importance of understanding and appreciating the essential topic of data when learning about HIS and technology
cannot be overemphasized—at the end of the day, it is always about the data.

The Business and Clinical Intelligence chapter covers an area of enormous interest—the use of systems and their data for
secondary uses that give us insight into the details and evidence regarding what we do clinically and in the business of health
care. This exciting world of analytics—retrospective, real time, and predictive—creates new knowledge for the purpose of
improving health outcomes.

The next section, Research, Policy, and Public Health, contains the HIS and Research, Policy, and Public Health chapter. It
discusses uses of HIS for research, including roles of universities, government, private foundations, and reporting organizations
in that worthy cause. The relationships of HIS and technology to policy and public health are examined as well.

The final section, New Directions for HIS and Technology, includes the What Lies Beyond the Current State of HIS and
Technology? chapter, which explores the trajectory and potential future paths of emerging technologies and their application
and use in health care and public health. eHealth, mHealth, uses of social media, personalized health care and medicine, and
telemedicine are discussed, followed by an introduction to some of the issues and ethical dilemmas associated with ubiquitous
use and access to data for purposes of health care and public health, including the dynamic tension between security and pri-
vacy of information versus access.

I have put my heart and soul into Essentials of Health Information Systems and Technology, just as I always have into the
work experiences, mistakes, and lessons learned that are contained within this text. I hope you like it; but more importantly, I
hope you find it useful and can apply what you learn here as you pursue the path in health care that ignites your passions. As
I tell my students in the classroom, I share the mistakes I have made and the lessons learned from those experiences, so you
can go into your careers equipped with that knowledge—and make new mistakes and learn a fresh set of lessons on your own!

Jean Balgrosky
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Essentials of Health Information Systems and Technology is intended as a basic but thorough introduction to a complex
and intimidating topic. It is intended to take the mystery out of a subject that some people find exciting but others
feel they cannot master because it is too highly technical.

Jean Balgrosky brings to health information systems (HIS) and technology her extensive experience implement-

ing health information systems at Scripps Health and Holy Cross Health System (now Trinity Health) and her ongoing
experience studying and teaching about health information systems at the University of California, Los Angeles. Her
experience places her in a unique position to understand and teach both the theory and the practice of health informa-
tion systems and technology. As she writes in the Preface: “A good deal of my career has been spent explaining health
information systems and technology...”. This will be obvious as you read the book.

Essentials of Health Information Systems and Technology is an important addition to our Essential Public Health
series. This text emphasizes key concepts as well as many specifics about health information systems and technology.
Once these concepts are understood, such as the need to match the structure of the HIS to the structure of the organi-
zation, the architecture of the HIS system becomes much easier to understand. It is then far easier to “get it” in terms
of the types of technology that are a “fit” for various organizational or information scenarios.

This text provides substantial information about and clear explanations of the key technologies used to create sys-
tems and networks for healthcare and public health purposes. The concepts are presented without assuming extensive
background, using an easily accessible approach. The text is ideal for use in introductory courses without prerequisites.
Understanding the concepts is key because the applications are sure to change—and change rapidly—in the coming
years. If you understand the essential components of technology such as hardware, software, networks, and mobile
devices, you do not need to be a technical expert. You can focus on the basics, and then learn the technology specifics
necessary for each project.

Therefore, the key principles are the focus of this text, which highlights HIS and technology planning and strategy,
architectures, implementations, and uses, with accessible explanations and examples. Successful systems implemen-
tations are the result of cooperation and collaboration between the many different types of expertise found in any
health enterprise. This is true whether one is selecting and implementing a new electronic health record system for a
community clinic or a complex multihospital system, or designing and implementing new early-warning surveillance
capabilities for public health agencies around the country, or using social media and smart phones to reach out with
important health-related information to difficult-to-access rural areas.

The world of HIS and technology is an exciting, interesting, sometimes frustrating, and hopefully rewarding arena
of possibilities and promise for making health care and public health safer, more accessible, and more effective. But
it is not without its risks and unintended consequences. The proper attention is needed to determine the appropriate
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ﬂ Prologue

amount of change introduced at once. In addition, a balance must be struck between offering access to information and pro-
tecting the privacy and security of sensitive information on individuals. This text addresses these more caution-laden concepts
so as to develop a realistic perspective of what it takes to implement systems and technology successfully.

New systems are not magic, and the benefits we hope to achieve from their use do not happen just by pushing a button.
These systems and the data they produce must be carefully stewarded to ensure positive results and the avoidance of new prob-
lems that can result from improperly implemented or managed systems. The future of HIS and technology is unfolding, limited
only by our imaginations and our will to adapt our systems and work methods carefully, creatively, and productively. Essentials
of Health Information Systems and Technology will guide your way into this emerging world and help you cope and contribute.

Richard Riegelman MD, MPH, PhD
Series Editor

9781449647995_FM_Printer.indd 16 @ 03/07/14 10:32 AM



Essentials of Health Information Systems and Technology is a labor of love stemming from the challenging, exciting,
complex area in which I have spent my career. As a chief information officer (CIO), educator, and bootstrap entre-
preneur doing and managing information systems and technology in health care, sharing what I have learned over
the years has always been a goal of mine. I have had the privilege and pleasure of teaching this subject for the past
6 years to the outstanding graduate and extension students at University of California, Los Angeles’s Fielding School
of Public Health, who have provided valuable feedback and input regarding ways to introduce key HIS concepts and
subject matter. These students and colleagues, along with the many people with whom I had the privilege of working
throughout my career at Scripps Health, Holy Cross Health System, Peat Marwick, and UCLA, have been instrumental
in shaping the approach I have taken in explaining the essential elements of this complicated topic, any one of which
could be a book in itself. I am grateful for these many experiences and interactions, just as I am for the encouraging
words from my students, colleagues, and mentors.

I have attempted to weave connections between all types of health information, whether initially produced in a
healthcare organization, for public health purposes, or by an individual. Previously separate areas of our health world
are converging as we embrace use of mobile technologies, the Internet, and e-commerce in healthcare and information
technology innovation. This brings hospitals, physician offices, and other healthcare delivery settings in touch with
public health needs, prevention, and population health management, reflecting the true focus of our greatest needs
in health care today: improving quality and health status, becoming more cost-effective, and preventing and revers-
ing troubling trends of increasing epidemics of illness associated with behaviors, the environment, and daily lifestyle
habits.

I owe my passion for connecting these two worlds to my education and training at UCLA’s Fielding School of
Public Health, and to several people in particular. In my early days as an undergraduate, Miss Olive Johnson, a health
information leader with a vision that was well before her time, provided me with mentorship and foundational educa-
tion in medical record science as an undergraduate, then welcomed me back as a graduate student during a challeng-
ing time in my life to get my master’s degree in health information systems management. She gave me an opportunity
that forever favorably altered my life. Dr. Ray Goodman awarded me a scholarship that sustained me and my daughter
through my days as a graduate student and single parent. He had the foresight to anticipate the emerging importance
of health information systems and the need to prepare qualified graduates in this area. I would also like to thank Dr.
Jonathan Fielding, who sponsored me in my Masters internship into the PhD program and who has been an advocate
for my studies and work ever since. Since my undergraduate days, Dr. Paul Torrens has provided me with enthusi-
astic encouragement in my studies and work in health information systems and technology as well. To this day, Drs.
Fielding and Torrens are my mentors, colleagues, and friends. Dr. Jack Needleman has served as the chairperson of my
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