






it could get individuals to avoid certain foods by manipulat-
ing them to believe a lie—that those foods had actually made 
them sick when they were young. It could also lead individu-
als to eat asparagus by convincing them to believe falsely that 
they had once really liked asparagus.43 These experiments 
thus involved creating false bad memories of unhealthy foods 
to avoid and false good memories of healthy foods. In one 
experiment, Loftus and colleagues had 131 students complete 
forms that indicated their food experiences and preferences; 
these forms included some questions about strawberry ice 
cream. These students then received a fake computer analy-
sis of their forms that allegedly indicated what they really 
and truly liked and disliked. However, the computer reports 
for 47 of the students indicated, again falsely, that they had 
been sickened by eating strawberry ice cream when they 
were young. Later, close to 20% of these students indicated 
on a questionnaire that strawberry ice cream had made them 
sick, and that they were not going to eat it in the future.43 
However, for whatever reason, researchers were not able to 
engender false beliefs about the consumption of chocolate 
chip cookies and potato chips!43 Moreover, it is not known 
how long such false memories endure. However useful the 
creation of false memories might be in engendering healthy 

represented in the advertisements noted above and in poli-
cies such as increased taxation of cigarettes, often have the 
effect, if not the intention, of stigmatizing smokers as well 
as smoking, and this can lead to smokers becoming targets 
of resentment and hostility.42 In the U.S., smoking is more 
prevalent among lower socioeconomic groups, and ethical 
questions, including questions of justice, arise about stigma-
tization of socially vulnerable persons. Similar points apply 
to teen pregnancies, where there is the additional problem of 
effectively stigmatizing the conduct of males—the focus has 
been primarily on teen girls who become pregnant.

For all efforts to persuade or motivate through the pre-
sentation of information, in whatever form, a fundamental 
ethical requirement is truthfulness, a component of one of 
our GMCs (#8). Indeed, one possibility not included in the 
Intervention Ladder would not be ethically justifiable in the 
pursuit of public health—the manipulation of information 
through deception or lying. Some manipulations that might 
be effective would simply not be ethical. For instance, exag-
gerating risks could motivate behavior. Or, to take an even 
more dramatic example, manipulating persons’ memories, 
by creating false beliefs, may be effective in behavior modifi-
cation in some contexts. One team of researchers found that 

Figure 2.2  A Tip from a Former Smoker (CDC advertisement)

In March 2012, the Centers for Disease Cont rol and 
Prevention ( CDC) “launched the �r st-ever paid  
national to bacco education campaign —Tips From 
Former Smok ers (Tips).”  This campaign seeks to  get 
people to  quit smoking “b y highlighting the to ll that 
smoking-r elat ed illnesses take on smokers and their 
loved ones.”  These “har d-hit ting ads showed people 
living with the re al and painful consequences of  
smoking. Many of  the people fe atur ed in the ads 
star ted smoking in their early t eens, and some were 
diagnosed with lif e-changing diseases be fore they  
were age 40 . The ads featur ed suggestions or ‘ tip s’ 
fr om former smok ers on how to  get dr essed when you 
have stoma or arti�cial limb s, what sc ars fr om heart 
surgery look like,  and reasons why people have quit 
smoking.” T he accompanying print adv ertisemen t— 
ther e are also videos—presents Terrie , age 52 , from 
North Carolina, whose throat c ancer is blamed on 
smoking that led to  a laryngect omy. According to  the 
CDC, the effect of  the Tips  campaign was “immediat e 
and int ense.” 
See http:// www. cdc.gov/ tobacco/campaign/ tip s/about /c ampaign-overvie w. html

Reproduced from: CDC. Tips From Former Smokers: Terrie’s Story. http://www.cdc.gov/tobacco/campaign/tips/resources/ads/tips-2-ad-terrie-full.pdf. 
Accessed June 27th, 2013.
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allows the next of kin to donate the decedent’s organs if he 
or she did not indicate an objection to donation). By con-
trast, in an “opt-out” system, which is common in Europe, 
an individual’s nonobjection to organ donation while alive 
will be counted as consent to organ donation after his or 
her death. In both systems, a little effort will be required to 
take an action that differs from the default. In an “opt-in” 
system, the default is nondonation unless the individual takes 
an action to signify donation; in an “opt-out” system, the 
default is donation unless the individual takes an action to  
indicate objection to donation. In either system, the final 
decision about organ donation rests with that individual—he 
or she has the liberty to say “yes” or “no” to organ donation. 
An Institute of Medicine Committee on Increasing Rates of 
Organ Donation held that in order for an “opt-out” policy of 
organ donation to be ethically acceptable, there must be public 
understanding and clear, easy, nonburdensome, reliable, and 
widely available ways for individuals to indicate their refusal.45 

In this regard, Thaler and Sunstein argue that if an 
intervention is to count as a “mere nudge,” it “must be easy 
and cheap to avoid.”39 (p. 6) While placing fruit at eye level in 
a school cafeteria nudges students to select the fruit, rather 
than something else that is also available, a school’s ban 
on junk food would not count as a nudge.39 Furthermore, 
“nudges”—e.g., guiding behavior by changing the default 
policy—need to be distinguished from interventions that 
significantly change individuals’ “economic incentives.”39 (p. 6)  
Hence, there is often an important distinction between 
changing the default option and taking the next two steps 
on the Intervention Ladder: guiding choice by incentives or 
by disincentives, at least if these incentives or disincentives 
are significant. To be sure, setting the defaults in certain 
directions works in part because of the “costs” involved in 
taking the nondefault option, such as signing a donor card or 
registering as a nondonor. Often there are also cognitive and 
psychological costs, but they too must be low for the altered 
default to count as a nudge.39

The next rung (#5) on the Intervention Ladder is guid-
ing choices by incentives. For instance, in securing the com-
pliance with DOT by a person with tuberculosis, it might be 
possible not only to enable his choice by providing vouchers 
for transportation but also to motivate compliance by pro-
viding incentives, such as money he can spend however he 
chooses. In addition, there is evidence (discussed elsewhere) 
that incentive awards to clients or families can effectively 
increase rates of vaccination. 

While some view the use of incentives as potentially 
coercive (“Cash might coerce some people into chang-
ing behavior….”46), others insist that providing incentives 

behavior, it transgresses important ethical barriers and vio-
lates respect for persons, their dignity, and their autonomy. 
It would be morally perilous for a democratic society even to 
contemplate such manipulations as options.

The third rung on the Intervention Ladder is to enable 
choices. Individuals may not pursue healthy options for 
themselves or for others because of the difficulties of doing 
so, perhaps because of a lack of capacity or resources to 
carry them out or because of the costs of doing so. Consider 
a person who has tuberculosis and for whom the recom-
mended approach is Directly Observed Therapy (DOT) for 
treatment until noncontagious or cured. One way to secure 
the person’s compliance with DOT may be to enable his or 
her choice by providing vouchers for transportation to a 
center for DOT. Reducing parents’ out-of-pocket costs for 
their children’s recommended vaccinations has also been 
effective in the U.S. Other examples include providing free 
fruits in school cafeterias, funding participation in “stop 
smoking” programs, and building lanes for bicycles.38 This 
rung on the Intervention Ladder poses no ethical concerns 
from the standpoint of respect for autonomous choices and 
liberties; however, it may raise important issues of utility 
and distributive justice.

Guiding choices by altering the defaults (step #4 on the 
Intervention Ladder) is an often effective way to shape con-
duct without undermining individuals’ liberty to choose.44 It 
is a “nudge” that leaves the final choice with the individual. 
In Nudge: Improving Decisions about Health, Wealth, and 
Happiness, Thaler and Sunstein define a “nudge” as “any 
aspect of the choice architecture that alters people’s behavior 
in a predictable way without forbidding any options or sig-
nificantly changing their economic incentives.”39 (p. 6)

More broadly, “choice architecture” organizes “the con-
text in which people make decisions,” and it is ubiquitous 
and never purely neutral.39 In reviewing and evaluating a 
proposed policy that would affect persons’ decisions in one 
direction or the other, we may worry about whether a nudge 
is warranted. However, even if unnoticed, the existing policy 
itself constitutes a “choice architecture” that affects indi-
viduals’ decisions. For instance, if the U.S. were to attempt 
to increase the supply of organs available for transplantation 
by adopting an “opt-out” policy, it would not be establishing 
a “choice architecture” where none existed. Rather, it would 
be replacing one kind of “choice architecture” with another. 

The current U.S. policy for obtaining organs for trans-
plantation is an “opt-in” policy: If individuals while alive 
do not take steps, such as signing a donor card or checking 
“donor” on their driver’s license or entering a donor regis-
try, they will not be considered donors (although U.S. law 
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Elsewhere, we will consider the use of monetary sanctions, 
such as the distribution of fewer food vouchers, following 
parental or guardian failures to adhere to the schedule for 
their children’s vaccinations. While there is some evidence 
that these disincentives were effective in the short run, major 
concerns arose about justice and fairness in the distribution 
of burdens and benefits and about the harm to the children 
who may have been deprived of needed food (see Chapter 7).

The Intervention Ladder’s penultimate rung is restrict-
ing choice. The Nuffield Council gives examples of regu-
lating so as to restrict the options available to consumers 
by requiring the removal of unhealthy ingredients from 
foods.38 Another example is New York City Mayor Michael 
Bloomberg’s proposed ban on the sale of sugared drinks over 
16 ounces in certain contexts. This ban would restrict and 
constrain individuals’ choices about drinks but, in the final 
analysis, would not totally rule out those choices, because 
individuals could simply buy more than one smaller-size 
beverage. However, they would end up paying more—
another disincentive. The final rung on the Intervention 
Ladder is eliminating choice. One example is forcible quar-
antine of people who have been exposed to certain infectious 
diseases or forcible isolation of people who have begun to 
show the symptoms of those diseases. 

The Nuffield Council’s Intervention Ladder does not 
use the label of coercion for any of its steps, and most of the 
interventions listed are not properly considered coercive. 
Some of them may be ethically problematic or even wrong 
in some circumstances for other reasons. Nevertheless, some 
forms of the final three interventions are or may be coer-
cive. The paradigm situation of coercion is evident when 
the robber confronts the victim: “Your money or your life.” 
Years ago, a notoriously stingy comedian could garner some 
laughs by saying, “Let me think about it.” This is a coercive 
situation, but many of the actions that influence choices  
one direction or another are not coercive, even though care-
less discussants may label them as such. 

The term “coercion” has been overused and overextended 
in critiques of different interventions in public health as well 
as in critiques of policies, practices, and actions in therapy and 
research. Hawkins and Emanuel offer a helpful examination 
of this often misused concept. For them, “coercion involves a 
threat that makes a certain choice irresistible.”47 Their further 
explication softens the notion of irresistibility: “A person 
is coerced when her choices are unfavorably narrowed by 
someone who is trying to get her to do something she would 
not otherwise do.”47 An intervention can be unsuccessfully 
coercive or incompletely coercive—in that the coerced choice 
turns out not to be an irresistible one after all. 

cannot be considered coercive because it expands rather 
than restricts options.47 We take the latter perspective, but 
we concede that providing incentives can still be morally 
problematic in some circumstances. On the one hand, if the 
amount of the incentive falls below an acceptable threshold 
it may be exploitative in that it takes unfair advantage of a 
person’s situation. On the other hand, if the amount is too 
large, it may constitute an undue inducement. 

Still another concern is the stigmatization associated with 
conditional cash transfers—i.e., conditional on behavioral 
changes—directed at disadvantaged persons. Some also argue 
that cash payments can change behavior without making 
behavioral change a condition for the transfer; they contend 
that payments to poor mothers generally end up being used 
for their children’s health and well-being.46 Even defenders lay 
down some stringent requirements for justification of incen-
tives for people to care for their health: “They should be used 
only when the program is likely to do more good than harm 
to disadvantaged individuals, taking account of compliance 
costs, stigma, and stress to recipient; the behavior change is 
sufficiently verifiable to deter fraud and gaming; and the pro-
gram is likely to be cost effective, taking account of all benefits 
and costs, including administration and monitoring.”48

Critics also register their concern about the deleterious 
impact of incentives on a person’s character. Incentives are 
directed at conduct not character, but some worry that they 
may also damage character. “Incentive programs,” Ruth 
Grant argues, “ought to come with a ‘caution’ label” because 
they “have been shown repeatedly to undermine motivation 
and performance, as well as to corrode character.”49 (p. 122)  
Furthermore, their effects tend to be limited to the short 
term.49 However, if the short-term public health goal is to 
get parents to have their children vaccinated, then the use 
of effective financial incentives may be more important (for 
the children and for others) than strengthening the parents’ 
character or other long-term goals. 

The next rung on the Intervention Ladder is guiding 
choices through disincentives, especially but not only financial 
disincentives. Obvious examples include increasing taxes on 
cigarettes to discourage smoking, or fining people for failing 
to get recommended vaccinations—the last was the penalty in 
the famous early 20th century case Jacobson v. Massachusetts. 
Depending on the kind and level of the disincentive involved, 
disincentives can be effective in some circumstances. In the 
U.S. we do use (and generally find acceptable) the non-
monetary disincentive or sanction of not allowing children 
to attend school if they have not had certain vaccinations. 
In addition to being a disincentive or sanction, this also 
functions to protect other children in the school context.  
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population health, financial and other costs to the society, 
and the individual’s own welfare. The heading for this section 
is “paternalistic interventions,” but an equally good heading 
would be “paternalistic reasons for interventions.” 

Paternalistic actions have two characteristic features: 
(1) they aim to protect or promote the welfare of individu-
als themselves (rather than others or the society), and (2) 
they seek to accomplish this goal by overriding some of the 
individuals’ choices and actions.51,52 The metaphor back of 
paternalistic actions is that of father-child relationships, 
particularly as those relationships were portrayed in the late 
19th century, when the term paternalism appeared. This 
metaphor was alive in the language of “paternal government” 
that John Stuart Mill and others used to criticize governmen-
tal policies even before the term “paternalism” came on the 
scene.53 (p. 94) It still accurately describes the rationale for some 
interventions by public health officials, physicians, and oth-
ers, but it is normatively problematic because it highlights 
the value of benefiting the individual while obscuring or 
downplaying the principle of respecting their autonomous 
choices and liberties. 

We need to distinguish weak and strong paternalism, 
a distinction apparently first drawn by Feinberg and sub-
sequently developed by others.54 (The terms soft and hard 
are also sometimes used in their place.) In strong pater-
nalistic actions, the intended beneficiary is a person who 
is considered to be autonomous or substantially autono-
mous but whose choices and actions put him or her at risk. 
Such actions infringe the intended beneficiary’s autonomy, 
and, hence, are at least presumptively wrong. As Ronald 
Dworkin suggests, paternalistic interventions are disre-
spectful, demeaning, and insulting to the beneficiary whose 
autonomy they violate.55 (pp. 262–63) There are also consequen-
tialist reasons to challenge such paternalistic interventions. 
According to John Stuart Mill, “[t]he strongest of all the 
arguments against the interference of the public with purely 
personal conduct, is that when it does interfere, the odds are 
that it interferes wrongly, and in the wrong place.”53 (p. 78) For 
all these reasons, it is hard to justify taking the final three 
steps on the Intervention Ladder—the three steps that most 
compromise autonomy—to secure health and other benefits 
for the autonomous individual who resists those interven-
tions. By contrast, it is justifiable to take those steps under 
some conditions to protect or promote public health, as 
distinguished from the health of the autonomous individual. 
However, the “libertarian paternalism” advocated by Thaler 
and Sunstein accepts interventions below the top three 
rungs, which leave the individual free to resist and which 
can be more easily justified even for paternalistic reasons.39 

Coercive acts, Hawkins and Emanuel argue, have two fea-
tures. The first is the type of choice a coerced individual faces: 
narrowed, constricted options. This feature is not sufficient for 
coercion because not all situations of narrowed, constricted 
choice are coercive. For instance, an individual may face a set 
of choices that are all bleak or dire, such as deciding among 
(choice 1) extreme radiation or (choice 2) massive chemo-
therapy for a cancer that is likely to be deadly without treat-
ment (choice 3)—certainly a narrow set of options, but the 
individual may still make his or her own choice about which 
treatment to undertake, if any. A second feature is thus also 
indispensable for a situation to be coercive: others’ purposeful 
actions created the situation of narrowed, constricted choice.47 
An example might be confinement (or the threat of confine-
ment) of a person who is not complying with the therapeutic 
requirements for tuberculosis; such tactics represent a coercive 
effort to get him or her to comply. 

The top three rungs of the Intervention Ladder need 
to meet a higher bar of justification in light of the justifica-
tory conditions we identified (effectiveness, necessity, least 
infringement, proportionality, impartiality, all to be met in 
the context of public justification). And they can be met 
under certain conditions, as the examples suggest. We have 
also attempted to show in this section that many of the other 
interventions are often ethically justified but that they also 
frequently raise ethical issues that need to be addressed. 

Moreover, we should not overemphasize the limits 
placed on public health interventions by respect for autono-
mous choices and various liberties. These are important 
presumptive limits that may direct public health officials to 
find ethically preferable interventions rather than limiting 
potentially effective interventions. Furthermore, it is often 
important in public health to express community rather than 
merely to impose community. Certainly the imposition of 
community, in the sense of imposing communal obligations 
in the name of protecting or promoting public health, is 
ethically justifiable in some circumstances. Forcible isolation 
of an uncooperative patient with tuberculosis who is putting 
others at risk is a good example, as we have seen. However, 
in many contexts, expressing community and solidarity by 
providing resources and support may also be as effective—or 
even more effective—than imposing community through 
manipulation or coercion.50 

Paternalistic Interventions

Our examination of the Intervention Ladder used a vari-
ety of examples and arguments for and against different 
interventions in those examples. We did not distinguish the 
several types of reasons for those interventions: public health, 
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the strengths and weaknesses of different arguments about pro-
tecting individuals’ best interests, public and population health, 
and the public treasury. Most often paternalistic arguments 
will be mixed with other kinds of arguments as this example 
indicates—the reasons for intervention, in this case a coercive 
intervention, are directed at the individuals affected and at the 
impact their actions have on other individuals or on the society. 

Privacy and Confidentiality
In the context of public health as well as health care, 
the protection and nondisclosure of individuals’ personal 
information is an important—though nonabsolute—ethical 
obligation. Disclosures of a patient’s personal information 
by healthcare professionals without the patient’s authoriza-
tion may be decried as a breach of privacy, or as a breach 
of confidentiality, or both. There is a close relationship 
between privacy and confidentiality, but it is also essential 
to distinguish them. Despite their partial overlap in protect-
ing personal information, their differences also need atten-
tion. Privacy emerged centuries after confidentiality became 
prominent, but we will start with privacy because it is the 
broader category.

Privacy

We define privacy as a state or condition of limited access, 
including nonaccess, to a person.6 Access to a person may 
occur in any one of a number of ways—for instance, through 
looking at, listening to, or touching the person, or through 
receiving information about the person from others’ reports 
or from laboratory data. We follow Anita Allen’s character-
ization of four dimensions of privacy, each of which involves 
limited access to a person, and we add a fifth dimension: 
relational or associational privacy (Table 2.8).58

Informational privacy, which is most commonly empha-
sized in public health ethics, particularly in the context of 
surveillance, involves limited access or nonaccess to personal 

In weak paternalism, by contrast, the intended ben-
eficiary is considered to be nonautonomous or substantially 
nonautonomous. Consequently, his or her choices and 
actions do not warrant the respect and noninterference the 
autonomous person can claim. The principle of respect  
for autonomous choices and actions does not stand in the 
way of interventions to protect or promote the interests of 
the nonautonomous or substantially nonautonomous per-
son, who may have significant mental deficiencies, serious 
psychiatric problems, drug addiction, and so forth. Justice 
and fairness as well as public beneficence warrant such inter-
ventions. However, it is not easy in public health policy and 
practice to determine when people are substantially nonau-
tonomous and thus may be coerced for their own benefit—
for instance, is a person’s obesity the result of substantially 
autonomous or substantially nonautonomous choices?

Proponents of governmental interventions into per-
sonal choices and actions rarely defend those interventions 
as paternalistic, or at least as purely paternalistic. Usually, 
they argue that the interventions are also necessary to pro-
tect other individuals, the public health, public resources, 
particularly financial resources, and so forth. It is sometimes 
plausible, in view of public expenditures on health care and 
other goods and services, to point to the societal impact of 
individuals’ actions that may initially appear only to harm 
themselves. 

The debates about laws that require motorcyclists to 
wear helmets are instructive. Some arguments for mandatory 
helmet laws are clearly paternalistic—the goal is to protect 
the motorcyclists themselves. Other arguments seek, some-
times with difficulty, to demonstrate that motorcyclists who 
do not wear helmets increase risks and costs to others. For 
instance, they may create hazards for passing vehicles and 
may impose excessive burdens on rescue teams, physicians, 
nurses, and other health professionals as well as on medical 
institutions. The public may also complain about bearing 
some or all of the costs of the motorcyclist’s care. 

One report indicates that in 2010, “helmet use saved 
the lives of 1,544 motorcyclists, and an additional 709 lives 
might have been saved if all motorcyclists had worn helmets… 
Helmets are proven to save lives and money, and universal 
helmet laws are the most effective way to increase helmet 
use.”56 Another study similarly concludes: “Examination of 
individual state experiences with motorcycle helmet legislation 
demonstrates that universal motorcycle helmet laws effectively 
promote helmet use compliance, reduce morbidity and mor-
tality in motorcycle crashes, and lower the healthcare costs 
and associated societal burdens of these crash victims.”57 It is 
important to consider, in view of the best available evidence, 

Table 2.8  Dimensions of Privacy

Informational privacy

Physical privacy

Decisional privacy

Propriety privacy

Relational/associational privacy

Data from Allen A. Genetic privacy: emerging concepts and values. In: 

Rothstein MA (ed). Genetic Secrets: Protecting Privacy and Confidentiality in the 

Genetic Era. New Haven, CT: Yale University Press, 1997:31–59.
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personal identifiers, but public health surveillance sometimes 
requires individuals’ names or other personal identifiers for 
effective action. Tracking persons exposed to an infectious 
disease is one example. 

How strong or weighty are privacy and the right to pri-
vacy? As important as privacy and the right to privacy are in our 
society, they represent only one value or moral consideration 
among many. In considering public health tools and interven-
tions, privacy and the right to privacy set only presumptive, 
though nonetheless important, limits, and can be overridden 
when the justificatory conditions we have identified are met. 

Confidentiality

Confidentiality overlaps with informational privacy—both 
involve limited access to information about a person. While 
informational privacy has a more recent pedigree, emerging 
a little over a century ago, confidentiality is arguably one 
of the oldest and most prevalent rules in medical ethics. 
Confidentiality can be viewed as a way to protect informa-
tional privacy within a specific set of relationships. 

Suppose a person seeks health care and voluntarily 
enters into a relationship with one or more healthcare pro-
fessionals. That person willingly surrenders much of his or 
her privacy in order to gain the benefits of that relationship 
through accurate diagnosis, informed prognosis, and effi-
cacious treatment. In a confidential relationship in health 
care, the information generated about a patient is protected, 
within limits, by rules of confidentiality. A patient has rea-
sonable and legitimate expectations that the information 
generated in this relationship (generally) will not be dis-
closed to others without his or her consent or authorization. 
Of course, these expectations are set in different ways by dif-
ferent institutions, societies, and legal systems. For instance, 
a patient seeking care in a hospital can expect—and may 
even have explicitly or implicitly consented to—further 
disclosures of personal information to a variety of health 
professionals and ancillary staff contributing to her care. In 
addition, the law sets certain limits on these expectations, 
requiring healthcare professionals to disclose, depending on 
the state, epilepsy, gun-shot wounds, suspected child abuse, 
certain contagious diseases, and the like. Moreover, the 
Privacy Rule implementing the Health Insurance Portability 
and Accountability Act of 1996 (HIPAA) allows the disclo-
sure of personally identifiable health information for public 
health purposes even if the individual has not specifically 
authorized it.59

One big ethical question is where the legal and policy 
boundaries should be set for protected information in 
health care. Physicians and other health professionals have 

information and protection and nondisclosure of any per-
sonal information acquired by public health officials. Physical 
privacy concerns access to persons and their personal spaces, 
decisional privacy encompasses personal choices and zones 
or spheres of such choices, and propriety privacy includes 
property interests, such as interest in a person’s DNA or 
image.58 The fifth dimension of privacy, which we have added 
to Allen’s list, is relational or associational privacy. This last 
dimension includes various personal relations or associations 
with others as well as individuals’ decisions with others in 
those relations or associations. Examples include family life 
and friendship as well as less intimate associations. While 
identifying these various dimensions is useful, the lines 
between them are far from clear cut and impermeable. And 
there is substantial overlap between some of these dimensions 
of privacy and other moral notions, for instance, between 
decisional privacy and autonomy. 

Another valuable distinction is between having privacy 
and having a right to privacy. A person may have privacy—in 
the sense that others do not access that person in any of the 
several ways noted—without having a right to privacy, that 
is, a justified claim against others that they not infringe that 
person’s privacy. Conversely, a person may have a right to 
privacy but still lack privacy if others violate her right. Many 
factors may determine whether a person has privacy—per-
haps others are indifferent to her or have no effective way to 
access her, or perhaps they respect her enforceable right to 
privacy. Whatever the reason for a person’s state or condition 
of limited access, that person has privacy whether or not she 
has a right to privacy. 

Several dominant metaphors for public health surveil-
lance, an indispensable tool in public health, suggest its risk 
to privacy, especially informational privacy. Whether surveil-
lance is viewed as “the eyes of public health” or the “radar” 
for public health or a way to keep “a finger on the pulse of the 
health of a community,” it involves access to individuals or at 
least to information about them. Surveillance thus entails the 
reduction or loss of privacy at least to some extent. 

The distinction between anonymous (or anonymized) 
information and personally identified (or identifiable) infor-
mation is crucially important in analyzing and evaluating 
uses of surveillance as a tool in public health. Anonymous 
information does not sacrifice individual privacy, and thus 
does not create psychosocial or other risks for individuals 
from whom it is derived. Similarly, informational privacy 
is not threatened if personal identifiers have been removed 
and there is adequate security for the anonymized informa-
tion. Data for epidemiological purposes, such as determining 
pockets of influenza in different communities, may not need 
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This consequentialist argument does not establish how 
narrow or broad, how strong or weak, or how exception-less 
rules of confidentiality need to be in order to ensure effective 
health care. A version of the debate about such questions was 
evident in the legal decisions in the famous Tarasoff case and 
in the commentary surrounding that case.61 In this case, a male 
patient in therapy confided in his therapist that he wanted to 
kill a young woman who had rebuffed his romantic interest 
in her. The therapist was concerned enough that he alerted 
the university police, who, after talking with the young man, 
determined that he was not a sufficient threat to require fur-
ther detention. The therapist’s patient killed the young woman 
when she returned to the area. Her family filed a lawsuit con-
tending that the therapist did not do enough to prevent their 
daughter’s death and that he should also have warned the 
intended victim of his patient’s threatened violence. 

This lawsuit eventually led to a California Supreme Court 
decision on the bases and limits of rules of confidentiality.61 
In an important, precedent-setting opinion, the majority held 
that therapists have an affirmative obligation to warn the 
intended victims of a patient’s or client’s threatened violence, 
while the minority opinion rejected such an affirmative obli-
gation. Both opinions appealed to consequentialist/utilitarian 
arguments in assessing a rule that would require therapists 
to warn third parties based on information gained in the 
therapeutic relationship, thus breaching the confidential 
relationship. The consequentialist/utilitarian questions about 
rules of confidentiality include: Would requiring therapists 
to warn prospective victims in such cases save more lives? Or 
would a stronger protection of confidentiality save more lives 
by encouraging and enabling troubled individuals to disclose 
their deepest, darkest desires and fantasies so they could be 
effectively addressed in the therapeutic relationship? It is by 
no means clear which side has stronger evidence for these 
speculative consequences. 

A similar debate has surrounded rules of confidentiality 
in the care of HIV-infected patients who have sometimes been 
reluctant or even refused to disclose their positive HIV status to 
their sexual partners. On the one hand, there are concerns that 
specific, identifiable individuals might become infected because 
they do not know their partner’s positive HIV status and thus 
are unaware of some of the risks involved in the relationship. 
On the other hand, there are concerns that requiring healthcare 
professionals to warn sexual partners in such cases could lead 
people to avoid testing and thus prevent them from obtaining 
information, counseling, etc., that could help them protect 
their partners as well as themselves. In short, the debate con-
cerns which rule of confidentiality would save the most lives. 
This debate has shifted more in the direction of disclosure as 

considerably more latitude to disclose information without 
personal identifiers than information with personal identi-
fiers, such as name, social security number, etc. As we noted 
above, much public health surveillance, particularly for epi-
demiological purposes, can be conducted without personal 
identifiers. However, sometimes it is crucial to have access to 
personal identifiers—for instance, to determine the source of 
an outbreak of food poisoning. 

A further clarification of the distinction between pri-
vacy and confidentiality may be useful. Only someone who 
is in a confidential relationship with another person can 
infringe, breach, or violate that person’s right to confidentiality. 
Years ago, when newspaper columnist Jack Anderson reported 
that the well-known and controversial lawyer Roy Cohn was 
enrolled in a National Institutes of Health experimental trial 
of the drug AZT for the treatment of AIDS, critics charged 
that some healthcare professionals had violated Cohn’s rights 
of confidentiality and privacy by passing on this information 
to Anderson, who in turn had violated Cohn’s right to privacy 
by publishing it. Only those in a confidential relationship with 
Cohn could have violated his right to confidentiality or failed to 
protect his confidentiality; others not involved in a confidential 
relationship may have violated his privacy, but they could not 
have violated the confidentiality of the relationship.60 

In short, “[c]onfidentiality is present when one person 
discloses information to another, whether through words 
or other means, and the person to whom the information 
is disclosed pledges, implicitly or explicitly, not to divulge 
that information to a third party without the confider’s per-
mission.”6 (p. 318) If the patient from whom the information 
was derived consents to the release of that information to 
third parties, there is no breach of confidentiality. Consent 
to disclosure cancels the obligation to respect confidential 
information at least to the extent of the consent.

The presumptive duty to protect confidential informa-
tion thus hinges in part on the implicit or explicit pledge by 
the health professional or the larger context in which the care 
is provided, such as institutional or legal requirements. So it 
in part rests on promise-keeping. There are also other pos-
sible grounds for this duty. One of these is already evident: 
patients’ autonomy and their privacy rights. Another is based 
on the probable consequences of having rules of confidenti-
ality that patients can rely on when they seek help. Without 
a reasonable and legitimate expectation of confidentiality, 
within certain limits, people would be reluctant to yield their 
privacy to health professionals because of fears of harm, such 
as embarrassment and stigmatization, from unauthorized 
disclosures of their personal information. This reluctance 
would compromise effective health care. 
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along with ample illustrations of their implications for goals 
and means, programs and interventions, in public health. 
Some of these GMCs (e.g., utility and justice) serve as grounds 
for public health, while some serve as potentially limiting prin-
ciples (e.g., respecting autonomous choices and actions and 
privacy and confidentiality). The latter should not be viewed 
as mere obstacles, because in many contexts public health can 
best be protected and promoted by respecting autonomous 
choices, including liberty of action, or by guarding privacy 
and confidentiality. As the Intervention Ladder suggests, these 
presumptive obstacles may even lead us to find alternative 
interventions that are effective but that do not seriously com-
promise autonomy or liberty (or privacy or confidentiality, for 
that matter). Nevertheless, in some cases these GMCs remain 
obstacles, presumptive rather than absolute ones, which can 
sometimes be justifiably overridden in the name of public 
health, not as a vague category but as a specific set of concrete 
and important goals.

HIV/AIDS has come to be viewed as a “chronic” disease rather 
than a “lethal” disease as a result of advances in antiretroviral 
treatment—because of the need to start treatment as early as 
possible, because the disease is less stigmatized, and so forth. 

Physicians and other healthcare professionals may, in 
effect, find themselves in a public health role, with a public 
health task to discharge, when their patients are exposing 
others to significant risks, that is, a high probability of seri-
ous harm. They may, and sometimes should, breach con-
fidentiality in order to protect identifiable third parties at 
risk—for instance, in the case of a recalcitrant patient who 
refuses to inform his sexual partner of his positive HIV status 
and refuses to engage in safer sexual practices. The strategy 
proposed by American Medical Association’s Council on 
Ethical and Judicial Affairs for such a case is a reasonable 
one: “Physicians must honor their obligation to promote the 
public’s health by working to prevent HIV-positive individu-
als from infecting third parties within the constraints of the 
law.” It then indicates three interrelated steps the physician 
should take “if an HIV-positive individual poses a significant 
threat of infecting an identifiable third party.”62

Two of these steps—(a) and (c)—depend on what the 
law requires or permits and so raise again the question about 
which laws and policies are ethically justifiable. The other 
step (b)—“attempt to persuade the infected patient to cease 
endangering the third party”—does not indicate how far 
the physician must go to confirm the patient’s cessation of 
endangerment.

Conclusions
This chapter has explored four major clusters of GMCs: util-
ity; distributive justice; respect for autonomous choices and 
actions, including liberty; and privacy and confidentiality, 

Table 2.9  Steps Physicians Should Take when 
an HIV-Infected Patient Endangers a Third Party: 
Recommended by the AMA

(a)  notify the public health authorities, if required by law; 

(b)  �attempt to persuade the infected patient to cease 

endangering the third party; and 

(c)  �if permitted by state law, notify the endangered third 

party without revealing the identity of the source person.

Data from Recommendations in Code of Medical Ethics of the American Medical 

Association, 2010–2011 Edition. Chicago, IL: American Medical Association, 

2010;2:23 (issued June 2008), p. 127.
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Discussion Questions

•	 Do you believe that utility and egalitarian jus-
tice can be successfully combined in a system 
of substantive criteria and processes for triage 
in a public health emergency? If so, how? If 
not, what alternative do you propose? 

•	 Do you find any moral issues in the lower rungs 
of the Intervention Ladder? Do you agree that 
the higher rungs of the Intervention Ladder 
must meet a higher burden of justification? 

•	 What is your view about the use of stig-
matization and shaming in the context of 
campaigns to reduce teen pregnancies and 
cigarette smoking? 

•	 Define a paternalistic intervention and distin-
guish strong and weak versions. Can you think 
of cases in which strong paternalistic interven-
tions would be ethically justified? 

•	 What is the distinction between privacy and 
confidentiality? How much weight should 
they have when information about individu-
als could protect other individuals or public 
health?
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