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OBJECTIV

In this chapter you should gain an understanding of:

o The characteristics that permit fingerprints to
be used for personal identification

Methods used to develop latent fingerprints
Methods used to visualize fingerprints

« The classification of fingerprints

e The use of fingerprints for biometric
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Fingerprints

OBJECTIVES

In this chapter you should gain an understanding of:

+ The characteristics that permit fingerprints to
be used for personal identification

+ Methods used to develop latent fingerprints

+ Methods used to visualize fingerprints

+ The classification of fingerprints

+ The use of fingerprints for biometric
identification
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OU ARE THE FORENSIC SCIENTIST

As mentioned in Chapter 1, the smallest objects found as evidence a referred to as trace evidernce. These objects (i.
fibers, glass fragments, gunshot residue) are so easily transferred from\one individual to another that they may provide

evidence of association between a suspect and the victi

Because thiy are so readily transferred, investigators must

take great care to avoid losing or cross-contaminating this evidence.

Usually trace evidence is transferred from one object to another in a ocess referred to as direct transfer. On other
occasions, trace evidence is transferred from one object to another by way o}an intermediate object, in a process known
as secondary transfer. It also is possible that two or more intermediate obj
1t s important that investigators consider the possibility of secondary transf

Consider the following trace evidence, which was found at the scene of a \ourder. In the victin's room, where the
‘murder occurted, there is a fabric-covered chair. The suspect’s jacket and sweateNare seized from his apartment and ex-
amined for fiber evidence. The chair has fibers on it that match fibers from the j\cket and the sweater. The jacket has
fibers from the chair. The sweater does not have fibers from the chair on it.

1. Explain how the fibers might have been transferred.

2. Does this evidence prove that the suspect was in the victim's room more than on\e?

[lintroduction |

Physical evidence is merely one picce of the puzzle
when investigators are trying to solve a case. In
some types of crimes (e.g. homicide, sexual as-
sault), it may be the most important factor in proy-
ing the link between the suspect and the victim
Physical evidence may also be essential to prove that
the same suspect is linked t0 a series of incidents. In
other cases, the implications of the physical evi-
dence must be confirmed by the testimony of wit-
nesses and/or the confession of the suspect to
warrant a conviction. This chapter describes how
physical evidence is identified, classified, and then
presented 0 a court of law.

| |Types of Evidence

Four types of evidence are distinguished: testi-
mony, physical, documentary, and demonstrative
(WEXIEEE). The most common types of physical
evidence are listed in Because a crime
scene tends to include so many physical items, it is
impractical o treat cach and every object that is
encountered as evidence. Nevertheless, it is. ex-
tremely important to identify those items that might
provide significant probative information related
10 the crime. To do so, experienced investigators.

32 SECTION 1 Introduction to Criminalistics

TABLE
Types of Evidence
Type Definition

Tangible objet A weapon used to
that s, items that)  commit a crime;

Example

Physical
evidence.

and ot circu

Ploperty recov-
after a crim

Documentary  Any kind of writ-

evidence. ing, sound, or
video recording; its
validity s usually
authenticated by

Demonstrative  Real evidence used A cardboard

evidence o llustrate, model of the
lemonstrate, or crime scene
recreate a prior
event
Testimony. Evidence in the Eyewitnesses;
m of witnesses hearsay witnesses
speaking under character
oath in court witnesses

scans recorded carlier at the embassy abroad. If the
two finger scans match, the visitor s allowed to enter
the country. In addition, US-VISIT uses a biometric
digital photograph of the individuals face that is
matched by a federal agent at the border crossing.

The index finger scanning system included in
US-VISIT has been criticized because it is not
linked 10 the Federal Bureau of Investigation (FBI)
fingerprint files or the government terrorist watch
list file. Both of these databases rely on state-of-the-
art, 10-fingerprint systems, rather than just finger-
prints taken from the two index fingers. In
addition, the discrepancy in the number of finger-
prints found in the IDENT and FBI databases are
striking: The IDENT database contains fingerprints
for 15,000 suspected terrorists and their alleged as-
sociates and about 1 million known criminals or
deportees overall; the FBI fingerprint database con-
tains data for 47 million people. According to the
U.S. Justice Department, Homeland Security offi-
cials expected to check about 800 people out of the
roughly 118,000 visitors a day who should be
screened against the FBI database in 2006. The fail-
ure to check visitors' information against the much
more extensive FBI database suggests that the US-
VISIT program might inadvertently allow terrorists
10 slip into the United States.

Testimony of Document
Examiners

Testimony from document examiners has been ac-

cepted by the courts for almost 100 years. In 1989,

however, three law school professors—D. Michael

Risinger, Mark P. Denbeaux, and Michael J. Saks—

wrote an article challenging the use of expert hand-

writing testimony. These authors argued that
an

ad y
high error rate and that no evidence had ever been

presented proving that trained document examiners
would make fewer errors when examining docu-
ments than would nonexperts. This article had an
immediate effect, prompting courts to subject ex-
pert document testimony to more scrutiny and de-
fense atiomneys 1o more aggressively  challenge
expert document testimony. In a 1995 case, United
States v Starzecpyzel, the court ruled that the docu-
ment examiner provides technical—rather  than
scientific—testimony. This decision marked a major
turning point in how expert document testimony
was viewed under the Federal Rules of Evidence.

A subsequent study of the proficiency of docu-
ment examiners was published in 1997 (Kam,
Fielding, & Conn, 1997). It revealed that when
trained document examiners were compared with
nonexperts in terms of their proficiency in hand-
writing identification, the experts erred only 6.5%
of the time, whereas the error rate for nonexperts
was 38.3%. The nonexperts mistakenly matched
handwriting samples at a rate more than 5 times
higher than the experts did. In 2001, another study
by the same authors found that when examining
false signatures, trained document examiners had
an error rate of less than 1%, whereas nonexperts
had an error rate greater than 6% (Kam, Fielding,
& Conn, 2001). Thus, both studies demonstrated
that trained document examiners possess skills
that exceed those of nonexperts.

In 1999, the U.S. Court of Appeals for the 11th
Circuit upheld a ruling in United States v. Paul that
had admitted expert handwriting testimony In ad-
dition, it upheld the lower courts decision to ex-
clude the testimony of Mark Denbeau, who had
attempted to be qualified as a document expert
The court ruled that Denbeauxs education and
training as a lawyer did not qualify him to testify
about the reliability of handwriting examination
because he had no specific training or education in
handwriting examination.

violet or infiared light. Tnfrared photographs of ques-
tioned documents are commonly taken, even when

various types of light can help examiners identify writ-
ing imprints, altered writing, and writing that may
have been covered by paint.
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You are the Forensic Scientist: Realistic case studies and
accompanying discussion questions challenge readers to think
like a practicing forensic scientist.

Back at the Crime Lab: Summary of scientific principles and

procedures.

xiv
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WRAP UP

ARE THE FORENSIC SCIENTIST SUMMA

1. Section 215 of the USA Patriot Act allows the FBI to order any person or entity to tur over “any tangible things,”
50 long as the FBI “specifies” that the order is “for an authorized investigation . . . to protect against international
terrorism or clandestine intelligence activities.” Section 215 vastly expands the FBI's power to spy on ordinary peo-
ple living in the United States, including U.S. citizens and permanent residents.

a. The FBI need not show probable cause, nor even reasonable grounds to believe, that the person whose records

it seeks is engaged in criminal activity.

. The FBI need not have any suspicion that the subject of the investigation is a foreign power or an agent of a

foreign povier.

. The FBI can investigate U.S. citizens based in part on their exercise of First Amendment rights, and it can in-
vestigate non-U.S. citizens based solely on their exercise of First Amendment rights. For example, the FBI could
spy on a person because it doesn't like the books she reads, or because it doesn't like the websites she visits.
It could spy on her because she wrote a letter to the editor that criticized government policy.

d. Anyone served with Section 215 orders is prohibited from disclosing that fact to anyone else. The people who
are the subjects of the surveillance are never notified that their privacy has been compromised.
Yes, the police officer would be able to search the backpack under the emergency exceptions, plain view doctrine,

and open fields exceptions.

| I Chapter Spotlig

There are three types of WMDs: chemical, bio-
logical, and nuclear weapons.

Chemical weapons, which have the greatest po-
tential for terrorist use, are classified into six
categories: choking agents, blister agents, blood
agents, irritating agents, incapacitating agents,
and nerve agents.

TIMs, which are commonly used by the chemi-
cal industry, can be used as WMDs.

A point detector is a sensor that samples the air
around it.

The PID, SAW, and colorimetric tubes are all
used as point detectors for sensing chemicals
present in the air.

Standoff detectors are used to warn of clouds of
CWA or TIM approaching from a distance.

A “dirty bomb,” which is also known as an RDD,
uses conventional explosives to spread nuclear
contamination.
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RESOURCE REVIEW

Radioactive materials can emit three types of ra-
diation: alpha, beta, and gamma rays.

The amount of damage caused by radioactive ma-
terials depends on the type and penetration
power of the radiation, the location of the radia-
tion, the type of tissue exposed, and the amount
or frequency of exposure.

Radioactive contamination is detected by a
Geiger counter.

BWs disseminated through the air pose a threat
to the general public

Current biological detection systems that use
immunoassays or DNA-based technologies are
not as reliable as are chemical detection systems.

I

Alpha particle A radioactive particle that is a helium
nucleus.

Beta particle A radioactive particle that has proper-
ties similar to those of an electron.

Biological weapon (BW) Disease-producing microor-
ganisms, toxic biological products, or organic
biocides used to cause death or injury.

Blister agent A chemical that injures the eyes and
lungs and burns or blisters the skin.

Chemical warfare agent (CWA) A chemical used to
cause disease or death.

Choking agent A chemical agent that attacks the
lung tissue, causing the lung to fill with fluid.
Cholinesterase An enzyme found at nerve terminals.

Curie A unit of radioactivity.

Enzyme-linked immunosorbent assay (ELISA) A sen-
sitive immunoassay that uses an enzyme linked
to an antibody or antigen as a marker for the de-
tection of a specific protein, especially an antigen
or antibody. It is often used as a diagnostic test to
determine exposure to a particular infectious
agent.

Gamma ray A high-energy photon emitted by ra-
dioactive substances.

Geiger counter An instrument that detects and
measures the intensity of radiation.

Gray The new international unit that is intended to
replace the rad (I Gy = 100 rad)

Half-life The time required for half of the atoms
originally in a radioactive sample to decay.

Immunoassay A test that makes use of the binding
between an antigen and its antibody to identify
and quantify the specific antigen or antibody in
a sample.

Incapacitating agent A chemical that disables but
does not kill immediately.

Tonizing radiation Radiation capable of dislodging
an electron from an atom, thereby damaging liv-
ing tissue.

Nerve agent A chemical that incapacitates its target
by attacking the nerves.

Neurotransmitter A chemical that carries nerve im-
pulses across the synapse between nerve cells.

Point detector A sensor that samples the environ-
ment wherever it is located.

Rad Radiation absorbed dose; the basic unit of meas-
ure for expressing absorbed radiant energy per
unit mass of material.

Rem Roentgen equivalent for man; a dose of ioniz-
ing radiation.

Sarin A nerve gas.

Sievert The new international unit intended to re-
place the rem (1 Sv = 100 rem).

Standoff detector A sensor that reacts to distant
events or hazards and can be used to warn of ap-
proaching chemicals.

Synapse A narrow gap between nerve cells across
which an electrical impulse is carried.

Tabun A nerve gas.

Transmutation Conversion of one kind of atomic
nucleus to another.

Weapon of mass destruction (WMD) A weapon that
kills or injures civilians as well as military person-
nel. WMDs include nuclear, chemical, and biolog-
ical weapons.

Wrap Up: Each chapter concludes with answers to the case study, a chapter summary,
key terms, review questions, review problems, and suggestions for further reading
specific to the chapter’s subject matter.
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Preface

The criminal justice system has learned to rely heav-
ily on the analysis of physical evidence as scientific
procedures and methods have become increasingly
more reliable and telling than eyewitness testi-
mony. The influence of television programs show-
ing the use of highly sophisticated analytical
equipment to solve crimes has caused juries to
come to expect scientific evidence to be presented
in all criminal cases. Greater stress is now placed
on investigators to handle physical evidence in an
appropriate scientific manner for later presentation
in court. The introduction of DNA typing and data-
base matching have revolutionized how physical ev-
idence from the crime scene is processed. Forensic
investigators must process both a sound under-
standing of the scientific principles that underlie
the measurements they make and a keen knowledge
of how to locate physical evidence without disrupt-
ing any trace elements at the scene.

In many ways, the attacks of September 11,
2001, expanded the role of criminalistics from tra-
ditional examination of crime scenes and physical
evidence to assisting the Department of Homeland
Security in deterring terrorism. Threats of terrorism
from both within and outside of United States bor-
ders widen the scope of those working in the crim-
inal justice system. I have included sections of this
book that speak directly to these issues because of
the changed nature and role of criminalistics.

New laws passed since 9/11 have placed a pre-
carious balance between the rights and freedoms of
individuals and the protection of society as a whole.
This tension is evident when we are asked by politi-
cians how much personal freedom we are willing
to sacrifice in the name of national security. We now
stand in long lines to pass through extensive secu-
rity monitoring to board airplanes. We are limited in
what we can carry with us on these flights. We face
the potential of having out telephone conversations
recorded. We can even be questioned about the ma-
terial we check out of public and academic libraries.
While these issues are of great importance to the
individual, they are of even greater importance to
understand for those working in the criminal jus-
tice field.

There are no easy answers to these issues, but it
is the goal of this textbook to present information to
students to help them understand how forensic
measurements are made and to find a balance that
protects the individual and benefits society as a
whole.

| ]Organization

The organization and approach of this text differ in
several ways from other criminalistics books in-
tended solely for criminal justice students. It places



forensic science with the framework of the basic
principles of chemistry, biology, and physics and as-
sumes the reader has little or no scientific back-
ground.

The first two chapters introduce the student to
the crime scene and physical evidence. In Chapter
1, we learn to secure and document the crime scene.
Next, to collect, preserve, package, inventory, and
then submit evident to the crime lab. In Chapter 2,
common types of physical evidence are described,
and basic scientific principles familiarize students
with crime scene reconstruction. This early descrip-
tion of the many types of physical evidence found
at crime scenes not only establishes the impor-
tance of a careful methodical approach to the crime
scene but also gives students a firm foundation for
how this evidence will be used to reconstruct the
events that transpired during the commission of
the crime.

Chapters 3, 4, and 5 offer a solid introduction
to the core physical properties that are normally
used to examine trace evidence. Chapter 3 shows
how the physical properties can be used to charac-
terize evidence. Chapter 4 describes the many types
of microscopes used to examine fiber, hair, and
paint evidence. The addition of paint evidence is
new to the second edition and a response to re-
quests from users of the first edition. Chapter 5 de-
scribes optical physical properties, such as color and
refractive index, and how they can be used to char-
acterize glass evidence. Wherever possible in these
chapters, physical properties are discussed in the
context of characterizing physical evidence, build-
ing a bridge to understanding how patterns and
chemical and biological properties will be used to
characterize evidence in the chapters that follow.

Next, students are introduced to pattern evi-
dence. Chapters 6 covers fingerprints—their classi-
fication and the methods used to visualize latent
fingerprints. A new box in Chapter 6 describes the
new hand-held fingerprint scanners that search fin-
gerprint databases while wirelessly connected to the
Internet. The focus of Chapter 7 turns to questioned
documents, with discussion of handwriting, typed
and word processed documents, ink, indented writ-
ing, and security printing. Chapter 8 is devoted to
firearms and describes handguns, rifles, shotguns,
and submachine guns. Techniques used to compare
fired bullets and shell casings are described, as well
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as the methods used to restore obliterated serial
numbers.

We then focus on chemical evidence. Chapter 9,
which introduces readers to the periodic table and
inorganic chemistry, provides a useful introduction
to the examination of bullets and gunshot residue.
In addition, it provides a foundation for more ad-
vanced chemical principles that will be presented
in later chapters. Chapter 10 describes the chem-
istry of fire and introduces the student to organic
chemistry through a discussion of hydrocarbon ac-
celerants that are used by arsonists. In Chapter 11,
drugs of abuse are arranged by category and the
techniques used to detect them in bulk or in per-
son samples are described.

Chapters 12, 13, and 14 deal with biological
evidence. Chapter 12 describes how toxicological
measurements are made. Even if the measurements
are made after a person has died, they can often be
used to reconstruct events that transpired days be-
fore. Biological fluids, such as blood, semen, and
saliva are the focus of Chapter 13. Techniques used
to locate and characterize biological evidence are
presented, along with an introduction to DNA.
Chapter 14 presents the separation and characteri-
zation of short tandem repeats (STRs) by capillary
electrophoresis and how this information is used
to establish paternity and match offender profiles.

The final section of the text focuses on terror-
ism. Chapter 15, a new chapter added for the second
edition, describes computer forensics, cybercrime,
and cyberterrorism. Chapter 16 describes the con-
struction of explosive devices such as improvised
explosive devices and the methods used to test for
explosive residue. Chapter 17 presents the three
major types of weapons of mass destruction—
chemical, nuclear, and biological—and the tech-
niques being developed to detect these threats,
both point and standoff detectors.

| JCourse Use

Criminalistics: Forensic Science, Crime, and Terrorism,
Second Edition, offers the flexibility to tailor a course
to suit both instructors’ preferences and the needs
of particular audiences. The full text may be used
for a comprehensive two-semester course, or the
book may be broken down in several ways for a one-



semester course. The text is arranged in a traditional
format, beginning with the crime scene and physi-
cal evidence, followed by sections on trace evi-
dence, pattern evidence, and terrorism. Those who
have been teaching a one-semester criminalistics
course with a different text can use the first 12 chap-
ters of this text in sequence. Other options for a

one-semester course are to use the first five chap-
ters, followed by choices for the remaining chapter
depending on the teacher’s preferences. Those in-
structors who stress chemical and biological evi-
dence may choose to skip Chapters 6, 7, and 8.
Those wanting to stress terrorism may chose to
skip the first three chapters.
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