Chapter 13

Lab 1

Privacy, Confidentiality, Security, and Integrity of Electronic Data

This exercise can be done alone, in pairs, or in groups. Read each of the case studies below. 
For each one, decide whether the protagonists were careless, unethical, or committed a computer crime. The protagonists can be guilty of more than one thing in each example. Explain what can be done to prevent ensure greater computer security in the future.

1. 
The weather forecast predicted a major snowstorm would hit the next day. Kahlil, an investigator in the billing department of a health insurance company, prepared to work from home during the storm. He copied the records of 10 of the claims he was investigating on to his USB drive. He took the train home and looked forward to being able to sleep in the next day. When he got home, Kahlil realized that he had forgotten to log off his computer at work. He assumed only the building maintenance people would be there that night. They were bonded, and he had never heard of any problems with them. Kahlil decided not to call James, the person who maintained the server at night, and ask him to log him off his office computer. Kahlil enjoyed his day of working at home. A month later, Kahlil’s boss called him into the office and fired him. Someone stole the personal information off one of the claims Kahlil was working on and filed a false claim. The boss knew the claim was false because the original policyholder had died some months before. Was Kahlil careless, unethical, or guilty of a crime? What could have Kahlil done to keep the personal information from being stolen? 
2. 
Wanda, a nurse in the Mental Health Services department of City Hospital, had just finished settling Ms. Famous Actor into her private room. The paparazzi filled the hospital’s lobby, anxiously awaiting news about why Ms. Actor was there. There are guards posted outside Ms. Actor’s room. Wanda, and the other nurses on the floor, were instructed not to let anyone, other than themselves and Ms. Actor’s doctor, into the room. Wanda finished updating Ms. Actor’s records and got up to respond to the page from Ms. Actor’s room. She forgot to close the file on her computer. Wanda arrived at her station the next morning to find a copy of Rag Times on her chair. The front-page headline read “Ms. Famous Actor in Rehab after Overdose.” Mr. Director called Wanda into the office for an explanation. Wanda could not think of anything unusual she had done that day, at first. Then she remembered that an orderly had stopped by with a bag of Ms. Actor’s personal items. Wanda remembered she had directed the orderly to give the bag to the security guards outside Ms. Actor’s room. Wanda then remembered that the orderly had stopped by at around the same time she received the page. Wanda explained to Mr. Director that the orderly, or someone else, might have seen Ms. Actor’s file because Wanda had rushed to attend to the page without closing the file on her computer. Was Wanda careless, unethical, or guilty of a computer crime?
3.
You had major surgery over a year ago. One day, you receive a call from the Super Quick Collection Agency. Mr. Sneaky Agent says you owe Wonderful Hospital $500.00 for items that your insurance didn’t cover. Mr. Agent says he can settle the account right now if you give him your credit card number. You give him your credit card number. Mr. Agent then asks you for your Social Security number and your mother’s maiden name. You give him that information as well. The next day you go to the grocery store and find that your credit card has been maxed out. Someone has purchased a vacation in the Caribbean on your card. You are fortunate that you are able to close all your other bank accounts before Mr. Agent cleans them out, too. We all know you were careless. Is Mr. Sneaky Agent unethical or guilty of a computer crime? What could you have done to prevent this?
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