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Learning Objectives

Discuss the fundamental principles of healthcare incident
management systems.

Describe the incident command system structure and its ap-
plication to the healthcare environment.

Discuss the importance of interagency cooperation and col-
laboration when managing disasters and public health emer-
gencies that impact the healthcare system.

QOverview

Making method out of madness

The aim of this chapter is to arm the busy healthcare staff, clinician, or
emergency manger with a basic understanding of incident management
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systems as applied to the healthcare and hospital environment, includ-
ing the Hospital Incident Command System (HICS), not as a substitute,
but as a rationale for incident management training and the need to
understand the application to a hospital or healthcare system. This
chapter will cover the fundamental principles of healthcare incident
management systems, including one system modified specifically for
the hospital, the Hospital Incident Command System. Such systems
are vital to the management of disasters, acts of terrorism, and public
health emergencies involving healthcare organizations because, with-
out the effective coordination of resources achieved through use of a
healthcare incident management system, chaos, rather than order, will
prevail. After a concise introduction to set the stage, the chapter will
consider the historical background, foundational principles, incident
leadership, command structures, HICS organization, training systems,
HICS implementation, logistic concerns, practical concerns, and in-
teragency relationships essential to successful healthcare incident man-
agement, before delivering its conclusions.

Case Study -

A Cloud in the Midnight Sky

You are the administrator on duty (AOD) when you are called by the
physician in charge of the emergency department, who reports that nu-
merous arriving patients are exhibiting spasms of severe coughing trig-
gered by “something in the air.” While you consider your next steps,
your spouse calls to tell you there has been a large explosion at a nearby
tank farm adjacent to a large industrial facility. Television reports docu-
ment widespread panic at the scene and in the immediate vicinity of
your hospital, which is located about two miles (three kilometers) east
of the site. It is past midnight; only caretaker staff are on duty (except in
your critical and acute care units) and hospital staff await your orders.

The following questions race through your mind. How would
you begin to answer them?

Does a bona fide disaster exist?

Should I declare a disaster now?

Should I seek additional information before declaring a disaster?
Should I implement the hospital’s emergency operations plan?
Should I activate the hospital’s command center?

How will I ensure the safety of staff and patients?

Should I mobilize additional hospital staff?

Should I lock down the facility?

Should all emergency patients be decontaminated?

Should public health agencies be notified?
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Who should I ask for necessary additional resources?
Are there potential threats to the hospital itself?
How will I coordinate and supervise all the staff?

The decisions are yours to make. The answers may be found in this
chapter.

Introduction

“Who's in charge? They're all in charge!”?

Understanding the Incident Command System (ICS) applied during
disasters may prove a daunting task, even for healthcare executives ex-
perienced in interpreting complex tables of organization that baffle
other managers, clinicians accustomed to solving and treating complex
medical problems, and staff prepared to work in the complex health-
care environment. However, as recently stated so eloquently by
Lieutenant Thomas Martin of the Virginia State Police in the illuminat-
ing video, The Many Hats Of Highway Incident Command (http://cts
.virginia.edu/incident_mgnt_traininghtm), the principles of incident
command are fundamentally no different from the everyday manners
children learn as youngsters, as elegantly and clearly described in the
poignant work by author Robert Fulghum, All I Really Need To Know I
Learned In Kindergarten. L2 VWithin this simple framework, the responsible
healthcare emergency manager can readily answer the question, “Who's
in charge?” The answer, of course, is that they e all in charge, of what they e
in charge of—Dbecause all those involved in the disaster response are re-
sponsible for their immediate tasks, their communication with others,
and first and foremost, their own and others’ safety.

Historical Background

“The best way to predict the future is to create it.”>

Modern incident command grew from the experience of firefighters in
combating the California wildfires of the mid 1970s. Inadequate com-
munication and ineffective collaboration between the numerous agen-
cies battling these natural disasters led to the deaths of many firefighters
whose lives need not have been lost. The subsequent after-action re-
ports identified numerous critical weaknesses in the organization and de-
livery of many responders’ agencies and efforts, including lack of
accountability, barriers to communication, poor planning processes,



© Jones & Bartlett Learning, LLC. NOT FOR SALE OR DISTRIBUTION

24 | Chapter 2 Healthcare Incident Management Systems

overloaded incident commanders, and absent response integration. The
dawning realization that deficient and defective command and control
were mostly responsible for these tragic fatalities led California fire chiefs
to develop an “interoperable” system for emergency response, whereby
all the involved agencies could communicate with one another and col-
laborate in the field, based upon a common organizational structure that
all such agencies could understand and apply.

This new system, called FIRESCOPE (Firefighting Resources of
California Organized for Potential Emergencies), was based upon prin-
ciples gleaned from military experience and management theory, espe-
cially the management by objectives concepts introduced in 1954 by Peter
E. Drucker in his classic work, The Practice of Management.* Its core purpose
was to provide a standardized, on-scene, all-hazard incident manage-
ment dogma that allowed its users to quickly implement an integrated
organizational structure that was not impeded by jurisdiction boundaries,
and was flexible and scalable enough to match the needs and resources
for single, expanding, multiple, and complex incidents, despite their spe-
cial circumstances and unique demands. It rapidly evolved into the
Incident Command System (ICS) that has gradually been adopted by
most fire and emergency services nationwide, the purposes of which are
to ensure the (1) safety of responders and others, (2) achievement of tac-
tical objectives, and (3) efficient use of resources. As a result, ICS was sub-
sequently designated for use throughout the United States by the federal
Superfund Amendments and Reauthorization Act (SARA) of 1986
(PL 99-499), Occupational Health and Safety Administration (OSHA)
rule 1910.120, and, most recently, Homeland Security Presidential
Directive 5 (HSPD 5),” in addition to numerous other state and local reg-
ulations. Its early success also led the California Emergency Medical
Services Authority to adapt and periodically revise it for use in all disas-
ters involving hospitals, such that it now serves as the basis of the Hospital
Incident Command System (HICS) used by most hospitals in the
Americas and, increasingly, worldwide. Specific instruction in HICS is
available through both the California Emergency Medical Services
Authority HICS Web site (http://www.emsa.ca.gov/HICS/default.asp),
and the Emergency Management Institute’s Web site (http://training
fema.gov), within the independent study ICS courses IS-100.HC and
1S-200.HC revised in 2007 for healthcare providers.®

Foundational Principles

‘Management by objectives™

The three key strategies of the disaster response, in order, are to (1) pro-
tect and preserve life, (2) stabilize the disaster scene, and (3) protect and
preserve property. Healthcare providers intuitively understand the first
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purpose, and intellectually understand that the third purpose is essential
to the first because healthcare providers cannot perform their lifesaving
tasks without the appropriate facilities, equipment, and resources. The
second purpose, however, may be less obvious. This is because an orga-
nized disaster response can occur only within the context of a stable work
environment—an environment that is difficult to achieve in the first min-
utes after disaster strikes, when chaos is the rule, even in greatly complex
work environments, such as hospitals, that are highly self-regulated.

Thus, an incident management system is needed to bring order
to the chaos, the sine qua non of which is an incident command struc-
ture characterized by the three key tactics that must underlie all of in-
cident command—unity of command, span of control, and clarity of text. Unity
of command refers to the principle that sharing of information among
all personnel involved in a disaster response is vital, but such individ-
uals receive formal orders from, and make formal reports to, a single
supervisor in order to preserve the viability of the chain of command.
Span of control refers to the principle that in a high stress environment,
no line supervisor can effectively coordinate the efforts of more than
three to seven, and ideally no more than five, subordinate personnel.
Clarity of text refers to the principle that all communications, written
and spoken, must be transmitted in the simplest, most generic language
possible, avoiding the use of words or jargon likely beyond the under-
standing of many emergency responders, so as to ensure that all per-
sonnel involved in the disaster response understand both the general
strategy of the Emergency Operations Plan (EOP) and the special tac-
tics being applied to combat the disaster.

Incident Leadership

“Coordination, Communication, Cooperation”!

Healthcare incident management systems achieve their goals by ensur-
ing what have been termed the “3 Cs” of incident command: coordina-
tion, communication, and cooperation, of which the most important is
cooperation, because it makes coordination and communication fea-
sible. However, effective incident management requires not only uni-
versal education in disaster management appropriate to the functional
job description of the individual healthcare employee—awareness,
technical, and professional—but also frequent drilling in the imple-
mentation of the hospital disaster plan, especially its incident com-
mand structure. Most texts and training rightly emphasize that the
individuals designated to fulfill specific functional job descriptions
must be appropriately trained to do so; therefore, hospital executives
who perform similar tasks during routine hospital business must step
aside and yield these responsibilities to those who have been trained
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to do so. However, this notion ignores long-established realities of
human behavior—the boss is still the boss, even if untrained in disas-
ter management—so every effort should be made by senior execu-
tives to ensure that all hospital executives receive training in disaster
management and incident command that will enable supervisors to
function in their assigned roles even when disaster strikes.

Physicians commonly presume that because the first key purpose
of incident management is to protect and preserve life, they should be
in charge of emergency operations. However, physicians often overlook
the fact that while they must clearly be in charge of all aspects of med-
ical care, they generally comprise no more than approximately 10% of
the total number of hospital personnel. Typically, the healthcare needs
of the hospitalized patient require an average of 10 other personnel to
support the treatments prescribed and the operations performed by a
single physician or surgeon. Moreover, the physician’s expertise—and
most valuable contribution to the hospital disaster response—Tlies in the
medical care of the hospitalized patient, rather than its operational,
logistical, or planning support.

Command Structure

[ICS is] the system to achieve the coordination neces-
sary to carry out an effective and efficient response.””

Two basic command structures, and variations thereof, are utilized
worldwide: (1) the Hospital Incident Command System (HICS), de-
veloped by the California Emergency Medical Services Authority and
promulgated both by its originator (http://www.ems.ca.gov/HICS/
default.asp) and by the Domestic Preparedness Consortium of the
Federal Emergency Management Agency (http://training.fema.gov),
has been adopted for use by most hospitals in the Americas (Figure 2-1),
while (2) nation-specific templates are used by hospitals in Europe
and Australasia, which are promulgated chiefly through the extensive
disaster medicine training programs of the Emergo Train System (ETS),
developed by the Linképing University Trauma Center in Sweden
(http://www.emergotrain.com)®® (Figure 2-2). These various sys-
tems differ chiefly in the relative independence of their medical op-
erations units, and the specificity of their tables of organization, the
former tending to be more hierarchical and the latter tending to be
more collegial. In the United States, the Hospital Incident Command
System (HICS) has been adopted by the Department of Homeland
Security as the system most congruent with the Incident Command
System (ICS) designated by the National Incident Management System
(NIMS) under the authority of Homeland Security Presidential Directive
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5 (HSPD 5).°> However, it is less important which system is utilized than
the fact that the chosen system has the support of both hospital execu-
tives and hospital staff—cooperation depends upon acceptance of a sin-
gle approach to hospital incident management by all hospital personnel,
because they are the ones who must implement it.

Regardless of which system is utilized, it is important to note that
there are far more similarities than differences between the various
systems. All systems must address the four key functions of the emer-
gency management response: finance and administration, logistics,
operations, and planning and intelligence. Moreover, with the passage
of time, all disaster response systems have been evolving toward a
common model for incident command that emphasizes the funda-
mentally different tasks of medical and logistic operations. For exam-
ple, the most recent iteration of HICS includes appropriate
medical/technical specialists within the command staff who assist and
advise the incident commander within the hospital command center,
thereby ensuring that medical concerns directly inform decisions made
by the incident command team in real time.

Emergo Train System Communication Structure for the Medical Service for a Major Incident

Political
Level
i i Rescue Service
Medical Management | ) <> .
Hospital Strategic (Strategic level)
Medical Command
~ Local <+—> <> Police
Medical Management f | (Strategic level)
Hospital = e
Initially
via
Ambulance Alarm
Management Centre

At another location

At the scene

A 4
>
Medical IC <+ Ambulance IC
! 1

Police IC

Ruter A, Nilsson H, & Vikstrom T. Medical Command and Control at Incidents and Disasters. Lund:
Studentlittatur, 2006.
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Hospital Incident Command System (HICS)

‘IHICS is] a methodology for usmg ICS in a
hospital/healthcare environment.”

The functional job action categories that must be addressed under HICS
include incident command and staffing, finance and administration,
logistics, operations, and planning and intelligence. (Remember these
categories by the mnemonic “CFLOP” for without ICS, one will “C”
[see] the disaster response “FLOP.”) The additional command staff
functions that must be addressed under HICS include liaison, med-
ical/technical, public information, and safety. (Remember these cat-
egories by the mnemonic “[Mount O]LMPS,” indicating their physical
proximity to the incident commander.) Each of these categories is de-
scribed in the following sections in greater detail. Utilization of HICS
in a disaster is not intuitive, and requires far more than anecdotal fa-
miliarity with its structure and terminology for its successful implemen-
tation. Detailed presentations and all requisite forms to guide the
implementation of HICS may be downloaded from its Web site free of
charge (http://www.emsa.ca.gov/HICS/default.asp).

COMMAND

A single incident commander (IC) is responsible for all aspects of the dis-
aster response, whether operational or medical. The initial responsibil-
ities of the IC are to declare an internal disaster (originating within
the facility) or an external disaster (originating outside the facility), to
activate the hospital emergency operation center (HEOC), to implement the
hospital Emergency Operations Plan (EOP), and, based upon the nature and
extent of the disaster, to organize the disaster response through desig-
nation of the various section chiefs (general staff) and staff officers
(command staft). All ICS section chiefs report directly to the IC and must
be in constant communication with the IC, either in person or by
telecommunications, for hospital incident command to be effective
and efficient. In addition to coordinating and supervising the disaster
response through the four ICS section chiefs, the IC is responsible for
the provision of the following four key command functions: liaison,
medical / technical, public information, and safety. The decision to designate sec-
tion chiefs and staff officers to fulfill the various functional roles required
for incident command rests solely with the IC. Not every response will
require all positions to be filled, based on the size and scope of the event.
In addition, in the early stages there may insufficient personnel to fill all
roles, so several may be held by a single person. In fact, in the beginning
one could say the IC is fulfilling all roles until they are assigned. This is
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a key principle in that the IC must assume personal responsibility for
any function not so assigned.

Liaison

The liaison officer interfaces with all appropriate government and non-
governmental agencies and health system organizations. At a mini-
mum, these should include local public health, office of emergency
management, police, fire, and emergency medical services, as well as
state, county, and local departments of public health, and regional
healthcare associations.

Medical/Technical

The medical/ technical specialists are chiefly responsible for providing the
IC with medical and technical advice. The medical/technical special-
ists may vary based on the type of disaster (infectious disease special-
ist for biological agents, hazardous materials specialist or medical
toxicology physician for chemical agents, radiation safety physician
for nuclear agents, and trauma or burn surgeon for explosive or incen-
diary agents).

Public Information

The public information officer interfaces with all appropriate communica-
tions media to provide regular reports on the progress of the disaster
response. The public information officer also offers advice and assis-
tance in developing and instituting communications to staff and fam-
ilies of patients potentially or actually hospitalized after a disaster to
ensure that information is accurate and uniformly presented, and to
provide regular reports of the outcome of each individual patient’s
care to the approapite parties.

Safety

The safety officer is chiefly responsible for the integrity of the disaster
response through situational awareness of potential hazards, surveil-
lance of staff and victims safety, and making recommendations to the IC
with regard to safety. This is accomplished via review of the Situation
(of hospital facilities), Protection (of hospital personnel), Identification
(of possible risks), and Notification (of appropriate authorities), or
SPIN.

FINANCE

The finance and administration section monitors and tracks costs incurred
in mounting the disaster response. It also identifies potential legal is-
sues and liabilities, and maintains the records of the HCC, such that ex-
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traordinary expenses, legal risks, and after-action reports can be accu-
rately determined, delineated, and developed for reimbursement, re-
consideration, and review.

LOGISTICS

The logistics section is the “quartermaster” of the disaster response. It ob-
tains and manages all staff, facilities, and equipment needed to support
the disaster response, such as food, supplies, equipment, facilities, and
sanitation, as well as transport vehicles, fuel, physical space, and equip-
ment repair.

OPERATIONS

The operations section is the central component of the disaster response
and all other components are designed to support it. It executes the dis-
aster plan and is responsible for all necessary medical, nursing, and an-
cillary functions at patient-care sites, as well as decontamination and
waste control, ground and air rescue, evacuation of casualties, and cri-
sis management.

PLANNING

The planning and intelligence section formulates instant changes in the re-
sponse plan based upon feedback obtained from administrative, lo-
gistical, and operation personnel. The role of this section is to always
be thinking several events ahead of the current time and providing
the IC with the information and approach to these future eventuali-
ties and possibilities. It is responsible for the collection, organization,
evaluation, and dissemination of information on the present status of,
and future needs for, staff, facilities, and resources in the disaster
response.

Training and Education in ICS

Talking the talk vs. walking the walk

Although disaster professionals and emergency managers have adopted
a nomenclature that is unique to disaster medical and mass casualty
management, it follows a pattern that can be compared to terms recog-
nized by anyone in healthcare familiar with the principles of public
health and/or injury control. Still, one must be knowledgeable of the
specialized terminology used in emergency management for the
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principles of emergency preparedness to be fully mastered: (1) prepa-
ration is analogous to primary injury prevention, which seeks to avoid
injuries before they occur, chiefly through targeted educational pro-
grams; (2) mitigation (or protection) is analogous to secondary injury
prevention, which seeks to attenuate injuries as they occur, mainly
through system or product engineering strategies; (3) response is anal-
ogous to tertiary injury prevention, which seeks to ameliorate the ef-
fects of injury through timely application of sustentative, followed by
definitive, prehospital and in-hospital emergency medical care; (4)
recovery is analogous to what might be called quaternary injury preven-
tion, which seeks to (re)activate local public health and healthcare
systems to effectively manage intercurrent or recurrent injuries and ill-
nesses using surviving or restored community-based resources. Note
that many experts use the term “mitigation” to refer to the interdisas-
ter phase of emergency response planning, but, in the opinion of the
author, this is an incorrect usage of the word because planning efforts
undertaken during this period are designed to attenuate the effects of
disasters after they occur. Regardless of the terminology adopted, it is
vital that all hospital personnel seek to understand and practice their dis-
aster roles, because the cost of failure to learn is the inability to ade-
quately prepare, respond and recover from a disaster.

It is self-evident that hospitals can no longer afford not to invest in
disaster management training, including ICS, but portable, inexpensive
training programs in hospital disaster management have yet to be devel-
oped, let alone disseminated. Among the best of those currently avail-
able are (1) the Hospital Disaster Life Support I and II (HDLS I and HDLS II)
courses offered by the SiTEL program of the ER One Institute of the
Washington Hospital Center (http://www.web.sitelms.org); (2) the
Hospital Emergency Response Training and the Healthcare Leadership and Decision-Making
courses, both still offered free of charge as of January 2010, at the Noble
Training Facility of the Center for Domestic Preparedness of the Federal
Emergency Management Agency in Anniston, Alabama (https://
cdp.dhs.gov); and (3) the programs offered by the Emergo Train System
(ETS) of the Linkdping University Trauma Center in Sweden, including
its European Master in Disaster Medicine (EMDM) program (http://www
.emergotrain.com).’ ! As stated, both the California Emergency Medical
Services Authority (http://www.emsa.ca.gov/HICS/default.asp) and
the Emergency Management Institute of the Federal Emergency
Management Agency (http://training.fema.gov) offer independent
study options online that can educate hospital executives in the funda-
mental principles of HICS, but there is no substitute for frequent disaster simula-
tions that force hospital employees to learn and practice the roles they
must play in actual disasters (see the following role descriptions).
Regardless of the training program used, the functional job action cat-
egories that must be addressed are shown in Exhibit 2-1.7
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| Exhibit 24 TN

Emergo Train System: Responsibilities of Incident Command in the Hospital

Logistic Commander

personnel and their requirements

hospital beds

premises

operation, electricity, water, heating, etc.

safety

collaboration with external authorities

information to the media and the logistic commander’s
personnel

documenting the work of the staff

economic issues that need to be handled

Medical Commander

contact with the strategic command (alternatively, contact
with the incident site if the current staff form a part of the
strategic command)

intensive care

emergency department

operating theatre

surgical wards in the widest sense (neurosurgery, thorax sur-
gery, vascular surgery, etc.)

contact with other groups within the unit

psychological and psychosocial management (PPM)
informing relatives

Rter A, Nilsson H, & Vikstrédm T. Medical Command and Control at Incidents and Disasters. Lund:
Studentlittatur, 2006.

Implementing Hospital Incident Management

“Failing to plan is planning to fail.”1¢

The hospital or healthcare system’s Incident Command System (ICS) is but one
component of the incident management system (IMS), which embraces all
phases of readiness for both internal (originating within the hospital)
and external (originating outside the hospital) disasters.® While beyond
the scope of this chapter, all healthcare systems and organizations, and
each constituent unit, must develop, implement, test, and refine both facility-
wide and unit-specific Emergency Operations Plans (EOPs) that are comprehen-
sive enough to embrace all foreseeable hazards—identified via a formal
hazard vulnerability andlysis (HVA), a probabilistic evaluation of the internal and
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external dangers to which it is most likely to be exposed—yet simple
enough to be rapidly implemented by all levels of staff. The facility-wide
EOP must specify (1) who has the responsibility and authority to imple-
ment it, usually the hospital chief operating officer (COO) or designee—
itis generally best not to include the chief executive officer (CEO) as part
of the ICS because this individual has ultimate responsibility for the en-
tire hospital, not only the incident, and must therefore be answerable on
an ongoing (“24/7/365”) basis to the governing entity—and (2) the
steps to be taken to establish the hospital emergency operation center (HEOC),
recognizing that successful implementation of the IMS depends upon the
education and training of all hospital personnel in its use, based on the ex-
pected competencies of all hospital workers and leaders, as shown in
Exhibits 2-2 and 2-3.!3 The “DISASTER Paradigm” developed and dissem-
inated by the National Disaster Life Support (NDLS) courses of the National
Disaster Life Support Foundation—the Core Disaster Life Support (CDLS) and
Basic Disaster Life Support (BDLS) levels of which have recently been made
available online (http://www.bdls.com)—provides a useful approach to
implementation of the IMS, the first step of which, following detection
and declaration of an internal or external disaster, is the activation of the
HICS and the establishment of the HEOC, as shown in Exhibit 2-4.4

| Exnibic2-2

Emergency Preparedness and Response Competencies for Hospital Workers'3

The ability of a hospital to respond to an emergency depends upon
having staff who know what to do and have the needed skills. As a hos-
pital employee, you should be able to complete the following tasks:

Locate and use the section of the hospital emergency re-
sponse plan that applies to your position.

Describe your emergency response role and be able to
demonstrate it during drills or actual emergencies.
Demonstrate use of any equipment (such as personal protec-
tive equipment or special communication equipment) re-
quired by your emergency response role.

Describe your responsibilities for communicating with or re-
ferring requests for information from other employees, pa-
tients and families, media, general public, or your own
family, and demonstrate these responsibilities during drills
or actual emergencies.

Demonstrate the ability to seek assistance through the chain
of command during emergency situations or drills.
Demonstrate the ability to solve problems that arise while
carrying out your role during emergency situations or drills.

Courtesy of the National Center for Disaster Preparedness, Center for Public Health Preparedness
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|_Exhibit 23 OIS

Emergency Preparedness and Response Competencies for Hospital Leaders'3

The following core emergency competencies are those you need
as a hospital leader (hospital-wide manager, department head, or sen-
ior manager in a large department), though you may demonstrate
them in a variety of ways depending upon your exact role and the
specific emergency or drill. These competencies provide a template for
your continued development and can be used flexibly with other emer-
gency preparedness activities within your institution:

Describe the mission of the hospital during response to
emergencies of all kinds, including the disaster response
chain of command and emergency management system
(e.g., Hospital Incident Command System, Incident
Command System) used in your hospital.

Demonstrate the ability to review, write, and revise as needed
those portions of the hospital emergency response plan applica-
ble to your management responsibilities and participate in the
hospital’s hazard vulnerability analysis on a regular basis.
Manage and implement the hospital’s emergency response
plan during drills or actual emergencies within your as-
signed functional role and chain of command.

Describe the collaborative relationship of your hospital to other
facilities or agencies in the local emergency response system
and follow the planned system during drills and emergencies.
Describe the key elements of your hospital’s emergency pre-
paredness and response roles and policies to other agencies
and community partners.

Initiate and maintain communication with other emergency
response agencies as appropriate to your management re-
sponsibilities.

Describe your responsibilities for communicating with other
employees, patients and families, media, the general public,
or your own family, and demonstrate them during drills or
actual emergencies.

Demonstrate use of any equipment (such as personal protec-
tive equipment or special communication equipment) re-
quired by your emergency response role.

Demonstrate flexible thinking and use of resources in re-
sponding to problems that arise while carrying out your
functional role during emergency situations or drills.
Evaluate the effectiveness of the response within your area of
management responsibility in drills or actual emergencies,
and identify improvements needed.

Courtesy of the National Center for Disaster Preparedness, Center for Public Health Preparedness
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| Exhibit 2-4 T

National Disaster Life Support Program
“DISASTER Paradigm”!*

Detect/Declare
Incident Command
Safety/Security
Assess Hazards
Support Resources
Triage/Treatment
Evacuation
Recovery

Courtesy of the American Medical Association

The HEOC is established in a secure location that is located at a dis-
tance from any potential event, but has ready access to communication
with and monitoring of the decontamination unit, emergency depart-
ment, operating suites, intensive care units, acute care areas, facilities
plant, information systems, and family waiting areas at a minimum. The
location should be isolated from potential hazards, such as contaminated
heating/ventilation/air conditioning (HVAC) and drainage/sewage sys-
tems, but close enough to the environments of care that reports can be
physically received and orders can be physically transmitted if electronic
communication or transport systems fail—a surprisingly frequent oc-
currence, even in disasters limited to hospitals, giving rise to the oft re-
peated and highly valuable advice to ensure redundancy of all
communications systems and equipment among the HCC and all hospi-
tal departments, whether based on landline telephones, cellular tele-
phones, an intranet, or the Internet. Because incident command structures
such as HICS are designed to be both flexible and scalable, only those el-
ements of the incident command structure and staff deemed essential to
the disaster response need be activated—and likewise deactivated after the
disaster has been brought under control—upon determination of the in-
cident commander (IC) or designee. The HEOC, at the direction of the
IC, next activates the hospital’s Emergency Operations Plan (EOP), an
“all-hazards” plan with branch points designed to address not only spe-
cific threats identified by the hospital’s HVA, but also generic threats,
such as chemical, biological, radiological, nuclear, or explosive (CBRNE) events that
may result from industrial mishaps or intentional mischief. Although a de-
tailed iteration of the critical elements of hospital EOPs is beyond the
scope of this chapter, the EOP should be kept as simple as possible, as
shown in Exhibit 2-5, and should rely on individual Job Action Sheets to
be distributed among hospital personnel assigned to affected units as
soon as possible after the disaster is declared by the IC.!°
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| Exnibit 2.5 TS

Example of Simple Hospital Disaster Plan Printed on Reverse of
Hospital Identification Card'®
Styner Memorial Medical Center
In Case of Disaster

C—=Cease nonacute patient care activity

Delay elective operations, procedures, infusions
A—Activate unit-specific disaster plan

Assign caretaker staff, reassign others
R—Report to assigned workstation

Review assignment, Job Action Sheet
E—Ensure your own and others’ safety

Don PPE appropriate to assignment

Courtesy of the American College of Surgeons

Logistical Concerns

"Amateurs study tactics. Experts study logistics.”'6

Emergencies become disasters when the existing needs outstrip
available resources. Three levels of medical disasters creating multiple
casualties in a fixed time period are generally recognized:

1. “Multiple casualty incidents” (MCIs) typically involve five or
more patients. Available medical assets are strained but not over-
whelmed.

2. “Mass casualty events” (MCEs) typically involve 20 or more pa-
tients. Available medical assets are overwhelmed, but can be rein-
forced through mobilization of additional medical assets, known
as surge capability. (MCEs are termed “limited” if available med-
ical assets can be expeditiously reinforced through provision of ad-
ditional staff, equipment, and resources; no specific terminology
currently exists to define more egregious circumstances.)

3. Catastrophic medical disasters (also called “complex humani-
tarian emergencies” or CHEs), typically involve 500 or more pa-
tients per million population, thereby affecting public as well
as personal health. Available medical assets are overwhelmed or
destroyed, with no prospect of early reinforcement of staff, fa-
cilities, equipment, or resources.

Computer simulations have demonstrated that emergency depart-
ment throughput that exceeds approximately five to seven critical ca-
sualties per hour will cause most critical care processes to become
unmanageable (critical imaging studies are most often the rate-limiting
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step), unless specific measures are taken through rapid mobilization of
surge resources (medical response teams, provision only of minimal
acceptable care, and strict reliance on unidirectional patient flow).!”
If such measures are not adopted, the critical mortality rate (the best
measure of quality of medical care in disasters) can be expected to
rise beyond acceptable limits, but if they are adopted, it will decrease
as triage precision increases.!8

The Joint Commission on the Accreditation of Healthcare
Organizations (JCAHO) now requires that every healthcare organiza-
tion seeking its accreditation engage its community (including all lo-
cally involved public safety, health, education, and works services such
as police, fire, emergency medical services, health departments, hos-
pital associations, school districts, colleges and universities, water, and
sanitation, as well as executives of businesses and industries from
which logistical support may be called forth) in each of the four spe-
cific phases of its internal and external disaster planning—preparation,
mitigation, response, recovery—and that it participate in a minimum
of one communitywide disaster drill annually. Such drills must evalu-
ate the communication, coordination, and command elements of the
hospital’s EOP developed by the healthcare organization in partner-
ship with its community, and range from discussion-based exercise,
such as seminars and workshops, to operations-based exercises, such as
functional and full-scale (or field) exercises, as shown in Exhibit 2-6.19
Assessment of each facility’s ICS is best evaluated through the use of
specially developed and validated performance indicators by trained ob-
servers, as well as structured review of after-action reports, both dur-
ing and following hospital disaster exercises.??"?? The Homeland
Security Exercise and Evaluation Program (HSEEP) of the Federal
Emergency Management Agency (FEMA) seeks to establish a national
standard for all disaster management and emergency preparedness ex-
ercises through provision of a standardized methodology and termi-
nology for exercise design, development, conduct, evaluation, and
improvement planning. Extensive resources are available on its Web
site (https://hseep.dhs.gov/pages/1001_HSEEP7 .aspx).22

| Exnioie 250 T

Exercise Types Defined by the Homeland Security Exercise and
Evaluation Program??

Discussions-based exercises familiarize participants with current
plans, policies, agreements, and procedures, or may be used to develop
new plans, policies, agreements, and procedures. Types of discussion-
based exercises include the following examples:

seminar: A seminar is an informal discussion designed to
orient participants to new or updated plans, policies, or pro-
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cedures (e.g., a seminar to review a new evacuation standard
operating procedure).

workshop: A workshop resembles a seminar, but is employed
to build specific products, such as a draft plan or policy (e.g, a
training and exercise plan workshop is used to develop a multi-
year training and exercise plan).

tabletop exercise (TTX): A tabletop exercise involves key per-
sonnel discussing simulated scenarios in an informal setting.
TTXs can be used to assess plans, policies, and procedures.
games: A game is a simulation of operations that often in-
volves two or more teams, usually in a competitive environ-
ment, using rules, data, and procedures designed to depict
an actual or assumed real-life situation.

Operations-based exercises validate plans, policies, agreements, and
procedures; clarify roles and responsibilities; and identify resource
gaps in an operation environment. Types of operations-based exer-
cises include the following examples:

drill: A drill is a coordinated, supervised activity usually em-
ployed to test a single, specific operation or function within
a single entity (e.g., a fire department conducts a decontami-
nation drill).

functional exercise (FE): A functional exercise examines and/or
validates the coordination, command, and control between
various multiagency coordination centers (e.g., emergency op-
eration center, joint field office, etc.). A functional exercise does
not involve any “boots on the ground” (i.e., first responders or
emergency officials responding to an incident in real time).
full-scale exercises (FSX): A full-scale exercise, previously
known as a field exercise, is a multiagency, multijurisdiction,
multidiscipline exercise involving functional (e.g., joint field
office, emergency operation centers, etc.) and “boots on the
ground” response (e.g., firefighters decontaminating mock
victims).

United States Department of Homeland Security

Practical Concerns

‘Don't fight against chaos. Use chaos. "2

Perhaps the most important tools with which healthcare emergency
managers can equip hospital employees are situational awareness and sys-
tematic reporting, as shown in Figure 2-3 and Exhibit 2-7. The oft re-
peated phrase, “If you see something, say something,” is at the heart
of situational awareness. All hospital employees must be regularly
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Figure 2-3 ON

Situational Awareness (SA)

What MAY
Happen

Exhibit 2-7

encouraged to report to their immediate supervisors any activity that
seems out of place (or time), based on their assessment of what has hap-
pened, what is happening, and what may happen if the item or event that seems
unusual, atypical, or out of place or time is not immediately investi-
gated and appropriate action taken. Information is best transmitted
using a standardized format known as “SBAR,” which was originally
developed for use by nuclear submariners. Information to be transmit-
ted includes decisions made regarding the potential nature of any pos-
sible hazard by the individual named in the EOP as responsible for
declaring a disaster, usually the COO or designee, often the adminis-
trator on duty (AOD). A useful approach for determining whether or
not an identified hazard may warrant activation of the EOP has been

Systematic Reporting
“SBAR”

Situation
Background
Assessment
Recommendation

described for field use, as shown in Figure 2-4, but is readily adaptable
to the hospital environment.?*

The Harvard Law of Animal Behavior, originally applied to labo-
ratory animals used in medical experiments, pertains equally to Homo
sapiens during disasters that threaten personal or public health: “Despite
the most rigorous of experimental conditions, the animal does as it
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_Figure 2.4 SIS

Processes Involved for the Alarm Receiving Function When This
Could Possibly Be a Major Incident or Disaster

Receiving Evaluating
an alarm type of alarm

A medical issue

Not a medical issue

More information needed

L Conception:
Interview of Consulting | Type of need Not act
alarming higher Analysis and_{ 0 of resources — Nc;nrgiec‘:?gges
person competence, decision Priority
Other issue
Act
(ot e Biregt
2 = ol ambulance
or other resources
: ) No contact with
regional level
Contact with i Possible
regional level Alert or inform major incident
D Activity regional level of command or disaster
Alert receiving unit declared

|:| Result of an activity/condition

Choice/decision

Ruter A, Lundmark T, Odmansson E, & Vikstrém T. The Development of a National Doctrine for Management of Major
Incidents and Disasters. Scandinavian Journal of Trauma Resuscitation and Emergency Medicine. 2006;14:177-181.

damn well pleases.” Under the stress of a major disaster that may in-
volve their families, hospital employees cannot be expected to func-
tion optimally if the safety or welfare of their families is uncertain.
Because all hospital emergency response plans depend upon mobi-
lization of adequate staff, hospitals can best ensure continuity of op-
erations during disasters by assisting their employees in meeting their
responsibilities to their families by (1) helping to identify alternative
resources for care of dependent children and adults, and (2) ensuring
that all employees develop and discuss family disaster plans. The fol-
lowing elements should be included in every family disaster plan:

1. Maintain a well-stocked first aid kit.
2. Keep waterproof flashlights and radios with extra batteries.

3. Stockpile a four-day supply of prepared food, bottled water, and
necessary medications for each family member, including pets, and
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at least one gallon of potable water per individual per day for
drinking. (At least five extra gallons per person per day will be
needed if washing and bathing are contemplated because fuel and
other means to sterilize water may be in short supply. Note that
poisoning of children by ingestion of hydrocarbons and bleach is
an all-too-common occurrence following major disasters.)

4. Identify alternative means of telecommunication with one an-
other, often through distant relatives, because local telephone
lines, both land and mobile, will typically be overwhelmed,
while long distance lines will usually be intact.

5. Establish a secure place and time to meet after a disaster if it
proves impossible to reach one another by telephone.

6. Keep current photographs of all family members, especially in-
fants and young children, to assist in family reunification in
case family members become separated.

Interagency Relationships

“The problem with public health is that it's in government.”<°

For most external disasters, and some internal disasters, the hospital
does not function independently, but is rather one element of what is
described by the National Response Framework of the United States
(http://www.fema.gov/emergency/nrf)—similar plans having been
established by most local, regional, state, and other governments world-
wide—as Emergency Support Function #8 (ESF #8): the Public Health and
Medical Service component of the disaster response (http://www.fema
.gov/emergency/nrf/nrf-esf-08.pdf). While most disasters will not
rise to the level of national significance and require the assets of a fed-
eral government, most states and provinces have adopted similar ter-
minology and structures for statewide and provincial emergency
management of disasters at a regional or local level. Under such cir-
cumstances, the activities of all healthcare organizations will be coor-
dinated by the regional or local Emergency Operations Center (EOC), which,
for disasters requiring a public health or medical service response,
will activate a “desk” for ESF #8. Assigned to such a “desk” will be an
emergency manager with responsibility for coordination of health-
care functions and resources, including healthcare organizations such
as hospitals, nursing homes, and urgent care centers, as well as med-
ical transport services, including emergency medical services (EMS) as
well as nonemergency, wheelchair-accessible, “ambulette” services.
Each entity may send a liaison representative to assist the responsible
emergency manager with asset coordination.
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In complex humanitarian emergencies (CHEs), coordination of
public health and medical service assets may become so complicated
that a separate, but integral, hospital emergency operations center (HEOC) may be
established by the IC. Under such circumstances, the HEOC will virtu-
ally always be a unified incident command (UIC) entity comprised of
the officers in charge of all major activated public safety and public
health services who make collective decisions about incident manage-
ment that are duly transmitted via an appointed spokesperson.?® Such ac-
tivities are well beyond the scope of this chapter, but you can follow the
same principles of emergency management for multiple or expanding,
and multiagency or complex, incidents promulgated by the Intermediate
ICS for Expanding Incidents (ICS-300) and Advanced ICS for Complex Incidents
(ICS-400) courses of the National Wildfire Coordinating Group (NWCG)
recognized by FEMA, but offered at a state level by state emergency man-
agement offices (SEMOs). It is self-evident that all such HEOCs, whether
free-standing or co-located with the regional EOC, depend upon robust
communications with all healthcare assets to function and succeed. It is,
therefore, essential that reliable and redundant communications systems
be available, because events of such magnitude as to require the activa-
tion of HEOCs are likely to be of such a scope that public utilities, in-
cluding communication networks, may already have failed.

Summary

“So that next time, we respond like its not the first time. "9

The purposes of the response to medical disasters, in order, are to
(1) protect and preserve life, (2) stabilize the disaster scene, and (3) pro-
tect and preserve property. The Incident Command System (ICS) pro-
vides a tested means to achieve the second desired purpose, which in
turn facilitates achievement of the first and third. All hospital workers
must be educated and trained, meaning drilled, in their expected roles
within ICS. Such efforts will ensure, to quote the HDLS program of
SiTEL, the ER One Institute, and the Washington Hospital Center, “So
that next time, we respond like it’s not the first time.” 10
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